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« AS: NP4 (Application Secure)

« ANS: pAfEFIE%4 (Application Non-Secure)

« ANSC: MHFERFAEz 4 A (Application Non-Secure Callable)

+ CMSE: Cortex®-M %4=¥ J& (Cortex-M Security Extensions)

« DFP: #F &%t (Device Family Pack)

+ MCC: MPLAB*fRIZELE % (MPLAB Code Configurator)

« APl: NEFgmFEEED (Application Programming Interface)

« SG: %4MK (Secure Gateway)

« BXNS: #RIFz#3|dE2 404 (Branch with exchange to Non-Secure state)

« BLXNS: BRI HEdE2%4RE (Branch with link and exchange to Non-Secure state)

* RN: Fi#HLE (Random Number)

« MAC: i HMHRIERIY (Message Authentication Code)

« Ack: NEHHE (Acknowledgement data)

« PKI: AfHZERESEH (Public Key Infrastructure)

* Nack: TNZ%#E (No Acknowledgement of data)

« loT: YK CInternet of Things)

« EEPROM: Hin[#EBR W] gmfe X217 %% (Electrically Erasable Programmable Read-Only Memory)

« DICE: ##&FrilfF4451% (Device ldentifier Composition Engine)

« PKI: AfAZERLZEH (Public Key Infrastructure)

+ ECDH: #Hfi[RHhk Diffie Hellman (Elliptic Curve Diffie Hellman)

« ECDSA: il fhZk3+45 4 5% (Elliptic Curve Digital Signature Algorithm)
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2. {#F PIC32CM LSx MCU [ 1F 72 &

PLF &35 4048 7 PIC32CM LSx MCU & B T-B 1k wa B Th RE -

2.1  PIC32CM Lx RFIFEHHL (MCU)

PIC32CM Lx F 51 8 WLk B AR g () 2 4 M AR TOAE,  [R] i I & 9 5 2 b R 2 BE AR L Th e, 84T AR A
48 MHz, fifg28m B 55 512 KB [NAEF 64 KB SRAM. % £ %1 MCU 4 =/ 5. PIC32CM LS60 (48
5D . PIC32CM LS00 (64 5]j) Al PIC32CM LEOO (100 3| .

PIC32CM LEOO i@ %5 . PIC32CM LS00 #2245 T A1 Arm® TrustZone®$i R 5542 4 V) RE
PIC32CM LS60 ¥ Arm TrustZone iR 5FHATHI W {5V & ECC608 2 4 el i fE s —H 3, 2 n{E
TG BN B RS RS ST EM v2 XHE. PIC32CM LSx MCU WL Fohaea B TR 17k, A%
PIC32CM Lx %41 MCU I Z{5 5., 1EZ W PIC32CM Lx MCU.,

PLREF/A4E T PIC32CM LSx MCU A B 1B 1 Fe B Thg .

2.1.1 Cortex M23 Arm TrustZone

PIC32CM LS60 MCU ## K& Arm TrustZone iR . XFEHZ4RFSIELZESREFUER—GH LB
1T. TrustZone HJ Al ZERG 25 1) %2 4 X3, AN SO IRIG IR AR Vs VRS 52 ARt 2% . AMERTEEE, T
R ARG 5 M DA T fE

& 2-1. TrustZone T AN FH

Non-Trusted
Majority of software
Operating system
Graphics
Applications

Data processing

etc

Trusted Software

Provision of security services

Trusted Software Small, well reviewed code
* Crypto functions

* Key management
* Attack detection
* Sensitive data

2.1.2  ATECC608B 4 Ti4:

ATECC608B ] R4 HURAE B, AR I P iR RS 8 1) R 2 4= D e R 53

JiIEUINE

+ Fi[E Hi£R Diffie-Hellman (ECDH) : {846 T I Fifig s (1) 2 2 2 20 e

© WEBSEHETELEY: (ECDSA) il 54 44 T (R A0 i se B M sk

WA TR

o REINETIEE. SLPATFRAEINE Y (ECC. SHA R AES) SRARI 2311 5 AEfk 2% 2 1] OB AL
REFTANMBAREM: oM F PR EEE, DRI RSB U5 o
W—FF S SLIMAbR IR 5 2 A
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o BURTFECES: BRER SIS B, A B TR I R N A ) 22 2
© ERERVBORESR: 2RSS TR T RS, X0 T el B R E

o BEURECHIBEMAAR . A3 0F XA B S5 e v H b T S SCHL A B AR R ) SRR A

& 2-2. ATECC608B %4> o Ihfig

ECC608 Secure Element

Isolates any
Attackers cannot = = = e attack to a
see what's inside gnpetAlEnceNAdwArE Bountiary single device

‘ ﬁ Unique Serial
ECC | SHA /AES Number

Cryptographic
Engine

Standards based
crypto engine
between interface

and memory Monotonic

Counters Tracks number of

authentications

Secure - - (can limituses)
Storage High Quality
Keys & Data Random Number
Generator

Required for
i every crypto
1/0 options Multiple gm"g'g

simplify Serial /0
design

options
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3. H#l: TEINLNRS
3

KRBV HHI2E P e M BEITEINL, 75 ETE R A A SO R SCRR S . EAh, O T ORIEST
BN ANE B 24, XML 7 2 T RAEAE N BRI TR IE L HI B &

=1

XAMVAR AT EPHL A 0 s T RE R E D 257 o SU R i X SRS T BN R . i 2R o Y A i O
Y R BRI i i 25 22 4 UG o

ARG G B S5 12 IR R ey B 1E T .
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PR ORGP 1%

4.1 {6 F TrustZone
TEFTEINLFI B & R, TR H TrustZone F AR R FT EIHL 2B & v 4 ] 5t

o HfE (24 #4THE (Trusted Execution Environment, TEE) : TrustZone 7£4T ERHLEIRRLE A
Bl — A X, 5% MEEE RGN R . 1% TEE 557 A0 FE S & B0 I0-AE AT ENA b b R 4%
AL, fRP IR AT 55 el B

© FHESRSX: TrustZone AUKHTENHLIAE il as Rl 73y 22 4 XMAR 2 A X 38, T s S 4 B0 E (1 FRURK
HARAID AL T A ath, R RG22 B, WaT DA LR R 2R 1] .

o FIAMBERARBAT RIERE: S IE M S GAERIGE R h 2R A — AN E % PR IR . MR EEA
FTEOHLI, FTEDHLAOIE & 5 % 4 TEE BEATACH.,  DMEFIZ S P IE SR R 5 v 1k dh o

5 IE Z AN PATR LN E 1R 1E, DR S i RAE L P A S AR5 RSB GRIES, NWITH
TEI . BN, ATENPURHELETENF A P Bon B i e .

1E PIC32CM LSx A HL (MCU) HIAEXZE=Yidr, TrustZone 8 T — ML MERIGIT LT MIEL
SRR IXIERD KA AR AN BRI 23 A M R B ) e 4 DX 5 A 22 4 X SR S B o IR R B 128 ] R 22 44X
10 G A 2 R R LA BRI

ZEXREEZE X

o RERXI: URZEP (HUEEBRBEHMZE5'%) Jil.

o FERERXBR: B LBITHATE R (AN TR BRI

+ Je=4£n A (Non-Secure Callable, NSC) Xi: —FURpIRIN 22 AFAEIX, FOVFAE 2 BRI
FAEAR KM T MNAR L ARSI 2 2 4R

N T RS RRY, 2R L AURIERS € PHED M R R 2 218 %, DME LIRS 5IR% e

WEZ YRR g 24k . Arm Cortex-M %44 i€ (CMSE) NJF R N Gttt 178 % e B F g

W BIX e 2 4R 2 T H o

£ TrustZone 1, ZAAEHAT 5 2 2 ABHAT Z [ D) 52 274820 F 2220 HAE T A6 2

SE BRI AR 22 4 pREL:

© REMR (SG) : UERBNE —KiHL WAV SG 5L, FREAENI T,

© EREWIHA (NSC) FFHEX: A Hul U THRE 1 NSC A7k X, Ak 22 e AR T il FH 225 240
R e AT U )

X S AR R 2 B AT R B AE 2 AP XN o AR AU R BT ] NSC AR X i & SG 1R 1A

B LA AR R BRI A2 (P10, BT IR 22 4 Xl A QRS 5 2 T 2 2RAE A L

o) #ORS R R R R, I IR BT RE R -

4.1.1  RBINHEF

N AR 2L T B 14 LED 76 SR AT & 3TN LED biid =R, ik ee & R i >Rk 2 4 b FE P
BEHC LED V) 3idt 3 4T B s AT 280 b LN, 2N AR 7 ikidsd 1701 Xplained Pro 4 T H A
IR AR AR 500 ER I Y AT =i . 2S5, 1N R PR S N EEPROM,  FEFECEIAE
AN F AR IR SR IS AT 3 BRI 22 A B R0 R o U R B i SR I, D)4k s
LED (LEDO) . #2414 F PIC32CM LS60 Curiosity Pro ¥t T AL EfJF % SWO i, R 501
JAME AR IRAE A 15 25 Fl 4s, fm FHAIE] 500 ms. 4k e il e 24 (NSO
BREOE SRR AP SRR P, iR B B e AR B A e N AR Y

Ak 2z B S IR 1 SR 22 AR AR I AR PP AR BLIR BB, JRAE N 22 A s I A 38 e LA T ED
RTINS B BbAh, AR N AR IR 7 (3R (R, $2 R AT 6 L) i, &
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i >R 22 A N A2 P 3R E EEPROM A7t i B e AN E . b e &N HFEFEIEH] & L3 ENA7 ik
FI & a LA EE . SR EEPROM BHUR EER, #8&Viikats LED (LED1) .

4.1.1.1 #iF
AN HFER LA 500 ms (R IESL Y LEDO, J54RRRIE FH I (SW0) B, PIHs R AR SR KA A
1s. 2s. 4s, H/aFFEIF 500 ms.

fit B BL 2] SG (#4%, AR2c 4 FIREF AT A NSC 53R 22 40 B Ry S LA
fit By BXNS #6455, 424 N AR Py mT R (] 25 22 4 B IR Fe DAAE SR AT H2i] &5 BTNl

& 4-1. N A RS U1

Secure Non-Secure Non-Secure
Application Callable (NSC) Application
———————————————————————— P e e e e e = ==

LEDO | ! I I

M3E - Ters Term VT

| | ||
R LED
@ < Branch (BL) | sG < Branch (BL) Tog;ai:g Rate

SWO0

Return (BXNS)

= ——— -

Veneer Non-Secure Code

TEZN R I R DIe T, 2R HTEF A 1701 Xplained Pro ™ @ B L it It B A B 2% B Y 1 = IR JF
5\ EEPROM.

i) BL #6742, Ap2e 4N AR Pl i NSC iR 22 e T AR PP SR R FE (B, PR HATEnfE B AT 9281 &5 L.
2 4 N PR e [ 8 22 4 AT Py LR EEPROM Hudls, R HATENE 3 4T3 & L.

@ MICROCHIP



A 4-2. 5 B N AR RS Y

Secure Non-Secure Non-Secure
Application Callable (NSC) Application

1/01 Xplained Pro 1

|
|
N |1
[Temperature]:>[ EEPROM Branch (BL) SG < Branch (BL)
Sensor (T

5@@

| .
| : :
| 1 ] |
1 ] |
: | 1 1
LEDO LED1 I : : ;
|
I | 1 :
I | 1 1
: | 1 1
Return (BXNS) 73k 1758 175%
SWO0 SW1 £

N

Secure Code Veneer

[T —
o

TERBISEIH, secureRppEntry () & MIEL AR R R 124 APl R4 Xk AT
secureAppEntry ( )&, WRFBFEZENHER . YA 7 H NSC 24 AP, K
BXNS #543& [ 1 F 22 2R % AP AT 21

4112 FE
1. HEHEDKEHE (Nested Vector Interrupt Controller, NVIC) :
NVIC &1 2 kAT T 8, R 2R HMIEL SR . 146 NVIC hi B el E, «
ARG AT LA AR 22 ARSI PAT, 2 ARG AR AT LA B 22 A QRS I $AT o WA NVIC ZF A7 e 23t
PEM. XFEEMWA M ERE L, —MHT%Ee, B IHTER 4.
MAGA B, AR R A X (e ER) o LA XA R R E CMSIS B
KRR ARSI A IS MEET (g emBERTHEN) .
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2.

B 4-3. MPLAB®AUIE L B 28 ——NVIC % &

B ! NVIC Configuration = (=] X
)i | EIC_OTHER (External Channel 8..X) 3 v EIC_OTHER_Handler v
FREQM (Frequency Meter) 3 N FREQM_Handler v
NVMCTRL (Non-Volatile Memory Controller) 3 v NVMCTRL_Handler v
PORT (Port Non-Secure Check) 3 v PORT_Handler v
15 DMAC_0 (DMA Channel 0) 3 v NON-SECURE v
DMAC_1 (DMA Channel 1) 3 b NON-SECURE R
DMAC_2 (DMA Channel 2) 3 v DMAC_2_Handler v
DMAC_3 (DMA Channel 3) 3 v DMAC_3_Handler v
DMAC_OTHER (DMA Channel 4..X) 3 b 4 DMAC_OTHER_Handler v
20 USB (Universal Serial Bus) 3 v USB_Handler v
EVSYS_O (Event System Channel 0) 3 v EVSYS_0_Handler v
22 EVSYS_1 (Event System Channel 1) 3 v EVSYS_1_Handler v

SysTick fith: WL B Az adEw 4.

3. PIC32CM LSO0/LS60 &#¥#eihNE 5 MBS L4k, Wik 5Apw 4N BT IR G %24/ 2 |

A= LR AN B JE: PORT. EIC. EVSYS A NVMCTRL.

- A R#EHI%E (Peripheral Access Controller, PAC) : ML 4@ (Z4mdri
4 .

- G RMEAFERRFEFIZE (NVMCTRL) = KbFE e 4 fEE 22 4 N A7 X kg F2 .
- /0 #1388 (PORT) : SCHRRIGEE /0 By LSS %2 42 B AR 22 4 S AR T

- AMERrh TS (External Interrupt Controller, EIC) . SCHERIGFAEASSMES b iy B o) i 45 22 4
Bl 2 4 N AR T o

- EHRG (EVSYS) : SRR FAFIEE M F LS w ik w2 N AT .
- BIHECE: "ARYE P ER 5| I BN 7 e R 4.
A i 42 1] 28 <
nlfd AN T R dEREE (PAC) BN IMRIEC BN 2 s R 2 4. KM ey 24 X, A %8
HAARI 2 v AR, I H R BE7E 24 X I 1 W Ab 2R .
1. JA3h MCC 34TJF TrustZone KL B & 1.

2. fE£ Plugins Cifift) THBIZE, BRI %4 XM E 2 42 X 5 Peripheral
Configuration (4MEECE)

3. % SERCOMS3 Fl DMAC HEAE NAEZe 44k, )G, HERIEIER SR EAR R,
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& 4-4. MPLAB®CHL L B #8——Arm® TrustZone® for Armv8-M (Armv8-M [{] Arm TrustZone) #MAFECE

W1 Arm TrustZone for Armva-M - (=]}

Peripherals

Il N KN Kl D EE
| = W oow o o oo e [ eom |
B BN D E 3 EE EE
BN B B Bl EOE EEE K0S
El Ol Al

Mix-Secure Peripherals

¥¥: SERCOMS3 F1 DMA #MKHEC & AdE 24, ‘el NSC (AEe4nl i) APl M\ 243 B2 7 $ L
LED V¥ S A 250,  DAEKS LED YR 4T EILE PC _LigAT I HATHEH & L.

5. TTARYE N HFRP E RS AR Bl BN Z B aE R 4
a. Ja3h MCC F+#THF TrustZone it B & .

b. 7 Plugins 3 H #1388 LT 1) % 4 IX 3URTHE %2 42 [X 35 /) Memory Configuration (17
HARIE) -

4-5. MCC——Armv8 f] TrustZone—— 17 2 il B

B Arm TrustZone for Armva-M

FLASH (524288 Bytes ) DATA FLASH( 16384 Bytes ) SRAM( 65536 Bytes )

APPLICATION

RNS

0x4000 0x10000

AR A5 A U AR ICORBC B A ds . INAF DX (512 KB) TRl 73 9 LR X dgk:
AS: B A N IFE K X 3K
ANS: JiE AR 2 4 B TR X

@ MICROCHIP
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ANSC: JHE AR S O e 2N R 7 5% 4N R P Z R S OEE R E0 1

X 42
TR
B a-6. ‘&4 N HIEFRFER 1

@ MICROCHIP

Register 12C
transfer event
handler

A

Register RTC timer
periodic event
handler

Y

Register EIC Port
Pin 12 and EIC Port
Pin 4 event handler

Start
RTC
Timer

12



A 4-7. w2 N HETFRIER 2

Start
RTC
Timer

Is RTC Timer
Expired?

startTemperature
Reading flag
false?

Toggle LEDO

A

No

Is there any
change in
sampling rate?

Change the LED toggling rate
from default toggling rate

Y

Prepare the LED toggling rate
value in formatted message in
a buffer

l

@ MICROCHIP
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A a-8. ‘&N HIEFRIER 3

Start
RTC
Timer
is
startTemperature
Reading flag
false?
No
No
Is 12C
Error stat
plib free? ror status
Yes
. Yes
Submit 12C
fransfer request o« s gﬁmﬂ
read sensor value pired?
No
No Is
Is EEFROM_'EE?) Temperature Sensor Submit 12C transfer request to
request received? read complete? write the temperature value to
EEPROM
Yes
Yes
v
Submit 12C transfer request to
read the last five stored Is there
temperature values from h No Prepare the temperature read
EEPROM i:g’;p:;’;jre value in in
ampling rate?, Alburier

Yes

Change temperature

sampling rate

Prepare a message in a
buffer to print the change|

in sampl

ling rate

@ MICROCHIP
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A 4-9. N HEFRER 4

Yes

is
startTemperature

Reading flag
false?

No

@ MICROCHIP
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B 4-10. A2 4 R P AL ]

Register DMA
Channel 0
complete event
handler

Register DMA
Channel 1
complete event
handler

Initiate DMA
channel transfer to
receive a character

on console

Request to secure

application to read current
room temperature sensor
value/LED Toggling rate

s temperature/
toggling rate
value received
from secure
application?

Isa
charater
received

from
serial
terminal?

No

Is Last§
temperature
values
received
from secure

pplication?,

Yes

Print the received
temperature
value/toggling rate
on serial terminal

Yes

Request to secure
application to read last
five stored temperature

values in EEPROM

Print the last five
stroed

values on Serial
Terminal

Initiate DMA
Channel transfer to
receive a character
from serial terminal

LI

MCC Jyz k2 0 H At 7 Pidedn S AR IR . fE22 42T H (1) TrustZone A,
nonsecure entry.c XHEAEIEZATHA (NSO HREMEIN . RERBFTY “WHR” , nrdEis
I H V5 M A AE 2 2T H s . Cortex-M Z49 & (CMSE) &M T-7E 2 4 0 H AR HHAR X L
NSC ¥, TEZETHKI main.c XMHH, —N%AN securebpp () MERAEFFSEEE LED U] A5 4% 8%
MIEE. MCC mT ARk R 20 H B TR N DASEIRRR 23T« AR e 2N R Pl 44 4

SecureApp Entry () [ NSC Bi#. ZREH T Viin2e%iE, BAd@EdE s & NEiHHZemE i
securelpp () BRECKSLHL. fa, AE2MNHFEFFIH DMA @& SERCOM3 A& 7E &3] PC AT

Pl & AT EDSREUR Hedf -

@ MICROCHIP
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4.2

B 4-11. NSC PR R AL 5 523

("

void __att:lb:te__k(cmse_nonsecu:e_entry))lsecureAppEntry(v:;d)
{

securelApp ()

AT ENALAN 22 S 0 B R AT Ui

ITERPLAN SR G B AT {8 TrustZone HACSR Ry L [ PE A SCHEIR AR - 3T EDHLRE S 43 B0 IE 4 BT [ AR 55
USRS BAFREE R AR P . 2R EXEEE A, T EIN L7 BOER 2T BN AR AT A R 5 AR
ISR ICIE T 7] o AR AR LA B B B 1) 22 4 XA IR BUBR AR (i LED DI BR FE 10 #i 2
fil e w e CRUTRREERYE) , AR

BR—NTENLEG P A S RUT FARE N S RIEEdE. MAREE, RARaaSRkmdEZ e
WA (NSO BRI 7 B 59T EIFLEE AT A0 HL. X 88 NSC BB A B2 Mk, HA s — (484 R
%4 (Secure Global, SG) 4, SRVFARLARG S LEATEINIE MF 2 RIREAT 25 52 NSC B
R E LS 22X AT R H, AEfTS0E NSC WG 2l # M,  ATT BELLE R 2R 15 1)

TrustZone FAREEAPIAML AL R EURREE R B AE 22 9 4f o TR ZORE . NSC BBt AT S ik &
e, GHORFEE R R, R RSB HIT ENHLI [ 1F siseid e 4t Hok, Sl %
AR IR IR A R BRI 2 4. RAREAH M NSC MBI AR EG A it SITEINLHTASH, itk
PFTENAR b B 44 i B 45 O B 15 I S B R R LA VT 1)

WA EF, Bl fTEIHLAHIN TrustZone #EAT W R 1 % A7 il 7> XAE L NSC eR BisEAT 52 428

BTG s A 1 2 Ak

{5 F ATECC608B 224> Tuf4

FEFTENHLAT R & B, PIC32CM LS60 MCU L )24 704 ATECC608B A 1E & 43 B iiF i A5 b s i — 2 4
N AR, AT E S8 ) . ATECC608B & — Mt F [ 41, W E 22 4545 i 47 A Uk
BE I PAT I 44

B4

DLR 77 ) PN 25 4 R g 37 22 A S FR I R AR I, BT IR SRR F s A

SFR R IRUE: KRR B 0 36 AL 15 A ) A N A2 o AESFRR S I AE R, PIC32CM LS60 MCU ML iz
T2 15 4 DATG AR B 4% AT S8 1 HL AT DS AR & . 52 31510 0 150 45 K 1ok P TR 45 SR B o 1% 7 9 SR M LRz
WAL ZMIE BN b, A& AT LURIEME— R H S, DR 5 5 A e FE 15 4 AN TR

EXNHREBRAE: 7EIESPRS R IGUET, IOl I e 25 44 KA S AR B R S . AR FR SR B0 E
LAR P 91 B A

Horp NP ERE . PR
o BB LSRR, FONAY.

NHARATFIER) FY AR APIRIAERS 4 . EVLRE R RIE BRI H. RE Be IS4
MR, {H2, ENRGTFERETEREHAY] GUARRE RG] REIEM TN RS . mRELK
UEUCHS, WHZRE vt SRR ), I H BT MR AR B4 .

IE AR STENHLAE G P9 (1) ATECC608B % 4= Je A7 Bl 458 FH1 St - i 2 1 30 ST BT R 22 4 B 473 B

AT 24 RNE—48———&8 N ENEENE ATECC608B 4 ifh. fEHlidfd, N MRaNE
(1% 22 4= T 4 22 A g N — AN IHE— IR N 35 25 5

R Y O B 3 S I
TFHLEGE AN S G —— 3T LT HLER A B S8 30, STEIHLS A 35 88 &1 ATECC608B [l {H i 2 -
Rt B ——HT ERAL I S8 G AR BT« 125 30 O AL

@ MICROCHIP



4.2.1

4.2.1.1

SkE BAN AN ———>B £ ATECC608B Uk . ATECC608B i F Ht:— %5 4H 5k 22 4 Hh il 5 3 i,
SRIG R BPAT I 3E GHER ST GBI (MAC) ) FIEZMAR. (MAC) KiEEFTEINL.

BHIERIR S —— T EIHLEROR B SR &R (MAC) o T BN FITRE SO SRR A R 5T 1 R B E S ) 1
MAC.

BRI Rt S B MAC B 58I EIH) MAC EVLES, MBI & N IEM, FTEIHLAT LUTAR4TER.
RIG——n KA MAC EANILHES, AT ETHLES SR SRR R B Dh 957 o FTENHLAT RE AR 26 T BN Bl B R

TR, BARBURTITEIALI B E .

B 4-12. PIC32CM LS60 L FIFT ENHL 58 &5 B 473 B641E FH 491

Printer
PIC32CM LS60
Secure Partition
.
|
- Ink Cartridge
ECO508 ECC608
ol Secure Element
Non-Trusted
ATECC608B 7= FIFLF

4 loT MM R BEIR -

ZN R T PIC32CM LS60 H A ML (MCU) EREREIIRE. &b, FHN T G5 HEENE -
U RN RR S A B IE I AR . IAh, FEHLIEERES] AWS loT . PIC32CM LS60 MCU FH1445 PIC32CM LS60
% P MCU B i ri%$sz, K ATECC608B 24 Ju -t i RN 58 il & iy SR b ik 75 . LB fo R e lie i
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SRILEEP TR IS . BB GER . IR ERILE, WRRRa e v C R S i, AL
ATLMEAEAMTB % . W R FE & 2 PIC32CM LS60 MCU, gt J& Tix P ot .

IR B A2 PIC32CM LEOO (RN E ATECC608B) , I S 73 Bk K 2R I
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H B /R7E MIKROE OLED C Click #r . tb4h, Z$dE & e ik AE] AWS loT Core. K 5 & A 3
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A 4-13. 503 56 IEAE P

CLIENT HOST

Buttons/ LEDs Buttons/ LEDs Wireless Connectivity With Cloud
- e} . ‘
Light Sensor

(I/01 Xplained Pro) Wi-Fi®

ATWINC1500

Temperature Sensor 32-bit MCU _hi OR RNWF02
AT30TSE758A 32-bit MCU

(I/01 Xplained Pro)

PIC32CM LS60/ LEOO PIC32CM LS60

" - Display
Display ECC608 (only in ECC608 OLED C Click
OLED C Click LS60 for Secure (for Secure

Authentication) Authentication)

-

USB Power

USB Power

AWS K % E

N TIBATZNA, FE—4 Amazon Web Services (AWS) K F'. 5 A AWS K 7 (K5 215 B
%, 52 W readme.md.

AWS = loT it B

B Microchip Al{5°F- 4 ¥t &4 (Trust Platform Design Suite, TPDS) T.E., " LIMEH AWS = P&
Al B #4 (ECC608B 4 uft) «

1E TPDS w1, #H8 readme.md W) AWS = loT Al B 75 B 38 K 2D 3R JE 8 AWS LoT B 4356 UE F 451 I 4k
T E .

4-14. W[5 & iFEM——AWS loT B 458 451 355 1K

® Trust Platform Design Suite s
File Packages Help
Tools g

Webviews

B3 Trust Platform Design Suite

< Reset @ Learn © Usecase Help > MPLAB X Project & C Source Folder

Host MCU / TLS Stack Secure Element

Provisioning / Prototyping

E

Generate Root and Signer Certificatos” 4 ]
N/ :
_ Secure Provisioning at [Siot 0, 10, 11 and 12 are loaded with certs
[Setup Cloud account and Register j N }. .............................
rificates 2) MCHP Facto linformation

Customer AWS Cloud Embedded System
Usecases Load certificates to TLS stack
: C Code Snippet
AWS Connect-loT Auth-TNG [Establish TLS connection after Signer A oe S it e
land Device certicates veriication 3) P

[Send random challenge to be signed by}, = =
[SE and revert to Cloud for verification |\ 4 /r’ ]
Host MCU / TLS Stack Secure Element

@ MICROCHIP

19


https://github.com/Microchip-MPLAB-Harmony/reference_apps/blob/master/apps/pic32cm_ls60_curiosity_pro/pic32cm_ls60_secure_iot_gateway/firmware/pic32cm_ls60_cpro_sg_host/readme.md#aws-account-setup
https://github.com/Microchip-MPLAB-Harmony/reference_apps/blob/master/apps/pic32cm_ls60_curiosity_pro/pic32cm_ls60_secure_iot_gateway/firmware/pic32cm_ls60_cpro_sg_host/readme.md#aws-account-setup

4212 BE

EH
R EPR B & O, IR RIS ATECC608B %4 il &, CA_LIB %&7r CryptoAuth
JiE. SERCOM1 FL'E M 12C, FITKHdE5 N ATECC608B Jrft it .

FERHERR7R K] SYS_CONSOLE e & A7 B T fbidif5, @57 Wi-Fi 8. SYS_CONSOLE H T-s2Bil 4=l & 47
B, ERVFHFP G CLI 5 Wi-Fi i3, J7¥ SERCOM 5 Bt & v UART RKSEHLZEE .

FHFSHERR <A E B T TrustZone FCE, )5 TrustFLEX iF 1.
& 4-15. EHL McU I H

& P
B 4-16. FLS% ) o 4 T H IR C

AT GFX Core LE 1
Display Managemant
iy pack (0P v e——

System Service
e Input System Service ©
Paripharal Library it
M =
| System | u

.-— i ‘Core 1
et
© RTOS
CA_LIB O

B i G B S EALACE AL, HERA A Trust&Go BB H K, By EA TR 2E%ER o
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B 4-17. AR % w50 H FRCE

ANRZ AT ATECC608B e ayuff, DtIil H K A f74E ATECC608B b, i ¥4 ATECC608 %
agoft, PIRTCVEm B ENURIE IR, 38 6 50 IE R

WER——=FH
4-18. EHIWIZHAL TR B

Initialize Clock, SERCOM, TC2, Sys Tick,
DMAQC, EIC, RTC, and NVIC

v

Initialize SPI and WINC Drivers
Legato and SYS_CMD

v

Initialize APP

Initialization

@ MICROCHIP



& 4-19. LWL &R R

connection to cloud

and ready to publish
data

«| published to AWS
Cloud LED gets
toggled on board

i i if (wdrvhandle E

! © ==DRV_HANDLE_INVALID) L )

i = WDRV_WINC_Open 1

: © |

: < | ]

1 2 1

: I :

: 3 l : Code to
! - o MQTT connection fails or 1 establish
: g ; APP_Examp|eTaSkS() —>wiﬁ connection to cloud fails : >_ W|f|

: © g Try again E connection
| o = A 1

2 3 v .

| S '

| S , :

| EEZ i '

e o ) connection !

S & Configure SSID and fails :

6 o password and establish -,

| — = 1 ]

N E ® connection to cloud '

|- :

‘ v :

: @ '

( © 1

[l [}] |

] Q :

1 > !

! K Successful ] Everytime data is
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& 4-20. LWL S IS IERIdR LI AL &

| check_device type in cfg | €

v

cryptoauth IibraryAPI(_i atcab_init()
to check device init =

v
\ N \ slot_write() %\

transmit random ¢
number to client when | generate RNG() |—
SWO is pressed

ATCA_SUCCESS I=

function return value

Y
Receive Authentic client data /No Ack data

if Client sends

ECC NAck > else client MAC is
Host MAC is not | received

calculated

v

mac_calculate() on host and mac_compare()

v

Transmit ACK to authentic client device

h 4

Receive Sensor Data

Y

Display sensor data on OLED C Click
and publish the data to cloud

Device check
and
Random Number Generation

slot_write () I TR AR IEH S AN 5 T RN S B PIAE 6 i 1/0 /4% 4. ATECC608B %
A O F R R A 2 B 1 B X A

W AEXFRA O IIETEOL Y, A S LITH T BN S &) iz (AL =L S 2
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Pl 4-21. % J 0 R GAIRA AL IR PR R P

Initialize Clock, SERCOM, TCO, Sys Tick,
ADC and NVIC

v

Initialize SPI and Legato Drivers

l

Initialize APP

Initialization

B 4-22. 2 ;i N R i R

1

APP_Tasks(): Register Callback
for 12C to read teperature and
enable ADC function call for
getting light sensor value
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B 4-23. % )7 v I PR P Je AR A P

secure_check_device_type_in_cfg <

v

cryptoauth library ATCA_SUCCESS I=

APl to check < secure_itcab__init(): NSQ _calls function return value
device init actual function atcab_init()

A

= v

slot write()

secure_receive_data() : receives
Random Number transmitted by host

Y
check if RN is received and generate client MAC
secure_generate_device_mac()

y

secure_transmit_data() - transmit

generated MAC and RN to host for
authentication

Y

secure_ack_state() - check for
Authorization ACK from host

v

Transmit sensor data from client to host upon
receiving ACK from host
secure_transmit_data()

Device check
and
Secure transmission of data
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A 4-24. ST FE

Host Client
Implementation Implementation

Send the sensor
data to publish to
cloud

Send RN to client
to initiate

authentication

3
12

Send MAC of Yes
client for if client Authentic?
comparison

Send Nack No
from client as
[ECC is not present

Send Ack data
from host if MAC
lcomparison results|
in success

Send sensor data

from client to host

if Ack is received
by client

SEI
ZN R CryptoAuth i API SZELEHLAIE 3 2 18] B FR & 43 3k . ATCA STATUS
atcab_init (ATCAIfaceCfg* cfg) M TAIEALIEA APl FH K A)F ATCA W &R R,

BRI IR 5] ATCA_SUCCESS, R iR EI45 1240 . check device type in cfg () fflbRIRELA &
TRARME SRR B BN B A .

ATCA STATUS atcab info(uint8 t revision )f#iH Info fir @3RI B &MA (DevRev) .

ATCA STATUS atcab read serial number (uint8 t serial number) {ENFHFEFHH T &
WAH 9 TIPS .

ATCADeviceType get device type id(uint8 t revision byte) HFRESH LN EN 2%
PFE7, 5 ATECC608B 5 ATECC508A.

FEHLIE § AP FIRH

26
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uint8 t slot write(uint8 t slot num): KHES N ATECC608B %4 juff HHHs X A .
uint8_t generate RNG (): fEEMUImAEM—MHENLEOIF KIE4E i

uint8 t calculate host mac (void): 5 EHLK MAC.

ATCA_STATUS mac_compare (void): MWl B MAC 5 EHLRAE B MAC #EAT LB
& i E ) AP IR 3

secure generate device mac (): HMEF UM% MAC.

secure pass_sensor data(): WURE I ESEH], TPRAL B8 I ) T L.

secure transmit data(): KZERU MAC FIRNG (32 “747) ik S ENLLAHEAT B 50 0E -
secure_receive data(): fEIXBENLELLEIT MAC 5.

secure receive state(): AR TIEIFEHLEL.

PAIT ENHLAN 2 & B HEAT Ui B

FTENHLAR S5 28w T I ) — T R B2 B B 0 257 e FRATTER IS — R X R B B0 UE U ] (R A7 X e B 4%
B R AT (¥ B2 B AE A

EAFIH, FTEIFLA 2 FEHL MCU (PIC32CM LS60 Curiosity Pro) , IEMSE &% i (LS60) o fdi AT
AN, STERLR S G $TEVRLIA S GRS — LR .

B 4109 2 701 ATECCO08B B JL L. %% ATEAFBI M AIIE LS B IR R G HOHE 515
XEBPLSCIEATI R U2, LU HHRSCH HIEIES (MAC) . HTERNLG ATECC608B HTATRIIH,

LI 2 MAC.

25, ATEDHLS AR AR MAC S50 COFSTHI R0 MAC HEFTLERE. H0RPA MAC ICRZ, TUIA %8
FREM (BSATERS, (AP LS60) , {TETHLBRTHRITE. MRFA MAC FILRE, 15 6%
WS, T B AR R Oy, TTENHUITAEAT E.
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6. SEUH
2% Microchip 7= AR S B 245 B, 15 V5 M Microchip MG EE R 4 A B % .
PIC32CM LS60 Curiosity Pro il T. 2 £l
* PIC32CM LEQO Curiosity Pro 1t T. B4
A RARL 2 H R A B R PRI, R B DL N BEREEAT R K
* PIC32CM LS60 Curiosity Pro vl THf, ¥ TrustZone 147
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https://www.microchip.com/en-us/development-tool/ev80p12a
https://github.com/Microchip-MPLAB-Harmony/reference_apps/releases/latest/download/pic32cm_ls60_cpro_tz_getting_started.zip
https://github.com/Microchip-MPLAB-Harmony/reference_apps/releases/latest/download/pic32cm_ls60_secure_iot_gateway.zip
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HHE - B

i 86-29-8833-7252
HE - EI]

i 86-592-2388138
HHE - B

HiiE: 86-756-3210040

ENEE - BEMB /R

HLi%: 91-80-3090-4444
ERE - Jrig

HiE: 91-11-4160-8631
FIEE - K

i 91-20-4121-0141
HZ - XK

Hi%: 81-6-6152-7160
H# - R

HiiE: 81-3-6880-3770
B - KH

HLif: 82-53-744-4301
BE-BXK

Hi%: 82-2-554-7200
OREEW - HREH
HiiE: 60-3-7651-7906
TRV - XAl
HLif: 60-4-227-8870
K- TREH

Hi%: 63-2-634-9065
b YIIE g

HiiE: 65-6334-8870
GEHIX - FT

HLif: 886-3-577-8366
EEHIX - FHE

HIi%: 886-7-213-7830
MK - Ak

Hii%: 886-2-2508-8600
£E- 88

Hif: 66-2-694-1351
RS - BT

Hi%: 84-28-5448-2100

BF] - F5RH
H1iE: 43-7242-2244-39
fEH: 43-7242-2244-393
FHE - BARR
Hii%: 45-4485-5910
. 45-4485-2829
H1i%: 358-9-4520-820
wE-BX
H1i%: 33-1-69-53-63-20
fE¥#: 33-1-69-30-90-79
PEE - I
H1i%: 49-8931-9700
BE - R
H1if: 49-2129-3766400
BE - RAE
H1i: 49-7131-72400
EE - RRHEE
Hii%: 49-721-625370
BE-RKER
Hii%: 49-89-627-144-0
fE3: 49-89-627-144-44
BE - FHEN
Hii%: 49-8031-354-560
Uag - BEEYE
H1if: 972-9-775-5100
BORH] - k=
H1i%: 39-0331-742611
fE#: 39-0331-466781
BXA - 2R
H1if: 39-049-7625286
W= - S AT
H1i%: 31-416-690399
5 E: 31-416-690340
BN - Re AR
HiiE: 47-72884388

2 - Y
Hiif: 48-22-3325737
FLRRW - fingiie
H1if: 40-21-407-87-50
ST - DR
H1i%: 34-91-708-08-90
fE#: 34-91-708-08-91
Tt - FOEA
Hiik: 46-31-704-60-40
it - SRR K BE
Hii%: 46-8-5090-4654
®HE - R&ul
H1if: 44-118-921-5800
fE#: 44-118-921-5820
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