r LAT1331
’l life.augmented

Local Application Tips

DA NE3EZ 4K

X#Z: DA, Debug Authentication, JEitiA1E, DA iFH, iFB4E

1. B

AR EX (STM32H5 DA Z#IAK(H TrustZone)) RIREZ(F. HEIREIRBIFIELL
X, BBABWURSIET, AEBEIESCSRINEARY,

ZRIEANBEHS TS DA IANEREES AP, SEEHMITFELO, XHEF
RARES R Closed SR TREHBRILAER G . EXA DANEIEF, BEREIRNER

78 IEBFIFATE, BESZRIEEMBECERNCH MERRY obk MHRXMMAIXR, HEEiR, SRR
BEMBCE 70, (EXRAFAAN S EIEBELRFICRT 7, BBANC R ZSFE T EBER
7, BRAERIREIRT RIAIFASFIET.

FASRZUNMAISRAY ? W0 SRR, 2 TPC TRARAY, W N7

I" 0Bkey Image Gen License Gen DA CertifGen SFI SFIx
Secure Firmware Install XML file

MPU SSP It::,’wnrleace,’STMB‘ZCubewainVl.1.O/ijectstUCLEO-H563ZI/ROT7vai5inning/DAjConﬁg/DAfConﬁg.xml I-ﬂm e

WB Sign

H5 Secure Firmware o
Debug Authentication root key

I.f /Keys/key_1_root.pem m lm
i EEAFAY Regenerate 1&421G Bai4E B $AFATEXT.

> STM32Cube_FW_H5_V1.1.0 » Projects » NUCLEOQ-H56371 » ROT Provisioning » DA » Keys

Name Date modiﬂec;/ Type Size

D key_1_root.pem 7/26/2023 2:16 PM PEM File 1KB
D key_1_root_pub.pem 7/26/2023 2:16 PM PEM File 1KB
D key 1 root.pem 26.07.2023_14_16_18.bak 7/18/2023 3:25 PM BAK File 1 KB
[ key 1_rootpem_18.07.2023 15 25 57.bak 7/15/2023 4:44 PM BAK File 1KB
D key_2_intermediate.pem 7/15/2023 4:44 PM PEM File 1KB
0 key_2_intermediate_pub.pem 7/15/2023 4:44 PM PEM File 1KB
D key_3_leaf.pem 7/15/2023 4:44 PM PEM File 1KB
0 key_3_leaf_pub.pem 7/15/2023 4:44 PM PEM File 1KB
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LIMRE T LERE T ERAER, thil openssl TH, RER ecdsa-p256 FEAFIZARIA].

IEBEEARN ? BEiEd TPC TEEMRY .

{3, STM32 Trusted Package Cres

nnnnnnnnnnnn

Tool Description:

The purpose of this tool is to generate a

signed certificate using the Arm tool (PSA

ADAC).

The signed certificate is to be used later ta
wherm 3 dahan 2 dhanticatinn d

a0 EERTR, MNREBAOFATRRIAGE, IERREUAE ) "ROOT" | AR EIF It

FTERBRGEEEIE/FEIE + Z2FiE + IFLeBid) R2&AE  "Generate Certificate” %42,
ARARIER. HTFXEIEEAZEE ROOT, MARNZBEARER. FTARLERATERHRIE
B. EFMTFIRINRE SRS

MNF— M miF R, TeeBR R —ESERAR, than, E—ERA, T 1REFA secure
EBAIHAS, [ non secure THEHRMAE AP #2001, KB KEEIEMAE secure tHFNLARIR, (X
XA non secure TREFRAAEO. ME—MHRERA, B1{XFFA non secure &R3HIM
18, SLRI N FRERER S IhRE, HBEATAR secure SR ABFFAH RAVZE OLASCERFEAITNEE. BRA
M FIXMARAFFREBA, EFrFaISROE AR, FF& secure ERSHIFIRA, 9AF At
B CaelEin secure FAINES, (EARFEF K non secure B HIFABIBA BRI LAAEIL secure
RIB. EXERFAEIIETLAREE S non secure ZH IS, BRIFEEENR non secure
BRI, A EZAIBPRIES, BB MEFRILI T . X EIUE BRI FIE.

2. IEPRHENE

Er-mivFRERES, BARRE=1EN:

LAT1331 - Rev 1.0 page 2/25



LAT1331

o REFFREIPA: tAZF A secure B UED, FiA) non secure 124t APl #Z2[. i kRR
R5% secure f{RBfE, B ASMHIREN TZ Closed KZ.

o OEM FF&REIBA: thEsF & non secure &53NHS, ToiZE#E5(A) secure tHFEAIRS,
{B8EEF secure FRALRVRFER APl #2000, LISSRETNRE. WWEIAEEIS HAT, S HE
ZR0F TZ Closed K7 TEUGIAZET, FF& non secure TiEARZ(HaIFRE]. aTLARER
&R NS T2

o IUFRASZHIEIRN: FrmEiXRinE P, & HIMHEERE, FEIZH TS

MNFX=EPA, FERFARRIIR. R RB\FER T FaiET2inar
R BREFRBIBARTE OEM HBAR TR, 2 ihafRMEE T 2R +55
@R, S+NS iEix.

OEM F& BBAAIRBREAZ (X BBRIE NS &B53, AROZFMaE NS ISR, Z5AE
IR BARGZPRE. (RFEREIEELN S CREBRIF). Fitk, OEM B BIEARALIZA: 78
£EE +EHEHE, NS 3. BRItz OEM FABIBAR B ME7H A SHF B AE F R

EI"J BB
WA AR SZHF BRI BRI ZA X PR T EIRAIANF. B X eesT 2 EIE. LAEERE4 5 H
AYIEIRR.

XX =MABARIERARIEN, SIANZZRIES. #RIEH, —RIERFI—IER. SBIRIRAX
=AEIBA. AR BRI A ZNE R S,

TZEN=1
- wten
Root Level 0

OEM secure development team ROOT
S -
|§| ——

PERM_MASK_REQ

1 i %-" !
Levell Level 1 h I
LEAF
OEM development team P I;I E [
TZ Closed
PERM_MASK_REQ ‘.g ,
OEM on the field support team Level2 Level 20§\, Il-.-r |I
O ] | e———)

PERM_MASK_REQ

o EEFR, ZEFAEBAERE CRISRIEBIRER. OEM FFAHIBAERE SRI—RZH
—RIE; MIUHIRASTFEANERE SR RZ RN _RIES. FEHE CH—EZRHNES.
XERVZRRIEFAR. FPAXLERTNES X2 ARA0E?
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2.1. ZPFHED

XEBRFSHESLRISTA, EAAHEE—XIN. bERiR, = MNAAESLEE R CIESAY. &
fif DA BY, SEFRRIFARFIES. B IKEEX AN EUMIRAYTE?

MRS —ETRIRIS R, BTN B 7TREAXNIKR B2l TPC TERNERRNER
T rats Regenerate 1&REEAERM. BBATTTF OEM FRAFIAFIIAI A 1HFPARIZZIAXT, B2
XAEERRHY. 254, BT LSS S =73 T Bl openss| iIXEM T EER. BAME=/1"EBAIZEGE
FASH) D BUNUHIREESE, — R EEA, —R%5A. BliIR=1MEEMZRIZR.

211, 1RIES

TZEN=1

OEM secure development team

+  Provision OB key + SOC permission Root
+ Allocated an ECC asymmetric key pair
- Generate OBKey file

»  Provision the target m —

+ Generate Root certificate

Root

PERM_MASK_CERT_0 4 .ﬂ %

Level 0

ROOT
@ This certificate allows to do any regression / to do any debug

a0 EEF, IRIEBRZ TR HE\B CRFARNE RN BUNEMBFI &£, X4
IEPRENGEEREIR, LAK S T8I +NS i,
ERYEMIEIIRISEE 1 ETATHEIA, ERRIFLZIRIED.

21.2. —REH

—RIEBRBTETREPAREER, BERSAZE OEM FFRERA. BeiRin, BRHERET
KEIBNEREE OEM FFARBAAES.
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TZEN=1
OEM secure development team I;I %’(‘;‘TO Root
+ Create a certificate for OEM development team allowing debug
non-secure code and regression
Root Levelt
{4
OEM development team Level1 h

ated an ECC asymmetric key pair

Level1

LEAF
@ This certificate allows to do any regression / to do debug non secure application

a0 EEF7R, ERE OEM FFAEIRRIANBHR, AR AKBIMRIFARRTERFE, FBiN
R ERLEFTARBBARITRIEBAIFIES:

Levell

)

PERM_MASK_CERT_1

Level 0
ROOT

)

PERM_MASK_CERT_0 PERM_MASK_CERT_0

21.3.  HENER

RIENERBE—RIES, BHERTEEARIEBRIFILES, AR RBEMNEINmER. 5—
FIEBARIERE, CREEMKIRE"RILS, FAEEZSRA, il DA B, DA . B
FaskniAR —JRIE$, LIEBEEERN.
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TZEN=1
OEM secure development team Level 0 Root
Eak
« Create an intermediate certificate which allow OEM dev team to
create certificate to OEM on the fied support team
Root Levelt
{'ﬂ ﬁ
OEM development team Levelt Levelt h

LEAF
« Allocated an ECC asymetric key pair % @
Levell

Levell
Intermediate
Intermediate

This certificate allows to development team to create some derived certificate

gn_EEFR, FEEREE OEM FABI\RIAE, BREFABBAINFARES R 4E, BN LE
RFRIER. ER24 OEM FFREIBRRY, (XATIRE—HRIEE. BtEEREFAFBARIHRIES
HIFIER.

214, —4RrEH

T RIEBREIVHIASFFEIARRY. ER2EPERERIREMFK:
TZEN=1

OEM secure development team VRO:: I;l%glﬁ h

OEM development team Levelt Levelt h

- Create a certificate for OEM support team allowing regression

Levell
Intermediate

Levell

PERM_MASK_CERT_2 * .ﬂ

OEM on the field support team Level2 h

ted an ECC asymetric key pair
Level 2

aN_EEFR, FENFERERIRE ZFUERRY, EZRAPHEK, B—RAABHTERY, BilL
BEFTEE. —REPLERTRESLEH OEM FFRFAEN. XBEEETEME, “HKIEH
ERFEIERIRETR, AAERE—REBIRE.

STM32H5 SHFX =IEH: FRIED, —RIET, FREREBFZRKIES, HAEEXREN FER~
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Level 2

EI LEAF
=%

Level2

PERM_MASK_CERT_2

Levell

Levell .
Intermediate

PERM_MASK_CERT_1

PERM_MASK_CERT_INTER_1

Level 0
ROQOT

PERM_MASK_CERT_0

PERM_MASK_CERT_0 PERM_MASK_CERT_0

3. BFF3CI8

3.1. SCIeMtEs

R DBIEZ EFTAEIA, OEM FFARBIBAIIUERATT AR, 72 BIAERMRRIES, —2&K
UE, SPERERAI IS, FIQIELIEBRIBRIE.
TZEN=1

OEM secure development team h

Provision OB key + SOC permission
Create a Root certificate

+ Create a certificate for OEM development team allowing debug
non-secure code and regression
Create an intermediate certificate which allow OEM dev team to
create certificate to OEM on the fied support team

OEM development team h

» Create a certificate for OEM support team allowing regression

OEM on the field support team "/\'
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3.2. K2 HEEIRA

REFRBENBLITLMES
o TRECE OBKey+iS Hig{EiFa.
o ERRIER
o 79 OEM FFRRIBNER—RIUES
o 73 OEM FFRRBAERLFENES

321, FAFRE OBKey+ihFIg{EYFa

385 (STM32H5 DA Z#{A¥K( TrustZone)) B9 3.2 H+3.4 Tme—H. XBEAEE
]\50

3.2.2. HERRIE

HiZFRS (STM32H5 DA Z KL (B TrustZone)) B 3.3 BF=e—&, XBAEEIA,

3.23.  MSARIERRIEMIE

HidFEE (STM32H5 DA Z#IRE& (55 TrustZone)) BYEE 4 B2 —3, XBAFER,

3.24. 3 OEM A AHIERR—HRIEF

73 OEM FFREIER—RIER HLEEE] OEM FFREIRRINHE. XF OEM FFAREIRAGN{E
ERE CHINRETARRY, 55% 331 1.
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{3, STM32 Trusted Package Creatar

-
File Edit Options. Help Doc ‘1’ e

JNUCLEC-HSEIZI/ROT §

&
§
=

Leal Public Ke [C:/workseoce/STHI2Cbe_FW_H5 1. 1.0/Projects/NUCLED: HSE3Z/ROT.Pravisioning/DA/Keysfkery_2_intermeshiate_pub.per
¥ X

Tool Description:

The purpose of this tool s to generatea =
signed certificate using the Arm tool (PSA
ADAC).

The signed certificate is to be used laterto  __
romriwem i elbais i

CETE— e
4Nk BEf7, 7 Certificate Role %% LEAF, TE Issuer Private Key &M N\RE54A:

C:/workspace/STM32Cube FW H5 V1.1.0/Projects/NUCLEO-
H563ZI/ROT _Provisioning/DA/Keys/key 1 root.pem, FIERISIFRES.

£ Leaf Public Key &I\ OEM FFARIRARI—R A48
C:/workspace/STM32Cube FW H5 V1.1.0/Projects/NUCLEO-
H563ZI/ROT _Provisioning/DA/Keys/key 2 intermediate pub.pem

£ Settings NIREFFHZS OEM FRARFIBARMEIEIFR], B9 OEM FRAREBAMUIFZZA NS
T7& AMLUXEFARGELEIE +3EIR, +NS Debug 1R

SRISTEAM Input certificate for chaining SMANARIE:
C:/workspace/STM32Cube FW H5 V1.1.0/Projects/NUCLEO-
H563ZI/ROT _Provisioning/DA/Certificates/cert_root.b64

f£ Certificate file HINBEEMANEREERIHFE:
C:/workspace/STM32Cube FW H5 V1.1.0/Projects/NUCLEO-
H563Z1/ROT _Provisioning/DA/Certificates/level1 cert leaf.b64

BfE 5T Generate Certificate ¥4 —4RIES:

LAT1331 - Rev 1.0 page 9/25
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» STM32Cube FW_H5V1.1.0 » Projects » NUCLEO-H563Z1 » ROT Provisioning » DA » Certificates

e

Name Date modified Type Size

|j level1_cert_leaf_chain.b64 8/3/2023 10:36 AM B64 File 1KB
Ij level1_cert_leaf.b64 8/3/2023 10:36 AM B64 File 1KB
Ij level1_cert_leaf.cert 8/3/2023 10:36 AM CERT File 1KB

Hrh level1_cert_leaf chain.b64 A—ZuEH304, vl&%s OEM FABEIRAAIE NS Ti2EHAN
T2EE +EE.

3.25. 5 OEM A AHBNERLFIEREF

LEFTREBNEFELS OEM FRBIAAERPIENES, WIEBEE IARE T—HRIRINAT, B
AR IRIEF FRRY.

{35 STM32 Trusted Package Creator a %

Toal Description:

The purpose of this tool isto generate a =
signed certficate using the Arm tol (PSA
ADAC).

The signed certificate is to be used later to
nacinrm » dahain aeithantieatinn =]

o e
30 _EEFR7R, 7E Certificate Role 4% INTERMEDIATE, #£ Issuer Private Key &b, i
fRZ%48 : C:/workspace/STM32Cube FW H5 V1.1.0/Projects/NUCLEO-

H563ZI/ROT Provisioning/DA/Keys/key 1 root.pem, FRBAIEBER. £
Intermediate Public Key &b, #IN\ OEM F&REIRRILNIA

C:/workspace/STM32Cube FW _H5 V1.1.0/Projects/NUCLEO-

H563Z1/ROT _Provisioning/DA/Keys/key 2 intermediate pub.pem

E~77 Settings &b, FeiHX{NZ&HE Full, BMNF G2 RIBNIR. XEB T I FEIERR
248 OEM FHREBAER F—HIET, BIAIUZHIASTFEBARRY, BINFEET2EIEN
PREPA].

LAT1331 - Rev 1.0 page 10/25
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EAM Input certificate for chaining &M NIRIES :
C:/workspace/STM32Cube FW H5 V1.1.0/Projects/NUCLEO-
H563Z1/ROT_Provisioning/DA/Certificates/cert_root.b64

f£ Certificate file QM NERANEPHIERE R4S
C:/workspace/STM32Cube FW H5 V1.1.0/Projects/NUCLEO-
H563ZI/ROT _Provisioning/DA/Certificates/level1 _cert intermediate.b64

BERT Generate Certificate B4R FENEP :

g » STM32Cube_FW _H5_V1.1.0 » Projects » NUCLEO-H563ZI » ROT_Provisioning » DA » Certificates

“
Name Date modified Type Size

D level1_cert_intermediate.b64 8/3/2023 10:49 AM B64 File 1 KB
D level1_cert_intermediate_chain.b64 8/3/2023 10:49 AM B64 File 1KB
D level1 cert intermediate.cert 8/3/2023 10:49 AM CERT File 1KB

Hrblevell cert intermediate chain.b64 TJ&%5 OEM F&FRA. ot fildm FoIEH .

3.3. OEM F&EIPA

OEM FFAEIAEZERZF & NS TIEAIEBA, FEitt, FEIEX NS T2, FEREEIRE TZ-
Closed RUNPR, BATEEBRIRFE. XEAPRNZE SEERINA—RIEBA. FEER/K
OEM FH & HBAE CHILERZ A, OEM F AR\ EEHE—EH CRINRTATRXY.

LAT1331 - Rev 1.0 page 11/25
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S
3.3.1.  ERBCHINHERARERY
{5 STM32 Trusted Package Creator -
File Edit Options, Help Doc K"’ o mariss
OBkey
XML file - .
[EmorkspacesTHE2CUbe_FW_H5 V1.1 0/Projects NUELE-HS632I/ROT_Pr {DA/Confl gl | _open[2] e

Information

OBkey Destination Address | 0x0fId0100
Encryption Giption disable

[Ee_Peps vitan WOLEO-HSG3ZI/ROT_Provisoning/DAKeysikey 2 intermed | T [sceorse =] [ | |OBkey Size

Header Size

4.0EMuROT configuration XML
& EMAK ronfirrtinn YMI

Output File [ \BinarDA_Config.cbk [ select Path |
Description Permissions Mask
s w 1w w2 n w s 8 7 & s 4« 31 2 1 o The purpose of this tool is to generate provisioning data also called obk files.
Regressions Non-Intrusive Debug |  Intrusive Secure Intrusive NS ;2;';‘:" ‘;ﬂf:ﬂm“m:m ‘E‘"g‘;ﬁ: : S
- .| B ® ¥ ¥ 3 [N I -] ] e 5’%5.{3‘#3235*5{722?.‘2?’ eonfiguration XML
CER-- g 5 g RN AR AN 3.0EMIROT configuration XML
1

||||||| 1

an_EEFr7R, B TPC $TFF xml 3744
C:/workspace/STM32Cube FW H5 V1.1.0/Projects/NUCLEO-
H563ZI/ROT_Provisioning/DA/Config/DA_Config.xml

SRJS7E Debug Authentication root key T, £ open, T
C:\workspace\STM32Cube FW H5 V1.1.0\Projects\NUCLEO-
H563ZI\ROT Provisioning\DA\Keys\key 2 intermediate.pem XNM—RZ5AIE. ARG REH
regenerate 1&g, BT — N EIAXT:

» » STM32Cube FW_H5_V1.1.0 » Projects » NUCLEO-H563Z1 » ROT_Provisioning » DA » Keys

Name Date modified Type Size
I:I key_2_intermediate.pem 8/3/2023 10:15 AM PEM File
[ key_2_intermediate_pub.pem 8/3/2023 10:15 AM PEM File

XMEZRHE OEM FHAR BB CHIER. ERIARALIASG T ETTARERA, AREM—RIE
BHPEREB(ESS 3.24, 3.2.5 ).

LR, IRERILMERETE =T E, thill openss| SRER B SHINEFATERT, REZLL pem XX
TSV

LAT1331 - Rev 1.0 page 12/25
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3.3.2. i —ZEBRIEtE

BAATLASCIE provisioning K& T T=£EIE.

Debug Authentication

File Path / 1 A 0BT REIBL A 2AVFAA

Select File | C:\workspace\STM32Cube_FW_H5_V1.1.0\Projects\NUCLEO-H563ZI\ROT_Provisioning\DA\Key: | ¥ |

/ A

Select File IC:\workspace\STMBZCube_FW_HS_V1,1.0\Prcnject5\NUCLEO-HS63ZI\ROT_Provisioning\DA\Cerl - |

an_EERTR, A OEM B ShIFASA:
C:\workspace\STM32Cube FW H5 V1.1.0\Projects\NUCLEO-
H563ZI\ROT _Provisioning\DA\Keys\key 2 intermediate.pem

EIRYEAN—ZIEP: C:\workspace\STM32Cube FW H5 V1.1.0\Projects\NUCLEO-
H563ZI\ROT Provisioning\DA\Certificates\level1 cert leaf chain.b64

Permission Select

Non-Secure Intrusive Debug (Level3)
Secure Intrusive Debug (Levell)
Secure Intrusive Debug (Level2)
Secure Intrusive Debug (Level3)

Partial Regression

Full Regression L] :

1%&#F Full Regression, A5 Execute 1&§2...

LAT1331 - Rev 1.0 page 13/25
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Secure programming

hp d

RDP Regression wit| )
0 Debug Authentication Success on ID

Password:

The OEM1 lock mechanism is

Disable password

LKyr
STM32U5

15:04:15 : UPLOADING

15:04:15: Size 1024 Bytes
15:04:15: Address 0x8000000
15:04:15 : Read progress

15:04:15 : Time elapsed during the read operation is: 00:00:00.013

RN ST EIRAT.
TR BUE FIOEBEE LR NS THE. ..

£ Open K&, Bl MR—NUTIER:

C:\workspace\STM32Cube FW H5 V1.1.0\Projects\NUCLEO-
H563ZI\Examples\GPIO\GPIO 10Toggle TrustZone

FHERLE FBIEINZTS TZEN=0xB4, SECWM2_STRT=0x7f, SECWM2_END=0x0

User Configuration 2

Name Value

Trust Zone Enable configuration bits
TZEN B4 ~ | C3 : Trust zone disabled
B4 : Trust zone enabled

« Bank2 - Flash watermark area definition

Name Value Description
SECWM2_STRT Value| 0x7f Address 0x0801e000 Bank 2 security WM area start sector
SECWM2_END Value 0x0 Address 0x08000000 Bank 2 security WM area end sector

RREEGE, FRRILERFSEEREIEIT(FAA LED KTRREIANRIER T, B8R
provisioning A T DA Tl E, T 7 /5B IiE] closed K& T. A 1B=it A
STM32CubelDE i NS T7=.

&8¢ NS TR2f0EiHERE. .
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[IF GPIO_IOToggle_TrustZone_Secure
[ PKCS1v1.5_SignVerify Debug
[ PKCS1v2.2_SignVerify

LAT1331
E Debug Configurations O X
Create, manage, and run configurations 'ﬁ\, t
¢
= £
CERBXIBY - Mame:‘GPIO_IOTOggle_TrustZone_NonSecure ‘ L
type fifter text Main| % Debugger & Stadup‘ﬁ/ Source‘ D Common n
[£] C/C++ Application ~ s
[£] C/C++ Attach to Application et e favoly ¢
[£] C/C++ Postmortem Debugger Type: :None ]
[E] C/C++ Remote Application B 1
[=1 GDB Hardware Debugging Debug Authentication
@ Launch Group Enable
v [ STM32 C/C++ Application
[ GPIO_IOToggle_TrustZone NonSecure Key path: IC:\wcrkspace\STM32Cube7FW7H57V1 A .0\ijecls\NUCLEO*H5632I\ROTj’rovisioning\DA\Keys\keyj‘IBruwse... ‘

Certificate path: }C:\workspace\STM32Cube_FW_H5_V1.1.0\Projects\NUCLEQ-H563ZI\ROT_Provisioning\DA\Certificates| Browse... ‘

Permissions: Debug Non Secure L1 v/

Device settings t
Debug in low power modes: ‘Disable v ‘ b
Suspend watchdog counters while halted: ‘No configuration ~ ‘
Serial Wire Viewer (SWV) RTOS Kernel Awareness
[ Enable ] Enable RTOS Proxy
Core Clock (MHz); 16.0 Driver settings
Limit QWA el Dirisscr- TIPS N v
Filter matched 11 of 13 items | Revely ‘ ‘ Apply ‘
@ | Debug | ‘ Close ‘

N _EEF7R, 7 Key path &b\ OEM F A HIBARIFASE:
C:\workspace\STM32Cube FW H5 V1.1.0\Projects\NUCLEO-
H563ZI\ROT_Provisioning\DA\Keys\key 2 intermediate.pem

£ Certificate path &M N\—4RIEH:
C:\workspace\STM32Cube FW H5 V1.1.0\Projects\NUCLEO-
H563ZI\ROT _Provisioning\DA\Certificates\level1 cert leaf chain.b64

Permissions 4bi%#E Debug Non Secure L1

Reset behavior 4bi%#%E None.

SRiE s Debug ##5.. ZIBEER T Ehadees .

LAT1331 - Rev 1.0
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ﬂ workspace_1.13.0 - GPIO_IOToggle_TrustZone_NonSecure/Application/User/main.c - STM32CubelDE
File Edit Source Refactor Navigate Search Project Run Window Help & Hello arthur

- mSv el [ RSty s G BvOvQRY ™ g v oow DO v e
# Debug * 5 Project Explorer E %l E 20 gmainc @mainc [Bstartupstm3.. (@cmoxhashh @cmoxshalh (@cmoxrsapk. [@cmoxrsare.  [@mainc X il
v [ GPIO_IOToggle_TrustZone_NonSecure [STM32 C/C++ Application] 88  HAL_Init(); A~

v i& GPIO_IOToggle_TrustZone_NonSecure.elf [cores: 1]

90 /* USER COI GIN Init *
v & Thread #1 [main] 1 [core: 1] (Suspended : Signal : SIGINT:Interrupt) E DE BEGIN Init */

91  /* Register SecureFault callback defined in non-secure and to be called by secure handler */

= main() at main.c:114 0x810030a 92  SECURE_RegisterCallback(SECURE_FAULT_CB_ID, (void *)SecureFault_Callback);
» arm-none-eabi-gdb (12.1.90.20220802) 93
M ST-LINK (ST-LINK GDB server) 94 /* Register SecureError callback defined in non-secure and to be called by secure handler */

95  SECURE_RegisterCallback(GTZC_ERROR_CB_ID, (void *)SecureError_Callback);
96 /* USER CODE END Init */

98  /* Configure the system clock */
99  SystemClock_Config();

100

101 /* USER CODE BEGIN SysInit */
102

103  /* USER CODE END SysInit */
104

105  /* Initialize all configured peripherals */
166 MX_GPIO_Init();
167  /* USER CODE BEGIN 2 */

189  NonSecureInitIODone = 1;
116  /* USER CODE END 2 */

ind loop */
/* USER CODE
while (1)

WHILE */

R CODE END WHILE */
118 /* USER CODE BEGIN 3 */

120 /* USER CODE END 3 */

121 }

122

123 /%>

124  * @brief System Clock Configuration
125 * @retval None

v

on EEFR, F2E NS TRERT while(1),BEEE 7 K, IXIRBAER—SIEBIEI NS T2
2 oK.

RIS ER—RIEBHTEEREIR.
[0 ccc_JSSARCI ISR B

Debug Authentication

/ il AOEM FF 22 AR £29]

Select File I CAworkspace\STM32Cube_FW_H5_V1.1.0\Projects\NUCLEO-H563ZI\ROT_Provisioning\DA\Key: | v I m

name value

Locking Mechanism  Certificate

/s socID 0x00000000 30 0x

Select File Ic,\workgpace\sTMzzcubeiFw_HS_V| 1.0\Projects\NUCLEO-HS63ZINROT_Provisioning\DA\Cert | ¥ Iawse

Life Cycle PSA_LIFECYCLE_UNKNOWN
@ This interfoce supports only STM32HS! Ir

a0 _EEFr7R 3 STLink WrFFa91ER T, /5 Discovery fg, #iAN\ OEM FHAHFIBARIFATE:
C:\workspace\STM32Cube FW H5 V1.1.0\Projects\NUCLEO-
H563ZI\ROT Provisioning\DA\Keys\key 2 intermediate.pem

£ FEBANERBA—RIES:
C:\workspace\STM32Cube FW H5 V1.1.0\Projects\NUCLEO-
H563ZI\ROT Provisioning\DA\Certificates\level1 cert leaf chain.b64
SAfE s Continue 1Z4E...
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Permission Select

Non-Secure Intrusive Debug (Level3)
Secure Intrusive Debug (Level1)
Secure Intrusive Debug (Level2)

Secure Intrusive Debug (Level3)

®

Partial Regression

Full Regression :
v

90 _EEFR73, 15%64% Partial Regression, #AfS sy Execute $&§E...

Secure programming

{ E[EBEEEES

RDP Regression with password

Device Authentication ID

Password.

&' Error

Error: Data read failed

The OEM1 lock mechanism is

X l
&J
i k100

The OEM2 lock mechanism is

@ This interface supports only STM32US series

o0 _EEIF, $UTREE, FFE STLInk {BAAGRFRER, LATEFIRS)9 TZ-Closed R

[ sTM3zCubeProgrammer - a ®

XRIAFEAL—IERH THEIRHZ OK /Y.

3.3.3.  SBYUBRASTHFRBAN B —JIE

ELEIARASTHFRINE R —FIE B 2R, FELEEIEHNB( 3.4.1 15). SAS{E TPC AR
ZRE:
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5% STM32 Trusted Package Creator - *

Options Help Doc ‘1’ P

SOC class

The purpose of this tool is to generatea =
signed certificate using the Arm tool (PSA
ADAC).

The signed certificate s to be used laterto
narfnrm = riskuin 2thantirar o

r—
aN_EE R, 7E Certificate Role 2bi%#% LEAF, 7£ Issuer Private Key &b\ OEM FFAEIBA
AIFA$E: C:/workspace/STM32Cube FW_H5 V1.1.0/Projects/NUCLEO-
H563ZI/ROT_Provisioning/DA/Keys/key 2 intermediate.pem
£ Leaf Poblic Key &M NBUAIANSTIFRIBARI AR
C:/workspace/STM32Cube FW H5 V1.1.0/Projects/NUCLEO-
H563ZI/ROT _Provisioning/DA/Keys/key 3 leaf pub.pem

PAIRTE Settings AMGEAEIIAIASIFRIAFTIRIIR. FEIEME, BT PEMEBEHRE
Full Regression RURR, IXE i REERANXMUR, HERREMEEXERFT, BASBLIR
eSS

RIEEGM Input certificate for chaining &b N\ A ERIEF:
C:/workspace/STM32Cube FW_H5 V1.1.0/Projects/NUCLEO-
H563ZI/ROT _Provisioning/DA/Certificates/level1 _cert intermediate chain.b64

BT Certificate file {MANFESHARER BRIARHE:
C:/workspace/STM32Cube FW H5 V1.1.0/Projects/NUCLEO-
H563ZI/ROT _Provisioning/DA/Certificates/level2_cert leaf.b64

EfE53 Generate Certificate &84 —EH:
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e » STM32Cube_FW_H5_V1.1.0 > Projects » NUCLEO-H56371 » ROT_Provisioning » DA » Certificates
Name Date modified Type Size
Ij level2_cert_leaf.b64 8/3/2023 2:20 PM B64 File 1KB
Ij level2 cert leaf chain.b64 8/3/2023 2:20 PM B64 File 1KB
D level2_cert_|eaf.cert 8/3/2023 2:20 PM CERT File 1KB

an_EERfR, ERAY level2 cert leaf chain.b64 SR ZRIEP, MEZRERGIFIAT S
EIBAFERY.

3.4. MIBEIARSTIFEIPA

PARASHFEIAR AR I E PHITROANSSY, FEFERCHTEREIR, LETERE
HRELIMITE. Fit, FEEEIRAVIR. EINEB(UXFZIANRAIE]. AR RAY —JRIES
Z I, FESTAE X B CRIRTEFATERS.

34.1.  EpBCHIRBERN
55 3.3.1 #5241, {55/ TPC B 2HILNFFASARY.

"l Image Gen

License Gen DA CertifGen

Secure Firmware Install XML file

MPU SSP |C:/workspace/STM32Cube FW_H5_V1.1.0/Projects/NUCLEQ-H563ZI/ROT_Provisioning/DA/Config/DA_Config.xml [ open [=]
WB Sign

H5 Secure Firmware

Debug Authentication root key

B/sTM32Cube FW_HS V1.1.0/Projects/NUCLEO-HS637I/ROT_Provisioning/DA/Keys/key 3 leaf.pem |ﬂm ecdsap256 | |EIE S

9N _EEFR, 7 XML file 248N
C:/workspace/STM32Cube FW H5 V1.1.0/Projects/NUCLEO-
H563ZI/ROT_Provisioning/DA/Config/DA_Config.xml

7£ Debug Authentication root key &b, st open %%
C:\workspace\STM32Cube FW H5 V1.1.0\Projects\NUCLEO-
H563ZI\ROT _Provisioning\DA\Keys\key 3 leaf.pem

/5 s Regenerate $&i 4 A Z4A%T:

2 » STM32Cube_FW_H5.V1.1.0 » Projects » NUCLEO-H563Z1 » ROT_Provisioning » DA > Keys

Name Date modified Type Size
D key_3_leaf.pem 8/3/2023 2:.01 PM PEM File 1KB
0 key_3_leaf_pub.pem 8/3/2023 2:01 PM PEM File 1KB
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N &, Hhd key 3 leaf pub.pem STHANE, EE KL OEM FFABIBNFERER —IE
H(00 3.3.3 3).

34.2. U —FEBRERIE
ZHIEIBEL4E NUCLEO-HRENES TZ-Closed AT, Al EEEEILIAS MEE - B T52

2R, DESTE R BIEMHE.
;—’9 rw.;l- PROV DA n

+

/ i AL LA SR A BB :

name value
Select File | CAworkspace\STM32Cube_FW_HS5_V1.1.0\Projects\NUCLEQ-H563ZNROT_Provisionin g\DA\Key: | * ]
Locking Mechanism  Certificate

ET AN 1 1)
/ SocID 0x00000000 0x00000000 0x00000000 0x00000000

Sl select File |c-\wcrksp;cm,;W;::ube;W,MM 1.0\Projects\NUCLEO-H563ZNROT_Provisioning\DA\Cert | = I m:
Life Cycle ST_LIFECYCLE_TZ_CLOSED (Debug opened)

WN_EERf7R, /& STM32CubeProgrammer =, 7 ST-Link B YR T, M Discovery 1%
2, PAFS7E key File path SMEIANIUARASTIFZIA B CHIFATR:
C:\workspace\STM32Cube FW H5 V1.1.0\Projects\NUCLEO-
H563ZI\ROT _Provisioning\DA\Keys\key 3 leaf.pem
f£ Certificate File Path &b N i
C:\workspace\STM32Cube FW H5 V1.1.0\Projects\NUCLEO-
H563ZI\ROT _Provisioning\DA\Certificates\level2 cert leaf chain.b64
SRIEmih Continue 1&H#2...

Permission Select

A

Non-Secure Intrusive Debug (Level3)
Secure Intrusive Debug (Level1)
Secure Intrusive Debug (Level2)
Secure Intrusive Debug (Level3)

Partial Regression

Full Regression ® :

SRFEIERE Full Regression, fxfe /i Execute #&52...
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Secure programming

Device Authentication ID

e
B Message

o Debug Authenticatior

:
-
o]

The OEM2 lock mechanism is

Live Update  Verbosity level (@ 1 2 3

XEIGIE 7 I " FIEBAIERNILE.

Zt, RUED, —RIES, ZRIEBIEIEEAME.

4. HE[a)@5

EERMIEFEIRES, B REIFENES, FIBEREM—FIES, RN _E-HERERREER%
SR RED, ERASHASEREEMA, BPAXBEE— N0, EEERFENEBEAID? i)
IR

4.1. Wit EiZfERPEER
fES A provisioning KA, BAMET A TR, TEEEMRDIBETx2EE.

Debug Authentication
/ 4 FHIOBM 42 AT Ay 2 ) |:|
name value
Select File IC workspace\STM32Cube_FW_H5_V1.1.0\Projects\NUCLEC-H563ZINROT_Provisioning\DA\Key: ]‘ m
Locking Mechanism  Certificate
/ PR Soc ID 0x00000000 0xD0000000 0x00000000 0x0D0000000

i Select File |::‘ workspace\STM32Cube_FW_H5_V1.1.0\Projects\NUCLEQ-H563ZI\ROT_Provis! :‘.nmg-‘[:A(err] - m:
Life Cycle ST_LIFECYCLE_PROVISIONING (Debug opened)
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40L&, #£ Key File Path 4h#EF3 OEM F&EIRABIFASA:
C:\workspace\STM32Cube FW H5 V1.1.0\Projects\NUCLEO-
H563ZIN\ROT _Provisioning\DA\Keys\key 2 _intermediate.pem

SRISIEPAMES N FEREF: C:\workspace\STM32Cube FW _H5 V1.1.0\Projects\NUCLEO-
H563ZI\ROT _Provisioning\DA\Certificates\level1 cert intermediate_chain.b64

Riemhs Continue %4,

* RDP REG SFI/SFlx DA ‘ SSP

Permission Select

Non-Secure Intrusive Debug (Level3)
Secure Intrusive Debug (Levell)
Secure Intrusive Debug (Level2)
Secure Intrusive Debug (Level3)

Partial Regression

Full Regression

|

SRIEIERE Full Regression, fxfe i Execute #%42...
ZBIEAERRFERERR, 2EFEEBENEE BB, BT REFLRUIHER. ..

o ‘ S ROy Ly
Secure programming

Debug Authentication

@ This interface supports only STM3ZHS

name value

1 Error X grem |-

oK.

Device ID

Used to lock device once the debug has been

opened through Debug Authentication process.

Applicable only when the festure is available.

ive Update  Verbosity level (@ 1

& -

1

on_EEIFT, SEFRURHEESR VIR, FILEET U, FhENERHRSEE N REERERAERN.
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4.2. Wizt fER—FHIEBERR—FIEBRIBAE
ZBUBA VR T RIS SRAE R — SIS, MR B RN — RS, &7
H XA —REBREER? BAEERNLT.

DA CortitGen
eI Microcontroller  [STHAZS34 S Reiresh | T
—
Certificate Role  [LEAF =i Microcentroller STMI2HS-2M
Sign
Issuer Private Key  [C:workspace/STM32Cube_PW_H5_V1.1.0/Prajects/NUCLEO- H5632/ROT_Provisioning/DA/Keys/key_2_intermediate_pem [ open | Rele |27
Leaf Public Key [C:fworkspace/STM32Cube_P_H5_W1.1.0/Projects/NUCLEQ-HS63ZI/ROT _Provisioning/DAKeysfiey_3_leaf_pubpem [ open TN Kb 0
Fermission Mask.|0400000000_00000000_0000000.
Settings I
ROOT
Description Permissions Mask RMED
LEAF
Regression Non Intruf "~ * = Debug Non Secure Debug
E = ) Input cestificate for chaining
AP-M31 - 2 ™ H o - o . - .
s £ e 3 9 Error: ] T 3 1 T foning DA Certhcatosimset_cer_Jed_chain bt [T
" . E Iu a LEAF certificate = = =2 2 3
- T S

Certificate file
Bloning/DA Certificates/level2_cert_leaf_Testbid [TETI

Tool Description:

The purpose of this taol is to gen
signed certificate using the Almmol(PSA
ADAC).

The signed certficate i to be used later to
i 5 =

W0 _EEF7R, EEER TPC &R —IEBiIES, TA1887 Certificate file &MBN—RIES

C:/workspace/STM32Cube FW H5 V1.1.0/Projects/NUCLEO-
H563ZI/ROT _Provisioning/DA/Certificates/level1 _cert leaf chain.b64
Y, SERSRHIEIRIETE BA T Generate Certificate ZEBEREBATY, TPC RARRIHX

AIBRAE. BT TPC 2T ALK FHERH.
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EEEH - EFHDiE

BEFSUAEREFRE ( "ST" ) (REBHERIXS ST P& / BASHEBH TR ERINA, BABTERN. EAETHEZRIRIRRXT ST ™~
RRIREER. ST = mANHERRITRMARRIER ST HESK.

ITBEATREXS ST FAmASEEAGER, ST AR SN BNNEE s M HERAIEAESEE.
ST I RMRF e TR REER ARSI AT
AR ST FRIIBTAETHMRHIERIME, B9 ST HXdiz - miE FRYHIRIELY.

ST #1 ST #iRE ST W9iiR. &% ST AnNES(ER, 1B5% www.st.com/trademarks, FrEEAtF-REkiRSSIRIGNE SEEENY
.

IR ST FEAMEARIRANNE, ERXRSHE, HIEEIATFEFFmIuMA L BBHNEEiEE. EXTASFERRES ST
BEMBENA—E, BUACRNMARIEESR ST EMEMAMHREE. GRETSEENESRNAY (BIENE, BRES) F8.
B AR R E AR A SRS T SERI RN,

ARSI SRS RER A TR ERYES.

© 2020 STMicroelectronics - {REBFFEIF
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