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1  STM32WL ity 5 STM32WL Z2IHEESBSFU
2  STM32WLIBFEZLIhaeE M 6 STM32WL5xZELINEESF
3 STM32WLSXWizZ L 7 pagk

4  STM32WLZLZLIHRE KMS
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STM32WL — ZE£ERS(RIF

TEFRSIRIF

Backup clock circuit = RDP/CMO0/ Debug CM4
Supply monitoring = Boot lock
Watchdog Tamper

= Secure firmware Install(SFl)
i b Secure Boot(SB)
/ Upgrade(SFU)

IRETENE BAAZ RERE/IRTN/EFH
FLASH ECC > @ e
SRAM Parity bit vi HDP Vo TRUE RNG
CRC " PCROP / WRP \é‘ Key Management Services(KMS)
Hash 256
Elft1PB5IA RN
96-bit Unique ID MPU O Crypto lib
64-bit IEEE Unique ID GTZC ‘0 PKA (RSA/ECDSA)
BERIF I S8 TAILE

*EN1ESCH
* LIRS ©
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STM32WL- [E/T5%

ZETRMWERE e

L HiA SR EEPATZ AR/ (ME—R3)
F I AN, B AAZ SO
g;; AR ||| =
Ay B2 N R 2 BB FAE (RETMURE
e & AP N HFEF)
o= [=]
e A I 56 IE I N AR A e vE IR BT

(BARIE 1977 50)

S
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STM32Cube FW WLZZ/HFE

STM32Cube FW_WL V1.1.0\Projects\NUCLEO-WL55JC\Applications

: | BFU_1 Slot - BRZR B STM32WL SBSFUIFEXTHEZR
S o
FatFs BFU_1_Slot LoRaWAN_FUOTA
FreeRTOS BFU 2 Slots
= g X%  LoRaWAN_SBSFU 1 _Slot DualCore LoRaWAN_FUOTA_DualCore
e » EHEERE SBSFU_1_Slot_DualCore
loRaWAMN SBSFU_2_Slots_DualCore

Sigfox_SBSFU_1 Slot_DualCore

LoRaWAN_FUOTA LA FRETHRBIREERER T 22 ThaE: RDEHINAREZFIIeE

LoRaWAN_FUQOTA_DualCore
LoRaWAN _SBSFU 1 Slot_ DuaICDre

SBSFU 1 Slot DualCore --—’ yyd:?ﬁé}jd]
SBSFU 2 Slots_DualCore SEHbE
R '
Sigfox SBSFU_1_Slot DualCore
...... i i
"[ | LICENSE.txt 7
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Boot lock
el CPU M flash/250

Readout Protection (RDP)
. =Z%{F1F RDPO, RDP1, RDP2

EARRAEFEET (MWBFFlashi=61, MSRAMEE], MNEFtFlash/S5],
EimEE) |, WARXE (RFFlash, &fpEFlash, #B73SRAM)
RO R PR T

Proprietary code Read Out Protection (PCROP)
F_EflashRYFABHEBRIF

Write protection (WRP)
RiIF R EflashIEAHISHL. 2R

Memory protection unit(MPU)

?‘LE&E‘%‘E@%U%%ﬁWBEi&%& HITESIRE, (RIPCRS.20E
NifErk.

——

X

AI)J

N
BetT

It
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STM32(ER T e RIzE I snpkiz:

Zliﬁftjc%%éﬁ TE%L‘H?@STI\/ISZEI’\J&éB'UK, BIESTMI2HNZ 25 AR SRR,
EERG | EEESIRSTM | STM32/STMSHEEE

=S8 | MCUBR S, (stmcu.com.cn)
- HEREHY (51diantang.com)

K j STM32 (EE%£06

STM32 PIZLEAR

E8Z % . Information Security
06. STM32HVFESHUTIRIP

Lys
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https://www.stmcu.com.cn/ecosystem/app/information-security6
https://c.51diantang.com/coursedetail?id=bf9b71e75a53403d9d64f95af53eeb56
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i

- BB Cortex-MO+ 59
Securit ) Fﬁ_éﬁﬁ%z :
Optiong SRAM1 «  Flash memory, SRAM1, and SRAM?2
JTAG/SW Seb SRAMS ¢ Fﬁ'@ﬂ‘lﬁ .
ebug port . DMA, PWR, AES. PKA, TRNG, and SUBGHZSP!
CMO+ Clash - BT Flash FEINFT FIGTZCEFIL 2 ERGAE]
- SfIfFaCMAFICMOo+LA EEBRNAIE], HEMFHIGTZCHER
HABECMO+85i5()

DMA PWR

- BEIRRNEFER TR EANREE,

GTZC_TzSC
GTZC _TzIC

L=

AES

SUBGHZSPI RNG

Lys
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STM32WL5YiZZe 4

{Fig22%E2: Flash fl SRAM
- BTEINFDECEFashfISRAMHZ 2B M.
- ZEEMEREREEH Cortex-M0+ i73[H]

1SN RIP
+ R4 Cortex-MO+ REFAVARE SR IHFUSE)
B2INE

« BUISIIFTECE.
SUBGHZSPI, f#{F sub-GHz §iEB (=42 FFRE R e Cortex-MO+ i5(a]
- JBIITE Cortex-M0+ & EHE{TAEH
- [BFERBAES. PKA. TRNG REE#iCortex-MO+ i(a],
- [EREDMAEE REe#HCortex-MO+ i3id],

Lys
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STM32WLSXUZ L £ 45|

E | AV [ E
[ Cortex-MO+ ZHITLENFFNERIAELZLARIES

o

e S =15i)
I ECMAFICMO+ME—EEIANO.

R
AAENRO, ZEFEXNIZEINTRET FidimEihaE.

Lys
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BT kI AL E Cortex-M0+ it

BT EIF T ECE Cortex-M0+ L4514

OPTR (*) C2BOOT_LOCK User Options ESE RDP
SFR (*) SUBGHZSPISD res. HDPAD HDPSA res. DDS | res. FSD SFSA
SRRVR (*) C20PT NBRSD | SNBRSA | res. | BRSD SBRSA SBRV

*OPTR: Options Register
*SFR: Secure Flash Register
*SRRVR: Secure Ram and Reset Vector Register

2ESE=1 [F5H Cortex-M0+ 245, TE=FHAFEIARBER Cortex-M0+ B A,
EZ £ Cortex-M4 AILUSEENZE AL, NMTREZEIRE.

Lys
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1=(£58% 4 Flash ] SRAM

Secure
Hide protected

HDPAD =0 & HDPSA )
—
FSD =0, NBRSD =0 & SNBRS =
—_— — <
Secure Non %

FSD =0 & SFSA u bottom secure _

—» »

Non ~
secure FSD =0, BRSD =0 & SBRSA =
_— ] [ <
Non o

bottom B bottom secure B

B FAEHE Cortex-MO+ijid]
‘Yl [] Cortex-M4 FICortex-MO+EFaTLAi51E]

life.augmented
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BN GTZCEERE,

gihil]
UL
Bi

GTZC(Global security controller) &3/ M M&EIR:
« TZSC(TrustZone security controller ) :

;I'_JrZleitJZone ZeiEElEE | FERENMNEINEIRENZEMFRURES. BIREFIMPCWM AY3FESFNEX
C17 VA AW

* TZIC(TrustZone illegal access controller) :

;J;ustZone FEEpEESIRE, ZFRRIERFFRIFTEIELRRNAEH, FE CMO+ NVIC ERZEF

X MERBT R E R AL FINE, FIa0:
 B_Fflashf] RAMBY4EGAE]
 AHB 1 APB MEHIZL 2 AFRUIRE

’l 17
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RS,

- BURERIFE GTZC_TZSC FHISFF=IIRE.
. RPN A IR R Z AR ORIA,

-+ BFEEs (Flash/SRAM1/SRAM2) &RAJLAERI—MTRUKED,
- MRRIFIERTIATRIR

- TFfESE. sub-GHZ §95itEiR. AES. PKA. TRNG. DMA &is,

Ky 18
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GTZC 28%4 I

CPU1 cPU2
Non-secure -

£ £
Master priv Master sec/priv Master sec/priv
=, S
AHB
£ N ﬁ? L/F e £ <
GTZC JU
AHB2AP TZIC e
................. . . ila events
i Sec-gate H 1 t@sc perph  priv Secure -'I,‘r';
Z : :"ﬁ]:"éj\fzp'fijf:"i tzsc periph|sec/priv . S
I i i~ tzsc_mpcwm_priv
o : STUB | < - MPCWM
I<C B —— - W trsc periph|sec/priv = |
i AHB- ; ~t tzsc_jmpowm_priv
i PPC : I - E‘": sc_periph|sec/priv - -l .
: STUB | : AHB- ‘-E = | — S | Privieged
SPI3 e i PPC |tzsc_mpowipin] seq | = ——— - MPCWM —
{ STUB | sc periphfn] sec Privileged Unprivileged
""""""" - tzsc|ila__ewvent
BN 1—4 Unprivileged Flash

- Privileged
Unprivileged -

Securable peripherals -

Securable memories

"l MSwvED 798V

life.augmented
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Flhesr g AT IIRIF

Flash c
=]
A A
Secure privileged hide 4'5’
protection =1 T
HDPSA - ﬁ E’
= =
Secure privileged e
2
TZSC. MPCWMO.UPWMILGTH =
- - — £
Secure unprivileged $ F'y
TZSC_MPCWMO.UPWWMILGTH read only
o A
Secure unprivileged
SFSA

Unprivileged

Non-secure unprivileged

Unprivileged writable

Flash base address

RAM SRAM2
S 1
i A
s ivil d Secure privileged ©
ecure privilege L TZSC_MPCWM2.UPWM1ILGTH =]
TZSC_MPCWM1.UPWMILGTH = - 3 i
o c§ A Secure o -
Secure unprivileged = SBRSA unprivileged D)
SNBRSA > > %
= Non-secure E
MNon-secure unprivileged = unprivileged =
= SRAMZ base address

‘ SRAM1 base address -
’l MSvBDTSEWV1 20
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TEIMNR

GTZC_TZSCHEE BILTEIMR.
ZEeHMR: AES, PKAFITRNG,
TR EINE T BT,
DIFELZSE CMO+ FIIEL e CM4 Z[EiRIEEEHSEIMNG,

DMA FHF=sE  EDMA BiEL £,
FHFEIE THIREDMA BEZ LB,
FEFEZLE CMO+ FIdEZLE CM4 Z[ERIEFEHS DMA BEE.

e APEIESIEESUb-GHz §iiiEti LBt
FH SUBGHZSPISD i&Ii=FTfEHl, LA
HEEHRZT S/ Cortex-M0O+ 15[A)sub-GHz §YSItELR,

Ky 2
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JERIIR)RIF

- [FAGTZC_TZICfg, [[ICortex-MO+ B3 RFRAIAEEBEIINEE. IEEXBIEISIE Cortex-M0O+ ME
(AR EAR T I EE,

- IERBIENESERTsE kB T LA T FEESFIIMEZAYIAE)
o LRLMENIFAERX Flash, SRAM1 ] SRAM2,
o LZLMERIME DMA, DMAMUX, SUBGHZSPI, AES. PKA FITRNG,

- GTZC #l1 PWR Y%L £F IRz,

Ky 2

life.augmented



Boot Lock

« CM4 boot lock {E{F5&
« IXEBOOT_LOCK i&#| CM4 \NHFFflashjgz1,

- CMO+ boot lock {S{Ep%
« ®EC2BOOT _LOCK ol CMO+ M SBRV 1 C20PT E&1,

Ky 23
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o TERFIEI=FT(DDS)iZ &I 150
- DDS=1,Z2[37 Cortex-M0+ BIEIR w8,

- FEipEEFER I Feer A rTeildFe etz e AZEEE.
- F&REEINESE=1), EiXipirREERZE Cortex-M0+ E{

- FIELLtE{(ESE=0), Cortex-M4FCortex-M0+ E#FRILAIEITDDS{FEER, T Cortex-M0O+
i

Lys
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STM32WL — LoRaTo /1

LoRaPRTZE2=KFEK

- WBRTRIUALZ SRS BRI
+ REZRI (SFI)

- L EF (Secure Firmware Update)
- BIRTRIEITTHRSTERIEIY
- ZLJ3E) (Secure Boot) [

+ IR REMFLAR R BERHRRIP, AT

- PUTSRIPIER, R2EHEERSS(KMS) g
Ky

life.augmented
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STM32WLHZLIhEE

STM32WL=AKZ LIkt

KMS (ZHEIEIRS)
B TRE PKCS#11 AP RN RS

SBSFU (&Z&aaiflTERE4EHT)
o IZefIATEE1 STM32
BN BN ER(SB)EHITZ R, &P AR A T B IQIERY
ZEEHEF(SFU)TIFLAZ 2 A T EFFTA Bk
HTEMHEE T ENS E o TB M AR

SFI (ZeEHLEE) £ STM32TrustedPackageCreator
o RRERLZEEHIIZEEM
- EP{EAECEEINEZE 1 ST TE(PackageCreator) JNZEEEH4

‘ﬁ o FR(ERSFSFIN T EXAFIIIEZIRHITIRR

life.augmented
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KMS-HERS,

KMSHEES

« KMS
- F—EIENEREHENLI, REZHEERS
 ETrHE PKCS#11 API IREIEZRIRSS
-+ ERRIPHIASRSTIT, LIBREREAS GRS

Ky 29
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o KMSEE4HF
- WHREE (IR FJI. MR
« AES INZ/fRE
- IHEINEE
. RSA%IIIECDSAEI’J S22 [BEGUE
. BMAETREINEE: BMBALERVIRE

Lys
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KMS-45F11

KMS &1& 3 #3SBIRY%5H
¢ FSERAEETH
. BT AOTRE A
. IEBSAAREIEMN
. Eﬁ*ﬁu ID By SEHTEE5H
. %A ID ERFFEN

. BILUERESHRARREEBTRTERTE NVM i

BiRE
- WESRERFTEMIRR
- BB D BTEHZA
- CUEEMARE A ID

- EREZERNBPRECIZERN., B, DeriveKey() B
HIEUES

« XEFHYEZTHE] LAMIBR

ERELEIE

30




KMS — 2814 I

STM32 device

KEY1(VALUEL)
User Application Q=
_Tr
PKCS11 APIs (Tokens and Object ID based APIs) ]
, Token=STM32 l Secure Rey
Updat
import BLEDB
AES RSA . Object (imp 0)
Decrypt Sign/Verify Digest managemen
Encrypt g g

NVM storage

Static -
Embedded Dynamic Static ID
Keys ID Keys
= \Keys Q= |

r’ l Isolated/protected environment

life.augmented
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LoRaWAN Z£%5H (APPSKey, NwKSKey/Appkey)

STM32WL

Secure Firmware Install

d

STM32WL

Static Keys

SBSFU
KMS
Firmware

Blob

NwkSKey
AppSKey

|

KMS — iy

STM32WL

Static Keys

SBSFU

Firmware

STM32WL

Static Keys

Updatable
Keys
NwkSKey

AppSKey

SBSFU
KMS

Firmware

HIFE
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KMS — iy

HIFE

STM32Cube FW_WL V1.1.0\Projects\NUCLEO-WL55JC\Applications\KMS

Lys

life.augmented

KMS_Blob_Binary

|| EERETEHRVEHETEIRSS Blob —#HHIS 4, &id ImportBlob() API {&
A KMS

KMS_Blob_Example

v

\ 4

A KMS Shia4BEEINRE (C_STM_ImportBlob AP)SA— blob image

KMS_Derive_Key
KMS_Embedded AES Keys
KMS_Embedded RSA Key

{£F3 KMS sREl4-EIERERY AES Z5H.

| (3R KMS FRiaHEIT AES BRIN/REREE

A\ 4

{EF KMS Shja/{HHEid RSA BZ4E%HE B TE T,
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KMS — iy

.. COM22 - Tera Term VT

File Edit Setup Control Window Help

-- Derivating key

- AES ECB

-- Pass phrase .My session variation 8122004578 ]

- Derived key BBDZZCBB54C4BCBBBH423FCCCBH2DHFCiC93449773344697F6100213E5?DF

39012

——-- Encrypting

——-- AES CBC

——— IU [>CBC UECTOR 1

——= Message [STM32 Keyv Management Services — Example bufferl
[B0x53544D3332204B6579204D616E6167656 D656 E74205365727669636573202D204

5?B616D786Cﬁ5296275666665?2BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB

alnlelnlelnlelnlelnlalglelalelalalalalglelalalalalale1alalalalalalala1ala1ala1G0G1505150515/515(5]15/515/5]15(515(515/515/5]15/515/5]15/515/5]15/5]15/515/5]15/5]15]5]5)

AANANANANANANANANANANANANANA ]

T mom s T

—- Encrypted

——-- Message [BxZ2B37DA?E1ABBCS5CAC63EF?A581B20987C2E3C1F62F68BB1ABAS4F2280257C81AC

D?FsECarvo1250944080C41D1685AF46 FBB74A8A66 EF2B61754C24C7FF?2FF6 B2F8AFE48A6 91 EC3G5

B2CB3DBA/839F5CB86CF6689E4DBEABBCCIAEAS18EEBCO6CSABD3D2ABASC?897F46ACEB1 3ES546 FEBF

5C516EA?ADDEFF6DE3BEAZASDB2ESGS ]

—= Decrypted

Message [STM32 Key Management Services — Example bufferl

[B3x53544D3332204B6579204D616E6167656 D656 E74205365727669636573202D204

5?B616D7BﬁCﬁ52BEE75666665?2BBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB

ARARRNARNARNRRARNRRNRRNRRRNANANARNANARNANANANANANANANANARNANANANANANARNANANANARNARNARARAN

lFlrlrlrlrlrirlrlrlrlirlrlirlrirFlrirlirir,lirirlrlirlrlirFplirlirFlrlrlr el
CrC PO IO PP PO PO PO PO PO PO PO PO OO PO PO PCPICPCICICY B

22?2 Decrypted message 1s same
AES key derivation test SUCCESSFUL

{HIFE
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SBSFUMEYSS

SBSFUBEES

SBSFU=%£/35 (Secure Boot) + &L 8EHr (Secure Firmware Update)

- LE[F5]
« MNEBHNZE=RFERSD]
FPMMNAEEER T Z AIEid SHoIeuE

TEEH
ZEEHFEFR AT A N EFTFRIES bR
FEMHEE T AR E o TR0 IR

Lys
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Reset )
Code || Auth

Secure Boot

Trusted

e\

enticates

Application

37



In-field device

| 1
I [ STM32
- @
| J
Kys .
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IT

SBSFUZE3

SBSFULZERISE T LA EE:
« EidBootLocksEHIME—EEIALO: H1{T7Cortex®-M4 / Cortex®-MO+Z £ BaEE
ML TR E BN I E R AR 2N E B AR B i
- BIE—5 SBSFU EERFF AN AREFREIITING, KEETEER(GIEN
250), DURIEITREEEAEITINESRX)
- FEN IR TRRIEI R BEVE R SBSFU fRARIBIREO
« 2| FXJIREAY ITAG i3[0]
 WWIRRS: NEF0 &

Lys

life.augmented

39



Secure functions

A

Unigue boot entry

Secure Boot Root of Trust

Secure firmware

e SFU keys

SFU Crypto
operations

Key Management Keys storage and
Services crypto services

JTAG

disconnection
External access

protection

ﬁ Anti-tamper

life.augmented

SBSFU

RDFLZ + Secure mode + BOOT_LOCK
+ C2BOOT_LOCK

~
RDPL2 + WRP + MPU
J
~
Secure memory + GTZC + HDP
J
~
Secure memory + GTZC
J
\
Secure memory + GTZC + MPU
J
N
RDPL2 or SWD, DDS
J
N
Static tamper pin
J

——

X

ESZS

40
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User Flash memory

SB
Code and constants

Swap area

Downiload image header

Download image

SBSFUR{TIRY

Resaned

Active image #2

Secure Engine
Code and constants
Secure Engine keysy—

Active image #2 header
Active image #1 header

Legend
[ ] conextm4 + WRP + MPU-Privileged + MPU-RX ﬁ;’f‘”“ ,t“'
[ ] cortes-M4 + MPU-RW {code/data) X eXecute
MA- No Access

[ ] Cortex-h4 + MPU-NA during boot

Note:

» Corfex-M4d = Non-secure unpmaleged (nof execufable by Corfex-MIH)
= Al the Corfex-MY area is MPLERW for the Corfex-MO4+ [buf Timited by
........ L TP

. Cortex-M0+ + MPU-RW {code/data)

. Cortex-MO+ + MPU-Privileged + MPL-RW

|:| Cortex-MO+ + WRP + MPU-RX

. Cortex-MO+ + WRF + TZSC-Privileged + MPU-RX

. Cortex-MO+ + WRP + TZSC-Privileged + MPU-RX + HDP

. Cortex-MO+ + TZSC-Privileged + MPU-Privileged + MPLLRW + HDP
|:| Cortex-M0+ + TZSC-Privileged + MPU-RW (data)

HNote:

» Corfex-MH+ = Secure (not accessible by Corfex-M4)

41




SBSFURLHYMERIN TG

BAE MBI E

 RDP (iEE(®R$P) : i®¥EBRDP 2, ULNEEHKAIEYFIPHTIETR:
o MBS JTAG BEEHEOXT RAM FlflashifH{T4MERAIA],
- BALESBSFU XIBEX,
o EIFPABEEN., XEKREABEHEENEMERT, 20 WRP,

 Tamper (PBAEeFRIP) : PHEXRFATICNSE CRYIEERITAFREUERER, EERGURIER
™, SBSFU NATRMIEHIERE,

- DAP (iEitiBlaiRO ) : DAP {RIFEIEER DAP (EikipEiR0) . G, JTAG SIMAEEER
STM32 IREBWNEREL, RDP 2 & BahZH DAP,

IWDG (&) : wWDG B— M EHETHIEHITEES. —BiET, MAAEL. BRRERZAIERRIE.
ZHE3EE] SBSFU A THE4ERTIEL.

Lys

life.augmented
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SBSFUBR{EINERIN T

B PIERI T

- TR (ESE =1): 88T, Zeflashfl RAM RfgiCortex®-M0+ 1%, Cortex®-M4 RiZTGiEiAIal,
AT IR L F R @A/ RIS MR OIIE), 4 AES. RNG. PKA. PWR, FLASHIF ] DMA
(DMA1, DMA2 DMAMUX) , BRIABEIRT, SUBGHZSPI oJlHZERIFEFR N AR AE]; {EaLABRHIRR
FFE SN FEFEIAIA.,

- WRP (B{®iP) : SRIPEBTFRIPEEREBERZINEINGEINERENR, tLaliEig WRPRIFSBSFURSEABIERL,
« TZSC (Z2i=HIzE) | STEMEXREEUEFIRE (Secure Engine) BISMREIFINE, BISFIA TZSC S5Hfib

B AHLIRE. REEELTESNRBIRIREITAERR% 252 (Secure Engine) {URSFIE0E, X
X% E5|ZE (Secure Engine) BRSBJAIFIRAI™IEAHENES], SEEGTZC ] MPUSLIIRY, WITFERATIA.

Secure Privileged permission Non-Secure and/or unprivileged permission

Secure Engine code and constants Read only (execution allowed) Mo access

Secure Engine stack and data Read write (not executable) Mo access

Ky e
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SBSFUBLHRNZRIN T

B PIERI T
+ TZIC (RLAEEREHER) HEMENBINIERAEEFE, MR TIAL

MPU (RITERIPET) : MPU FATFigEflashf] SRAM BUIGIEIRIR, FFERANEFSENNEIT,

.« 7f SBSFU MFASMAIE, MPU BTLUBIRIE SBSFU IBHTEREAS M RTEHITE BLRE,
BT SBSFU NFEERFRY, MPU BCESEH, LUSINEF M ERRFBEEAHIT.

« HEEITHAFNBRERE (MYUTE1T SBSFU (UABHY) , &££5|2 (Secure Engine) REIREMNEEER
HH (TZSC #8X) {RIER.

HDP (BSiEtRiF) : FIF N FITERrisHT SBSFUZEHAIMN FIRE RIS Hisis A+ B A B i,

’l 44
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W RIS TR {RIP

User Flash memory

SRAM1

Cortex-M4 SB datalastack/heap
Cortex-MO+M4

- synchronization flag

Download image header Cortex-M2 Useripp datal

stack/heap

SB
Code and constants

Swap area

Download image

KMS data storage

I
.

Caortex-M0+ SBSFU
datal/stack/heap

SBSFU —

Code and constants Cortex-MO+ UserApp Legend
datalstack/heap R: Read

. . W Wite
Erased Secure Engine slack . Cortex-M4 + MPU-RX durning runtime - oxemie

.Cnrtex—M{H MPU-RX during runtime

v

Secure Engine
Code and constants

i
f
A 4

v

Hidden by HDP Secure Engine data

m Cortex-M0O+ Erased data
SRAM2

. Cortex-M0+ HDP (hidden)

x Temporary copy (memory cleaned after use) 45
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SBSFUR/E

SB sample application SBSFU sample application

User
Application

ET-T

Secure Boot Firmware
Application

Root of Trust loader

Secure Boot | Firmware image
Root of Trust programming

Cortex-M4 application level Curtex—M{]+| application level

Secure Engine Cryptography Key management services

Middleware level

Board support package (BSP) Hardware abstration layer (HAL)

Drivers

Ky 4
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BFU_1_Slot
BFU 2 Slots

FatFs

FreeRTOS

KMS

LoRaWAN
LoRaWAN_FUOTA
LoRaWAN_FUOTA DualCore
LoRaWAN_SBSFU 1 _Slot DualCgre
SBSFU_1_Slot_DualCore
SBSFU 2 Slots DualCore

Sigfox
Sigfox SBSFU_1_Slot DualCore
SubGHz_Phy

"[ | LICENSE.txt

life.augmented

STM32Cube FW WL{IFE

STM32Cube FW_WL V1.1.0\Projects\NUCLEO-WL55JC\Applications

2 Images_KMS_Blob—| 152 KMS

4R E T EHAZEAETRIRSS Blob Zi##ISZ{4, @i ImportBlob() AP

2_Images_SBSFU——| FEASTLZEENNLEFRREEE

2 Images_SECoreBim> EEMNEZESZE, ARFPEHIINEERERERSAE

2_Images_UserApp_MOPIu
2_lmages_UserApp_M4

Linker Common

iy

XUz FIE s, Bidpostbuildiii A, ApkUserApp.sfo3Zi4,
FISBSFU_UserApp.bin

47
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SBSFU Iy

B S I

Step 4 - Cortex-Mo+ UserApp
creation and loading via SFU

SN < thuild bat

5
UserApp'»{UserApp bin |

Step 1 — SECoreBin compilation

prebuild.bat 3!

| entry point

_____ _

SE startup code

SE Code -
(hardware crypto, HAL._)

SE keys e

|
|
|
SE call gate :
|

SE_Core.bin

| SE Callgate ]

| Step 4 compilation output |

Step 5 compilation output

Step 2 — Cortex-M0+ SBSFU

[ compilation .
. }EE se_interface_appli.o
SBSFL&TM 32 internal Flash memoE

R RN Y N T NN Y

: SB vector table .

. SB +
LT T T AT P T T T Yy |
SwaParea M
ssenasonntavesnsnssnn ||
. Downloadlma'i'g.e header ;
r".ﬂﬂﬁ..'ﬂﬁ EFEFAREEN |
M el
- . *
. Download image - |
M . |
.
. = v ||
i.‘...‘."....'....."...: |
L] - .
. Active image #2 !
rressrrresrarennrrirens ||
. v :
BLecanmecasucrssanmnaan ||
- L]
. |
. Active image #1 < ||
. e |1
?uw.uuuuuou.uuﬂu..wu.: |
. storage M |

SBSFU.bin / Project.bin (IAR)

Step 3 — Cortex-M4 SB
compilation

B -

@}{g

SB
LSTMH internal Flash memory

+ " Download imeag-e header

ETYT Y T LR

Download image

reeeea s T
Active image #2

R RN RN I R R R R Ny

esene

)
FRARFF R AR R AR E R RS

LR L O S

-

Active image #1

EEasas

-
.
L T s L Lt T LT 1

KMS data storage

»
"
M
»
»
.
.
M
"
»
.
.
M
H
.
.
.
M
-
L]
-
.
M
"
"
-
B
B
.

SE call gate
SE startup code
SE Code
(hardware crypto, HAL .._)
SEkeys ¢
Active image #2 header

»
=
Fab b lad Ll b il il
"

Active image #1 header

R AR R L ST YY)

SB.bin / Project.bin (IAR)

SFU processi

$TM32 internal Flash memo o
- I

Swap area <
Ciiessearsontarsnanhd -

ownload ima.g'e header

FARMEEARNNRE LY

Download image

IR E RN EN TN
s ammaaatss

Reserved

un
L4
]
-

a a

Active image #2

! Reserved : |

Active image #1 - -

i KMS data storag

| SE call gate |

SE startup code
SE Code

I (rardvare crypro, L) M

| SEkeys & i

R Active image #2 header

Active image #1 header

ng via SFU

" postbuild.bat }%
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SBSFU &¥&£ftE

FE

M0+/'M4 app_sfu_common.h

#define SECBOOT_DISABLE_SECURITY_IPS* *1= Disable all security IPs at once when activated */ | | #il 'defined(SECBOOT_DISABLE_SECURITY_IPS)

#if Idefined(SECBOOT_DISABLE_SECURITY_IPS)
#define SFU_WRP_PROTECT_EMABLE

#define SFU_DAP_PROTECT_ENABLE

#define SFU_DMA_PROTECT_ENABLE

#define SFU_IWDG_PROTECT_ENABLE

#define SFU_C2_DDS_PROTECT_ENABLE
#define SFU_SECURE_USER_PROTECT_ENABLE
#endif /* ISECBOOT_DISABLE_SECURITY_IPS */

M4 app_sfu.h

#define SFU_MPU_PROTECT_ENAEBLE
#define SFU_MPU_USERAPP_ACTIVATION
#endif M ISECBOOT_DISABLE_SECURITY_IPS */

M0+ app_sfu.h

#if ldefined(SECBOOT_DISABLE_SECURITY_IPS)
#define SFU_RDP_PROTECT_EMABLE

#define SFU_MPU_PROTECT_ENABLE

#define SFU_MPU_USERAPP_ACTIVATION

A .
Trust « Execution allowed only
m:_“: -:‘zm = Protects the code enabling the MPU.
DAP « Protects the code considered trusted.

+ Protects part of the Flash.

+ Disables external access.
+ Protects boot options.

M0+ booted

#define SFU_GTZC_PROTECT_EMABLE
#define SFU_C25WDBG_PROTECT_EMABLE

#endif M ISECBOOT_DISABLE_SECURITY_IPS */

M4 user
Fy application

\
MO+/M4 4
""" synchronization w
M4 user

application
MO+ user

verified
Trust il application

oy

with option bytes

B rrotection against external access

with dynamic configuration

= MPU protection on execution rights

=== Protection against int/ext writes == GTZC protection on memory and some peripherals

: Software-only protection

Trust Crypto
+ | ocks option bytes. -
- Write protection (WRP) Trust § GIZCisolation | * \ﬁm E[ﬁy and
- Configuration of secure Flash, RAM and system 4 a uter?enticity
- Cortex-M0+ boot address (C20PT, SBRV) Trust 4 Protects RAM, of the user
-BOOT_LOCK, C2BOOT_LOCK ( Flash and some I
- Cortex-M0+ debug disabled (DDS) Iisiipull . Execution aliowed peripherals at application.  § ?'I]?-ESELJ c?gtds
DAPTAMPER cnly inside the runtime (secure are isolated
- chain of trust enclave for critical
+ Disables extemnal access. - from the User
) data and operations) —_—
+ Protects boot options. Application
) when SBSFU runs.
* Checks previously configured
option bytes. Hmm
+ Locks option bytes. Grec
Strong protections achieved Protections achieved

SE isolated thanks to GTZC
SBSFU keys hidden by HDP
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CMO run SBSFU

CMO run SBSFU

2-image EFMIIE

CMO-app-A rungc> =
DL CM0-app-A DL CM4-app-100# = CMF(;E)a _Bﬁ—* CMO-app-B runtesg
PP DL CM4-app-500#
With IDE - “’:‘;h S?f;u Appli #A Wgh 5'?52“3 Appli #100ms Wd'"; Aplp" d#’u" Appli #8 With Appli #8:  Appli #500ms
download Cotox M0+ installed Cortox Installed O Appi Installed download M4 installed
SBSFU and SB Appli #A SWAFP Appli #100ms SWAFP #B SWaAFP Appli #500ms SWAP
SB SB SB SB SB SB SB SB SB
Swap area Swap area Swap area Swap area Swap area Swap area Swap area Swap area Swap area
Header #A 3 Header#100; . Header #B |, Header#500}
7
* o
Reserved (T Reserved Reserved
2 o
89
3t
P2
Reserved |, | Reserved |/ ! | Reserved Reserved
O ' i
= N '
33 : :
H 1 L
5 A L]
! '
KMS data KMS data | * KMS data |
storage storage '-' storage '
SBSFU SBSHFU ', SBSFU SBSFU 5 SBSFU
1. 'I.
Secure Secure L | Secure Secure ':
Engine Engine | Engine Engine '
¥ \ eader#100)
"l - Header #A Header #A
life.augmented
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BRI T —

LTI RiFERE. XEEHMERN, EAZ M ERFE—LHm— A
TRIFERHITTSR !

1, - 2_lmages_SECoreBin (see also SECoreBin/readme.txt) 2_Images KMS _Blob

2_Images_SBSFU
2,- 2_Ilmages_SBSFU (using both CM4 and CMO+ workspaces) 2_lmages_SECoreBin
2_Images_UserApp_MOPlus
3, - 2 _Images _UserApp_MOPIlus (see also UserApp_ MOPIlus/readme.txt) 2 Images_UserApp_M4

Linker Common

4, - 2 _Images _UserApp M4 (see also UserApp _M4/readme.txt)

Ky 51
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 Read Out Protection

MName Value
[ RDP R — ]

Name Value
nBOOTO
nBOOT1
nSWBOCTO
SRAM_RST
SRAMZ2_PE
nRST_STOP
nRST_STDEBY
nRST_SHDW
WWDG_SW
IWGD_STDEY
IWDG_STOP
IWDG_SW
BOOT_LOCK OJ

C2BOOT_LOCK |_|

IPCCDBA Ox3fE

) /4

life.augmented

Security Configuration Option bytes ESE

Name Value

[ESE |_|]

Name Value
WRP1A_STRT Value| 0x7f Address | 0x803f800
WRP1A END Value| Ox0 Address| 0x8000000
WRP1E_STRT Value| 0x7f Address | 0x803f800
WRP1E_END Value| 0x0 Address| 0x8000000

Start address > End address
- feature not activated

[ sTMaztuber rgrmme - 0

ecurity Configuration Option bytes

[ e ] am ]

Varbositylavel  (® 1

o
=

Address 1 0w
Read progress
Ties #lapsed during The resd operstion S50 G0190100,003

\:
\
\\M
‘X\Xr

Mame Value
SFSA D7t
FSD
DDS L
HDPSA 07
HDPAD
SUBGHS?ISD
c2orm
NBRSD
SNERSA Oxclf
BRSD
SBRSA Ot
SBRY 0%2000

STM’.'r’

CubeProgrammer

== FErasing & Programming

V4
» Download

)
Start address
l "l |:| Skip flash erase before programming

|:| Verify programming

|:| Run after programming

Automatic Mode

|:| Full chip erase

[ | nwnlnad file

Start Programming

Erase flash memory | Erase

A9y

rnal memo ry

Erase selected sectors Full chip erase

|:| Select  Index Start Address Size
(@ 0 0x08000000 K O
M 1 0x08000800 K
L] 2 0x08001000 K
L] S 0x08001800 2K
] 4 0x0B002000 2K
] 5 0x0B002800 K
] & 0x08003000 2K
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A

TEHBRMAISBSFUIAZICMAFICMO+

m Open File to program X
<« v M « CMOPLUS » Exe v o Search Exe .
Connected
Organize = New folder =« [N 9
. A Erase external memory
B AppleiPhone  ~  Name Date modified Type - )
B Desktop Project.bin BIN File (e s
== Documents | Project.out OUT Filg
4 Download: )
Select Index Start Address Size
[Z] Open File to program x : 0 0x08000000 2K
< o 4 |« EWARM > CM4 > Exe v & Search Exe i 1 0x08000800 2K
i 2 0x08001000 2K
Organize « New folder =~ [ 0 =
= L 3 0x08001800 2K
v3 ~ Name Date modified Type =
| 4 0x08002000 2K
e - CTMG ) Project.bi 7/27/2021 3:48 PM BIN Fil -
@ OneDrive - {TMici roject.bin peneeee = 5 0x08002800 K
‘ | Project.out 27/2021 3:48 PM OUT File E
I8 This PC | 6 0x08003000 2K
# 3D Object: > 7 0x08003800 2
B Desktop T I 8 0x08004000 2K
| Documents H
9 0x08004800 2K
& Downloads cel E
Ox0
J’ Music L 10 x08005000 2K
i 1 0x08005800 2K
B Videos 12 0x08006000 2K
i Windows (C:)
B > Verbosity level @ 1 2 3

File name: | Project.bin v‘ Firmware files (*.bin;*.binary;*.} ~

s
15:42:40 : Address : 0x8000000 B

15:42:40 : Read progress

Lys
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Device ID 53
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Tera Term: General setup

Default port:

Language:

oK

Engl

LanguageUl: Default.Ing

Cancel

l COM7 v I

ish v

Help

Lys
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Tera Term: Senal port setup

Port:
Speed:
Data:
Parity:
Stop bits:

Flow control:

Transmit delay

‘COM? v" oK
115200 v
8 bit v Cancel
none w
1 bit v Help
none A

‘U msecichar

mseciline
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SBSFU log

Ly
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[SEOOT] S

[SEOOTI
[SEO0T]

[SBOOT]
[SBOOT]I
[SBOOT]I

ysten Security Check successfully passed. Starting...

(C) COPYRIGHT 2017 STHicroelectronics

secure Boot and Secure Firnuare Update

SECURE ENGINE INMITIALIZATION SUCCESSFUL
STATE: CHECE STATUS OW BESET
INFO: H Eeboot haz been triggered by a Harduare reset!

Conzecut ive Boot on error counter = 0

INFO: Last emecut ion detected error was: Ho errvor. Success.

2 [HTE: CHECE HEH FIEAHHEE TO DOHHLOAD

STATE: CHECKE KHS BLOB TO IMSTALL

STHTE: CHECE USER FH STATUS

Ho walid FH found in the active zlotz nov ned FH to be installed
Mo walid FH and no local loader: execut ion stopped.




SBSFU NISEEHELS, SeisteCMo+EiE, BISiaCMAE: <

File Edit 5Setup Control Window Help
MNew connection... Alt+N . .
paszed. Start 1Ngess
Duplicate session Alt+D
Cygwin connection Alt+G =
Log.. :
Lomment to Log.. =
v Log dialog... -
- . y a Harduare reset! Tera Terrm: YMODEM Send X
Send file... 0
Transfer > Kermit > Filename: ‘USEFAPP-Sfb
SSH SCP... XMODEM > Protocol: YMODEM (1k)
Change directory... YMODEM > Receive... Packet#: 2
Replay Log... ZMODEM > Send... Bytes transferred: 1024
) Elapsed time: 0:01 {1024 Bytesis
TTY Record 8-Plus ’ P Jhizm iy
TTV Replay Quick-VAN 3.22%
Print... Alt+P Cancel
Disconnect Alt+|
Bt Al+0Q
K’[ Exit All

life.augmented



Y111
X
4

N

SBSFU SFE—MINZEEE(CMO+){EMRTERY s

d F found in the - 2 e Fil to be installed
d FY and no lo H 0

T0 DOWHLOAD
STALL

HA
T I

FH to be installed

Ly
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SBSFU SEZAMNZENE(CMA) (&G

Ly

life.augmented

kile

Edit 5Setup Control

Mew connection...

Duplicate session

Cygwin connection

Log...

Send file...
Transfer

=

Change directory...

Replay Log...
TTY Record
TTY Replay
Print...
Disconnect
Exit
Exit Al

Window
Alt+N
Alt+D
Alt+G

Alt=P

Alt+|
Alt+Q

paszad. Starting...

y a Harduare reset!

0

waz: Mo error. Successz.
Kermit »
XMCODEM 3
YMODEM >
ZMODEM %
B-Plus 3

Quick-VAN

Receive...

Send..,

paszed. Starting...

tron i

a |l Fld-Elti':'

Tera Term: YMODEM 5Send

Filename: UserApp.stb

Protocol: YMODEM (1K)
Packet#: 2
Bytes transferred: 1024
Elapsed time: 0:01 (1024 Bytesis)
II 21.5%

Cancel




SBSFU SBAMMNZEUY(cm4)iEhiTErk

Ho valid FH and no local Io : exocut ion stopped.

Ly
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SBSFU EEFCMO+EE vz

Heu Fu
Firmuare

== == Erasing dounload area

Hult ipla dounl
Validate a FY In

ioh =

life.augmented



SBSFU ist{RiPIRE
—====s============= Tast Hohl s=====s=s===s================

Tezt : CORRUPT RCTIVE IHHGE
Test SE isolation - CODE ------------m-mmmmmmmmemmeeee §
Test SE isolation - WOATR -----------==-=-=—-mmmmemmmm 3
Test Protect ion:
Test Protection: HRP - 1§
Test Protection: IHDG
Test Protection: THHPER --—-—--—"-""-""-"""-r-—- ]
Test Protection: BTZSC ------=-=-===-m=m=-mmmmmmmmeme §

Test KMS DataStorage isolation

Test sunchronization flag protection ---———-—--------—- 3

Pravious Hemy —===========m=mmmem e ey

“Sii;;v select ion

life.augmented
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STM32WL5xZ2INEESFI




SFIHEYS,

SFIfEEES

- SFIRETR
» BREFPHRNEGES =1 (FI %)% LA HE
- EHIE P ABREH AR RATREL

« SFIRYFGIA
o FRSRIIANERX B A TIEUE > FBIRESTM32
o RREIIINEPE L LERBERIFES > RUEOEMEFAIRE M
+ {FFHLicense3 {4 > 1=HIRRAVREL

e SFIERFSTM32WLSX W% Z 5|
Kys .

life.augmented




SFI {2

OEM contract manufacturing

OEM firmware development - STM32 SFI device
:lllllllllllllllllllllll: : SFI ( . et
= STM32 Trusted Package Creator . : STRZ2CubeProgrammesr -
- Fimaare & : n r ™ e
a SFl image (encrypted) :

— | o
s
Option bytes

-

e AES secret key

H
?-—b

om/(R°
&) -ﬁ*{; Hardware

~ : Security
SMJ Module

g4yl STM32 chip certificate (public key)
@ STM32 chip private key

@ License (encrypted AES secret key)

"l Sy HSM smartcard
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STM32WL 4TS STM32WL=KZL L TIhEe
« KMS, SBSFU, SFI

STM32WL 1BBZEINEeRFIE
 BL,WRP,RDP,PCROP,MPU

STM32WL STM32WL5WiZZ et
TEFE (CM0+) , TEIMZMFROAIB)I(GTZC)

Ky 66
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Thank you

© STMicroelectronics - All rights reserved.

ST logo is a trademark or a registered trademark of STMicroelectronics International NV or its affiliates in the EU and/or other countries. ‘
For additional information about ST trademarks, please refer to www.st.com/trademarks.
All other product or service names are the property of their respective owners.
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