LRAE B

1. STM32WL fij4y 6. STM32WL {1 HHSTM32 CubeMX fili#LoRa 7 i v H

2. STM32WL Filifd: 2 4~ 7. STM32WL LoRa RF i

i . = M A
3. STM32WL Ao 8. STM32WL 2244528

4. LoRafiLoRaWAN+43 9. STM32WL FUOTA ¥ it
) JI 0

5. STM32WL LoRa #2144
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Services
. e Health tracking Applicgtion Server
(((‘))) e Food Iifestyle Admin control
— » Weight control
W|'F| « FW update Network Server
Wi-Ei 3G /4G / Ethernet
4G

/\/ LoRaWAN Gateway '\Q@ Sigfox / Weightless ...
. a

life.augmented



TSN I

WIFI/BT CELLULAR
£3 Bluetooth’ @ 46’?1 5@ I.TE-éﬁiﬁ @ NB-ioT
ySlizer==) KIEE

10m 100m 1km 10km
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What is LoRa ?

EES
+ LoRaE HiEEATFICycleo (F2009F-/FAIPFIIR
THRR G ERMEIL) FFRRIEFIERAR, BT
SRTCLR R

« 2012%FF, CycleoffiSemtech (ZEE) L5005
TCHIMN S,

« 2015%FSemtechi® 7 T LoRaBkEE, BFEEEFS
K, Inf=EBF, it IR, MEEE, IS5,
FE%l, RisingHF, CLAATEKZ:,

A
+ LoRa (Long Range) ZSemtech2BERIEFIFIA, FTEIN ((( )))
%, M (LPWAN) , @ @
* LoRaZ¥HEE. @
+ LoRa EFE&MEIY S0 (CSS) BEFMITIFERITANEN

ENVIRONMENT - INDUSTRIAL
’l 2 = CONTROL
CITIES HOME &
BUILDINGS
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100+

Countries with
LoRaWAN deployments

£EkLoRa® [ Iﬂ—n IZIB% I

i . o "
SK?e lecom % jaz2a SoftBank  pons ™ COMCAST
B kpn & senet proximus CAT

orenge
* Spark~ chAPnlgi!.I Levikom  Demreecom T\ Definium

joJcAN  AATEL

antenna ;-j:"..':;guHE_ @ machinestalk
b”nk Wicro y/ -"vff-."u."_:gt'i.\sl FastNet
- UNIDATA

P Newkon  XTELIA
%swk&m

Gsmat () DIGITA  N\NEE~  Objeniolis
TATA COMMUNICATIONS

eleven-x
* 100 Network Operators

* 9 Operators are LoRa-Alliance members

LoRa-Alliance: > 460 members




life.augmented

LoRa i3l




éﬁ?— y L,éi%i,%%]

- ASKiEfEiEE - FSKInfEHEE . PSKigfBHE
. EARNERIEEE AR . %Kﬁﬂﬁﬁi&ﬁﬁ%%ﬁﬁﬁ%ﬁ © AARRRIBAERTAREEE
______________________ ; )
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-
Q

N sty
OH
—|h-

] ) csszﬂ%'rtzif SIS

AN LA 1

+ LoRaZ&ETFChirplSEEY SEHIA Y SuaH /] M| | I|| | || | ||| | || ||| i ||| || |||| J“ ”\H\ ||| |ﬂ\|

(Css) . BERSHBMKEIERSTRS. o I |||||I| I IH'”H' Il
I".I I.'I |II II| || I| |II || ] ||| || | | |

« TSR SR RS S L. I R VAR VUV ”WH Hi
. VRN, EEFCHRES, SRR o ! é :3 1

(REVESM) B (RTER) .

- . F1—F0
* fenirp(t) = e/ (ME+f0)t+¢ with m = Tsym

Powerlfrequency (dB/Hz)

Lys
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LoRa &

Frequency

SF7 SF12
A Information encoded
In cyclic shifts

1
Bandwidth |
1

*,,,,




R

Lora 1

= |
ol

BW
. E(DR) «

. ENX SFBW 4. - f
- BAFFEEBW)

Frf-BW/2 Fri+BW/2

e 125kHz, 250kHz, 500kHz for LoraWan

« {K&E7.81kHz DR(Date SF(Spreading | BW Indicative Indicative SNR (dB)
Rate) Factor) (Bandwidth [ bit Rate Sensitivity
- ¥ SREF(SF) kHz) (b/s) for CR=4/6

(dBm)

. —AMFEEESFNEHINEE

. SF7BISF12 AT Lorawan 0 SF12 125 250 1136 220
. SFS A1 SF6 tBEMT LoRa 1 SF11 125 440 1134 175
N 2 SF10 125 980 131 15
) ﬁﬁ?_";(;E;);i;R)# S ——— 3 SF9 125 1760 -129 125
° :ti\ 'lm\ ;/J\\ DE/\ ( \l) ) J—_ERX Y
IS A (TTHH) LASELERXGEEY ) SF8 125 3125 126 10
ERAIRESS, TJUARIEREGES,
e 5 SF7 125 5470 1123 75
o 6 SF7 250 11000 -120 75
+ {EEfA (LDRO) 7 FSK 50 50000 -106 14

« 1&RFSF11 #0 SF12.

‘ ’l Sens(dBm)=-174+10*LOG10(BW)+SNR+NF (NF approx. 7dB)
14
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Lora 1d#§||&%

Bandwidth (BW) 125 KHz to 500 KHz

+ LoRa {EnERi+H
- FBHIEZR: Rc=BW(Chips/s)
* TFSIEZE: Rs=Rc/2"SF Coding Rate (CR) 1to 4
. {iHEZE (Bitrate) : Rb=Rs*SF*CR

* Rb=BW/2"SF*SF*CR . Rb=125k/2"7x7x4/5=5.45kbps (BW=125KHz, SF=7, CR=4/5)

- FIS{EIE

. Ts = (25F/BW).CR

- FREERBETOAITE
« TOA= Tpreamble + Tpayload = (Npreamble+2+2+1/4) * Ts+ Ts * N(payloadSymbNDb)
- TOAITEIEHR
 STM32CubeMonitor
» https://www.loratools.nl/#/airtime

EUR(EAYEEME: Tinterval = (86400 - n x TOA) / n preamble
- &= EkDutyCycle = (n x TOA) / 86400 Note:1 day 24hX60x60=86400s

Ky 15

life.augmented

Spreading Factor (SF) 7to12



https://www.loratools.nl/#/airtime

£EKLoRaT {ESRER

AR B AN ) Th

Max. output power S 160° 140° 120° 100° 80° 60° 40° 20° 0° 20° 40° 60° 80° 100° 120° 140° 160° 180° =

Frequency band
review

Countries

{. -;:-f: %r ;:,r‘__._,-' 1 B q'; . ". p 'Y
thE 470 to 510 MHz 17 dBm : . s | 7
750 LY e s b, - 1 o LF I b * 750
i’ - \'.\..‘)./ ) Ry G ..l % 4 f] 7 - TFE= ! =
BRiM 433-868 MHz 14 dBm s LA A I sl % 23
& Tt § s | S |7 +
Ll . Py 1, ¢ [ r— AL / .
- 60° 15Ty R oA AREGION | — = 60°
=S| 915 MHz 20 dBm V | | NP / 8 e 4 (
=7 ReGioN 2} | [ g4 ,nw.w | |
gl L 9 d 2 h 4
5 900 MH 40 T i < S A e F 40°
il : 14 dBm 2 A A B N s f& &l .
920 MHz ol - AN Tl \ N ~ o
— N F \‘xﬁ-—\liiﬁ'#' ] A 7 W@ I ‘\ 20
E_J;EESDZ 862 to 875 MHZ '-\rq‘;’r_#‘_\_ ; \ \ .'\l‘_:{j_. 1\ 1. .- I:'\_.-‘ Jg lu- . ::—.l |
isees 008 Mz v i’ 'L: }m"'{“ ‘1 -’1'\. ae I -\Q“\fjﬁ;‘iﬁi-agk —4T; | 0°
n ! | e il T
g 920 to 925 MHz m:* ) \, { Jo bl AR .
ENE 865 to 867 MHz - A LA T ST -
" 30° : N =3
FTONR 922 MHz 20 dBm o . LY - i OV IEKV I
=E 920 to 925 MHz | 1/ | - EE
s REGION 3 L . REGION 3 |
ENfE 922 MHz C W, 8 | - .
60° : - 60°

53
i 915 to 928 MHz 2 160° 140° 120° 100° 80° 60° 40° 20° 0° 20° 40° 60° 80° 100° 120° 140° 160° 180° &

a3 920 to 925 MHz = 2

Ky 16
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LoRaWAN

LoRa

“—

EU
433/868

US
915

CN
470/510

LoRa #] LoRaWAN

NAEE

MACE

1

TAESmER
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LoRaWAN R{Z&La%5] I

LoRaWAN 42¢HRE:

LoRaWANTS =2 N FEIRSS
« LoRaWANR%X =5
« LoRaWANMZBIRSE 2L
« LoRaWANM FAIRSSEE
« APP

P a4 Application Server
WIZ%HE% L g Vertical #1 Dashboard
l:l s

e ==

[ — ]
[ — ]
[—-]
. - @ - -
-7 LoRa“-Enabled . Application Server Customer
Network Server N Vertical #2 Server

ZES

Application Server Mobile App
Vertical #3

copyright reserved to Semtech
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TR
Securely-stored
ROOT KEYs

End Device 128bit gz ':'Klﬁjz{%ﬁ

Gateway LoRa®-Enabled

Network Server

Secure network connection using derived
Network Session Ke

128bit R FIEIEES”

LoRaWAN ZEEiE(E:

Rz FERRSS 2%

; Dashboards or
L0 Data Portals

Join Server

Securely-stored
ROOTKEYs
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T =255l Class A, Class B, Class C

10ma
[Average)

BT LoRaWANRIERImIR B Al BERRIERIR B RAILA=
ez —IE1T.

- FrBLLRIZB YW INSZIFClass ARE,

 Class BigZg W /aERY Sz F5Class AfClass Bf&=,

» Class CixeEgwiixz5Class A, XERFRISIRES
RILZHIBE VAR

Energy Consumption

20uA
[Average)

Suk
[Average)

Class B

Class A

"l Device Class 23

life.augmented copyright reserved to Semtech
Mote: Diagram is representative but not to scale



Class A5

v

« Class A: FiBLoRaWANRIRIZERW/NSLIIAZEINRE, F#{KIDEE.
+ ClassA BimRBFIFNEEE, EPENRinREN TR ER G 2R N EN Nt gElE .
- [ HUEfMEEE, kBEIRSESEN TNTHRRBEEVRER T TR L1755,

Rx1 Rx2

T u |

Receive Delay 1

Receive Delay 2

End Devices ' v Application
fai Servers
1
|
I
1

O = “E i (e [82]  sew
Event-triggered fixed e
@

oFr periodic < > m .,-" ......... :
Downlink - optional interval g DL :

MNetwork ~

: Server \\ =
Once the uplink packet is received, 1 \\ E
network has a guaranteed (‘:f‘?'}} \\
Any communication with the opportunity to send packets back ::' h
network is initiated by end- to the device (Data or MAC) ]
"l device E
copyright reserved to Semtech
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Class BT 41

- LoRaWAN Class BfRz| N2 mﬁ&%?m{ tYEHRE, EERIENISMMEERI TN THEREdE, NifEClassBRimIRE
BEER T mERas, WERTHIIT

. FEEE?:L_%RaWANETJé& miRtEILAClass AtRIEn); BR, ERIEIEFIRE AClass BANIRE A LUED N AETHRE]
Class BRI,

- Class BiEz{ FHIRImKFIRAEIALTHIRINEN, ttir, B3R ClassAMRIVRY LTI IR AIXEIIRSS =80T, XEBOMEST]
9:':

" 4

&
End Devices 5] lication
{ ] ] gt
ﬁ Battery-efficient
1 Low lotency Actuation
Slee Slee § Slee fx  Slee Slee Slee R
ﬂ P, b p O Py P x
= R’
e 1,2,... Nx128 s < seacon | /)
dithering ~
s
0.1-0.155
< Beacon | b
MNetwork has a guaranteed B
periodic opportunity to access
device Timed slots allow
Devices send UL the network to talk
packets to the to a specific node,

‘ ’l network at any time or a multicast group o5

life.augmented copyright reserved to Semtech



Class Cz21

" 4

* Class CIZRAbF "1 K&, EHiEid, BIIMKREREE, R, ZIFE.

* Class C&imig gL 5Class AIRFTERENAMENEL, EEE(IA2XFAREN, BRe(ME TR ERREERSES.
FEitt, i1 IR LARERERX2E O iz N THE RS

End Devices Application

Event-triggered or periodic UL
Downlink - optional

- » - e
fixec
s
intarva

Device is always accessible. It is
in constant BX mode when not
sending uplinks

(i)o@ @(D o@

Metwork can send packets to
device at any time.

"l 26
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pog %

TS

Gateway

(@)
/ A

(c ))
\«» A
A

Gateway

LoRaWAN XX

7R75H) I

Application
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LoRaWAN NS

Solution providers

(NETWORK SERVER\ ﬂPPLICATON SERVER

.z @ & senet

GATEWAY

# DEVICES i

i SILICON MODULES
) BOSCH ] TR
) mulata ’ ZIEEEE
H T cisco gl
O RISINGHF Schneider SarOUrbiWise -
*MULTITECH@ s SaGe.MCOM act |||
. AUSI SR e orlink. RAK \\
e e J MULTITECH@® 8 \ WATRS
iSecCcur

RiSiNGHF
Sacemcom

ougmontea @ Powered by STM32

(3] myDevices

Lys
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LoRaWAN {234 I

LoRaWANKE— N ZiEELoRafFEES, BEMBFTREIS LR _ LRIFFELoRaAFIEZE,
- Fi= MCU

o« BILAER32AMIRSHSET ML IEEE (STM32F7XX/STM32MP1XX) .
- BISAMCU

o TOILAME16MEE4S8
- $FETEC

. SX1301

SX1257
- LoRaETAbEZE an:t stim
« SX1257 =ne $X1257

'S p A sk

Lys
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STM32 N o
LoRa® HF band sen:

P-NUCLEO-LRWAN2 P-NUCLEO-LRWAN3
A A

Gateway Gateway

Sensor

Pictures are not contractual.

Lys
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P-NUCLEO-LRWAN =% I

SX1257

868 MHz

—

SX1257

-

915 MHz

||

Legend: HF specifi

::} Emission

<::| Reception

31
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End Dewce

LoRaWAN XX

Gateway

((g))
ol AN

Gateway

()
\«» A
A

Gateway

Network
Server

7R 9%

1"]|

Application
Serv

er

>
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LoRaWAN M£gfR SRR NS

Solution providers

(" siLicon MODULES (" bevices ( GATEWAY NETWORK SERVER
- Rt ) BOSCH ] =3 @
A = == ST= .
semrech||’ E (MuoeBer sysTems) Cisco. <==;) t‘ " A
PRISINGHF hnei WwWOUrbivwise -
"l RS- Scjirider SaGemMcoMm il
. AUSI HOMERIDER SYSTEMS ; ,l'l'nk OCH LI
= MULTITECH@® 8. s@)m
| Devices
nt ,o!w,m e Powered by STM32 i Senet L——Er]j my

’ 33
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LORIOT MZ&ARS3EE:
- BEEELoRaWANMFKEMACHELE
o SEARISK
. BEELoRaWAN 5 Dev EUI
App_EUILAPPKey;EA 5
(STM32WL)

Lys
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LORIO T

& Dashboard

#& Mpplications
i Networks

% Join Servers
& Documentation
& Account

% Upgrade

8 support

LoRaWAN 2RS35 S

912027481@qq.com
= Shenzen * . o R
Community Account
%& - COMMUNITY ACCOUNT % COMMUNITY ACCOUNT features
Welcome to LORIOT Community Account! ¥ No account expiration
You are now part of a world-wide ecosystem of LoRaWAN® developers. Your v Roaming among all community gateways
devices can use any community gateway to reach our network. ¥ One Free Network Application
As a reward for sharing your gateway, we provide you one Free Network
Application.
News
Be confident in the delivery of your services and guarantee connectivity for your solution.
Feh 20,2020, 7:00:00 PM [ NFo | o 6 yer

* Upgrade now to Professional Public Server with 99.9% SLA plus unlimited gateways and messages

LORIOT Network Server 5.0 has been released!
May 28,2019, 1:00:00 AM

Check our release note for more details.

@ Gateways of Sample & Applications

network

Name ApplD Devices 34



LoRaWAN & IRSZEE I

- . - gingzhou7@gmail.com
LORIO T = Networks > SampleNetwork > 00-11-22-FFFF-33-44-68 Singapore ¢
. §aPOTE Community Account & Lg
— (Al € Back To Sample Network
7~ f51: 00-11-22-FF-FF-33-44-88
@ 0011-22-FF-FF-33-44-88 ,
Network X HE v éBacklodetls
Command  DevAddr MIC FCNT Len Time SF TOA BW MT FCTRL Port Encrypted Data
W Location
QAYWvzGAAgAChgSN
data 31BF1606 9F9E1B30 2 28 2020-04-07T06:26:37.999Z 12 125 2 128 2 )
Ll Traffic y4T+Dw400ieEFOn
) QAYWvzGAAQACZixD3
@ Radio data 31BF1606  A99B3336 1 28 2020-04-07T06:23:48.0272 12 15 2 18 2
- lekTyOK5TIMmAfY
Z System . AAgBAQEBAQEBCAQB
i join 86800AA9 23 2020-04-07T06:21:17.804Z 12 125 0
AQgBAQHNVg=

m I_{:Ig

m A Nerts
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LoRaWAN & IRSZEE I

. o Fas
_ . . . . . gingzhou7@gmail.com
LORI 0 T = Applications > SampleApp > Devices > LoRa433 Demo Singapore
ep Pleapp £APOTE mm Community Account & E‘
-1.0
€ Back To Devices F PP PP EgTde
Last data (10 latest records) T O VNI PP RPRSFP S

~:

Network T5 i WISEE

& DEVICE
01-01-01-08-01-01-04-08

FCntUp Time Port Data

2
5 nut ) 000000 1a 00 00 fe 3e 09 0d 05
e minutes
M Location 03 ab 00 00
ago
&1 LoRaWAN® Parameters ;
. 000000 1a 00 00 fe 3e 09 0d 05
1 minutes 2
& Device Setup Guides 2g0 03ab 0000
= Mac Commands Log : 2 hours ) 000000 1a 00 00 fe 3e 09 0d 05
ago 03 ab 0000
s 2 hours ) 000000 1a 00 00 fe 3e 09 0d 05
ago 03ab 0000
] 2 hours ) 000000 1a 0000 fe 3e 09 0d 05
ago 03ab 0000
2 2 hours 2 00 00 00 1h 00 00 fe 3e 09 0d 05

ago 03 ab 0000

Ky 3
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LoRaWAN [/

OctputSemplepp LORCTi0 X € STVB2BAOTZZARWANT - Lok X #

€ 5 0 & cayenmemydevices.com/cayenne/dashbosrdlora/T0aci8c)-7556-1ez-Bald-eb69Tbfactds i e ;

wifpos [ st [JBE [ Thead [ ZiBee [Iompu oWl [Dwb [ TouchGRX [ bugala || Andrid [ Lofa

fl: C : -
ay enne  Credte new project (st o , =

e Powered by myDevices fpp| Submit Project  Community Docs  User Meny

T SR PR IR ’

FSeanik REIN A

Hﬁ%%% 1% veriew an §TM32 B-L072Z-LRWAN1 )

Netwaork: Loriot

Commercialize your of solution
Lsing your own brand. Leam mare RSl SR Barometer (0) Temperature 1) Humidity (2) Digital Input (3] Digital Output (4

0 STNBAOTZAN. |I|”-jj,|jﬁ |||”9,80 @QSWO “MO O‘&SOO %)) d

’l 37
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LoRaWAN X2

FIFRs e RiF

o’ LoRa®-Enabled o7 Dashboards or
IX—)SI 9& My Network Server . Data Portals

Securely-stored
ROOT KEYs

End Device Gateway

Join Server

Securely-stored
ROOT KEYs

"l copyright reserved to Semtech 39
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PRFRELEA L.

1.0Over-the-Air Activation(OTAA)
- BT 2RE—RRRF
- EHBEEEF

2.Activation By Personalization (ABP)
« SEFREtEEEEH
.« BIERNFEMLS

Lys
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LoRaWAN

-

—

T2

W

\

b

-

it |

OTAA

. BEHEREEREANEE S
. FLUEHIER RS (SERERIRERR)
. BETUEHESA 'BH , MEHES AR R SRR

=

- RESRAIHENZ RN

ABP

- BHR (FARZE) RIEGETRE

+  EHNSRIXSIDFIZ AT 7 MEIRED

- LHE, REMHFRIE BEIMAER
- IREHEINTERINE/IRSS, NetlDEIREMESHEUAI—ERD

40
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DevEUI

AppEUI
AppKey

NwkSKey

AppSKey

DevAddr

OTAA / ABPEONNEEY

64 EBME—ID (IEEE EUI6AMELL) M—FRRZIFIRE.

643N FHID FFHE—RmRMN FREERT R (IEEE EUI643BLL)

HAESHOECAIAES-128MA%H, ERTRmRESNAEFRHEE, BT
IRERE T ZRIRZENSTEEENWKkSKeyFIAppSKey, LANNZEEFOIEIE
MBI SFON TR FEUE.

MEIEEH, BT ElRinRE. MWERSSIZmESEEAT
ITEFGIEMIC (BREEMENE) | slZF#ENXMACEIRE ERRIE
BEATFER

NASREH, BTENRmRE. HATNRARS IR mL SN
N FREE.

PR BIMZE PRVRiRIR =AY 2/ b,

OTAA

ABP

41



OTAA: A\MiEK I

Securely-stored

ROOT KEYs
0 -
|
End Device Gateway *LoRa?-Enabled Dashboards or
Metwork Server P Data Portals
L L
Size (bytes) 8 8 2

Join Request | JoinEUl | DevEUl | DevMNonce

Join-request message fields

Join Server

Securely-stored
ROOT KEYs

Lys ”
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OTAA: \ME=

Securely-stored
ROOT KEYs

LoRa®.Enabled
Netyurk Server

Dashboards or
Data Portals

End Device

| #

Size [bytes) 2 2 4 1 1 (15— Optional) |

Join Accept | JoinNonce | Home NETID | DevAddr | DLSettings | RxDelay CFList |

Join-acecept message fields

Join Server

Securely-stored
ROOT KEYs

/4 e
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Securely-stored
ROOQT KEYs

End Device

Lys
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OTAA: R1EEH

LoRa®-Enabled - Application Servers Dashboards or
Gateway Network Server - PP Data Portals

Join Server

Securely-stored
ROOT KEYs

44
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Securely-stored

ROOT KEYs
O
i
End Device ® ; i i Dashboards or
Gateway LoRa™-Enabled " Application Servers
Network Server Data Portals
Secure network connection using derived [
Network Session Ke
Join Server
‘ Securely-stored

ROOTKEYs 45
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LoRaWAN ZEZRKE

|

Mwikkey Appkey
s\ aes ) (" aes aes
! EMA_E//-' \EEB/{F \\E_ B/
DevEUI JoinMonce + JoinEUI + DevMonce
Ox05 Ox06 Ox01 0x03 04 Ox02

w

JSEncKey 1 [ JSIntKey HFMSIWH SI'MKSIHH{E?] [kaEEncﬁﬂ'rl ‘

A

(G
'\i"i’f‘y

|
AES\
\Tf/

AES |
CMA//

/’;Q\
\“1’“"/

B

[ Join Request |

MIC

Confidentiality |

of Join Accept
triggered by
Join Reguest

[ Confidentiality |

of Join Accept
triggered by

Rejoin Request
type 0,1 & 2

type 1 MIC
&
Join Accept
MIC

Rejoin Request|

Data up
partial MIC

Data up
partial MIC
&
Data down MIC
&
Rejoin Reguest

type 0 & 2 MIC

Confidential.

of data up &
data down

on Fport=0
and in the
Fopt field

.

ri.':unﬂdanhal.

of data up &
data down
on Fport > 0

46



OTAA: TEHFRE

LoRaWANT = LoRaWAN & ARS8

Join Request ((DevEUI, APPEUI, DevNonce,MIC

NS { '

Join Accept (NetID, DevAdrr, APPNonce, .., MIC)

LinkCheckReq|() l T2(E
T RMNBERIGE ‘{ LinkCheckAns()

OTAA T:l- ﬂ%&;ﬁdﬁ,‘a“ SendDataReq (Unconfirmed frame)

SendDataReq ((confirmed frame)
SendDataCfm(Ack frame)

LinkADRReq(DR, freq)
=+ 37| «
w,ﬁDREU‘E { LinkADRAnNs(DR, freq)

SendDataReq ((Unconfirmed frame)

v

A

\ 4

RiEh

A

v

A 4

DeviceTimeReq ()
T RIE KA SRS { DeviceTimeAns(GPS epoch Time)

A

Lys
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A3 4 =’ A
LoRaWANZHEEIZT I
Radio PHY
e Preamble| pPHDR | PHDR_CRC PHYPayload CRC
Join .
MHDR  [Request/Rejoin MIC MHDR | Join Accept | MIC
PHY Request  /
Payload
MHDR MAC Payload MIC
MAC
Payload FHDR FPORT | FRMPayload
FHDR DevAddr | Fctrl Fcnt | FOpts

Lys
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CID Command Transmitted Short Description
by
-
mw
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0x01 Resetind X Used by an ABP device to indicate a reset to
the network and negotiate protocol version
0x01 ResetConf X Acknowledges Resetlnd command
Ox02 LinkCheckReqg X Used by an end-device to validate its
connectivity to a network.
Ox02 LinkCheckAns X Answer to LinkCheckReq command.

Contains the received signal power
estimation indicating to the end-device the
quality of reception (link margin).

0x03 LinkADRReq X Requests the end-device to change data

rate, transmit power, repetition rate or
channel.
0x03 LinkADRAnRs X Acknowledges the LinkADRReq.
0Ox04 DutyCycleReq X Sets the maximum aggregated transmit
duty-cycle of a device
0Ox04 DutyCycleAns X Acknowledges a DutyCycleReq command
Ox05 RXParamSetupReqg X Sets the reception slots parameters

Ox05 RXParamSetupAns X Acknowledges a RXParamSetupReqg

"l command £3
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CID | Command Transmitted | Short Description
0x06 DevStatusReq X Requests the status of the end-device
Ox06 DevStatusAns X Returns the status of the end-device, namely
its battery level and its demodulation margin
0x07 NewChannelReq X Creates or modifies the definition of a radio
channel
0x07 NewChannelAns X Acknowledges a NewChannelReq command
0x08 RXTiming SetupReq X Sets the timing of the of the reception slots
0x08 RXTiming SetupAns X Acknowledges RXTimingSetupReq
command
0x09 TxParamSetupReq X Used by the Network Server to set the
maximum allowed dwell time and Max EIRP
of end-device, based on local regulations
Ox09 TxParamSetupAns % Acknowledges TxParamsetupReq command
Ox0A DiIChannelReq X Maodifies the definition of a downlink RX1
radio channel by shifting the downlink
frequency from the uplink frequencies (i.e.
creating an asymmetric channel)
Ox0A DIChannelAns X Acknowledges DIChannelReq command
Ox0B Rekeyind X Used by an OTA device to signal a security
context update (rekeying)
Ox0B RekeyConf X Acknowledges Rekeyind command
0x0C ADRParamSetupReq X Used by the Network Server to set the
ADR_ACK_LIMT and ADR_ACK_DELAY
parameters of an end-device
0x0C ADRParamSetupAns X Acknowledges ADRParamSetupReq
command
0x0D DeviceTimeReq X Used by an end-device to request the
current date and time
0x0D DeviceTimeAns X Sent by the network, answer to the
DeviceTimeReq request
Ox0DE ForceRejoinReq X Sent by the network, ask the device to

/\I
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CID Command Transmitted Short Description
by
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Rejoin immediately with optional periodic
retries
Ox0F | RejoinParamSetupReq X Used by the network to set periodic device
Rejoin messages
Ox0F RejoinParamSetupAns X Acknowledges RejoinParamSetupReq
0x80 Proprietary X X Reserved for proprietary network command
to extensions
OxFF
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