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EARRRIIESET, EERERL 100 BECRSRINIBEYIME. Prop 2+ ITUHAIRELIES
2=, WHERINE | s, Rt RALUBE &S p BRI, p ERETER

MATIREEFIRRMBAIRN. (BEREE 7N, 5788 TRNG RILIERERETIEL.

TABLE 1
REsSULTS OF NIST SP 800-22 TEST
NIST SP&00-22 chipi#1 chip#2 chip#3
P-value Prop P-value  Prop P-value Prop
Approx-Entropy 04460  10/10 06202 1/10 07992 10/10

Block-Freq. 09616  10/10 08427  10/10 05280 8/10
Cumsum 05355  10/10 04349  1/Z10 05474 1W/10
FFT 0.2119 8/10 0.7620 910 0.8688  10/10
Frequency 0.4889 1010 03391 110 0.7278 10/10
Line-Complex 0.9097 10710 04254 1710 0.8549 10/10
Long-Run (0.5486 910 0.3782 110 09151 10/ 1)

Nonoverlapping 04826 10/10  0.5315 9/10 04835 10710
Overlapping 08757 10710 0.5621 1710 0.6728 9/10
Rand-Excur 0.4760 9/10 04650  10/]10 03637  10/]10
Rand-Variant 04006  10/10 05500 10710 04740  10/10

Rank 0.6433  10/10 01978 10710 03007 10/10
Runs 0.1431 1010 07332 10/10 09316 1O/10
Serial 0.6483  10/10  0.2528 910 0.1925  10/10
Universal 0.1426  10/10 08515  1/710  0.3302  10/10

*For the non-overlapping template, random excursions variant and random
excursions, the p-value is the average of the p-values of all subtests

B.NIST SP 800-90B izt

NIST SP800-90B MK tE BRI EIT A EZEMEFFE, RIEHT IDRE. |
SRAIRIKES FHRKERIG(LRS 1810)RI45R., LIREERKRE, TRNG £tV RF

FIE9ER/)\E/9 0.985281, f@I1Z T NIST SP800-90B JUlif=#Y 11D i,



TABLEII
RESULTS OF NIST SP 800-90B TEST

Test Result
C[i][0] Cli][1] 11D
Excursion 2872 0 pass
NumDirectionalRuns 1041 13 pass
LenDirectionalRuns 843 1763 pass
NumlncreasesDecreases B850 15 pass
NumRunsMedian 4781 12 pass
LenRunsMedian 3748 2470 pass
AvgCollision 7673 1 pass
MaxCollision 9164 462 pass
Peri-1 7618 27 pass
Permutation tests Peri-2 5450 17 pass
Periodicity Peri-8 46492 29 pass
Peri-16 7528 27 pass
Peri-32 4317 17 pass
Cov-1 477 2 pass
Cov-2 3371 8 pass
Covariance Cov-§ 5573 7 pass
Cov-16 3237 2 pass
Cov-32 3227 + pass
Compression 9266 38 pass
chi square test  Independence pass
Goodness-of-fit pass
LRS test pass
Min-entropy 0.985281

C.NIST it REMF AR FRIR

AT R SIS, BRI ISR T T ilie. AERRIBEIEAR
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Fig. 5 NIST test results in four different modes
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TABLE 111
COMPARISON OF THROUGHPUT AND HARDWARE RESOURCE CONSUMPTION
Design Entropy source Resource Rate{ Mbps)

[1] RRAM -- 6

4] STR 320 LUTs 320 DFFs 200

[14] STR 32 LUTs 48 DFFs -

[15] RO 83 LUTs 26 DFFs 100

[10] RO 326 LUTs 177 DFFs 6

[13] RO 64 LUTs 27

|16] RO 75 LUTs 419 DFFs 120

[17] FIGARO 866 LUTS 0.25

[18] GARO 50 LUTs 79 DFFs 280

[19] CMOS - 1923
This work MSFRO 24 LUTs 2 DFFs 150(Spartan-6)
This work MSFRO 24 LUTs 2 DFFs 290(Virtex-6)

[1]R9Z545RFE RRAM {ENEIR, BILE(R, 35 6mbps.,

[141R945F95R A STR {EIEIR, BIE(R, {XJ9 4mbps,

[415h, ZEEHIRA STRAEAKEIRATRESA DFFs, FILESIA 200mbps, B4

IR R, XM THRIFIFEBAIRA FPGA SiRAFERF,

[15], [10], [16]#0[14]hAYEHIERER RO ENEIR.

[15]F0[16]1 &L &35/ 100 Mbps #1120 Mbps, RZEF[101#1[13], EEFFA)

£2IAY TRNG (150 Mbps). TE[T51F[16]9B 4 SR HEAFE K.

[13]9H9 TRNG i EREREE, FE(R.

[10]%A9 TRNG MUHFEAERMRIR, MERIE(R.

[171r9%5895% A FIGARO {E/9kEilR, BHE(R, R%E 6.25 Mbps,



[18]Z5+5KF3 GARO {EfEIR, FItE/9 280mbps,

[19145485% 8 CMOS {FAiEIR, &IEEJ 192.3 Mbps, {BETFAREAI TRNG

(290mbps).

RATS, SEMZEEAEL, AHEHE TRNG B8/ S EEENEENSEIT
2. BIh8B/MEER SRS E N 285~295MHz, BFREASENR, 0kt 10
FAREHECRRREER, MTUETERA 70%.

LA, FAI1E ISE AR Xilink XPower Analyzer SRS HrPUfMEAITHEE. 20% 4 Ao,

HATHFESMRIREN, R 4 RIFEENRS.

TABLE IV
THE POWER OF FOUR MODES ON VIRTEX-6 FPGA
Mode 1 2 3 4
Power(w) 3.687 3.687 3.687 3.703

h. &g

BATFIRASGRERY MSFRO RStpHznser=EREflit. SIAERY TRNG f8LL, (A9
TRNG AILEXEESHNELEMERATEIRITHE, MEATESRIVIERGN. T

DHTEREP, AMRITHAY TRNG MRERYF, @i 7 BN,

12HAY TRNG 7£ spartan6 FPGA _ERIEITEA 150 Mbps, 7E Virtex-6 FPGA LRI
279290 Mbps, EHERFFHENIT 24 4 lut 12 4~ DFFs, Eltt, BEiTHET KEHE

HRIR, FHRHTERZER TRNG iR,
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