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STM32 MCU RNG
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TRREBIEFAANSI CHRE . NISTEHIHMIXER15MMIR AR, BFIIEZHHFFIAIREN
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o FEHLIEERLR

- RIS
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- FEHRTENR

& BEHLAFE B EAR MRS 9% .
- FEHRB T
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NIST SP800-22biX £ E1 T4

3

3.1

3.1.1

JE:

3.1.2

3

NIST SP800-22bllik & Z 1T 447

[E] #4154 BF
WET— AR, BEINISTHMRE, SEERA B, — MEHITFSTMI2EHH)
ik, FB—MITNIST SP800-22bMMiR ik

STM32 MCU{lI

RIBEREEEMSHE. BXEZFMES, BHAAMEZYESHHEENRE.

ZIEF R I EFASTM32RNGHME A B FEHL# . ZIEFIESE LB FH X LR, LUEFER

NISTSt i+t & 3 B i T

SMEHEFATERM10464 KBRIREM H3R. it X HE25,120,000MFEHLAL, X LEfE

HLALIE R BANIST G it i3 4T

RENISTE NN ERIZIN, MEHXHEEXATUAUTZ—:

o  MRIABFENXFILE_ASCI_FORMAT ZEmain.c3CEehR#E R, N HASCI OFI14BA%
)]

o  MRFIBFENXFILE_BINARY_FORMAT fEmain.c3Z bR ¥R, AN FES =
BFIST -

BZXTEFEAMEENFMRES, B2 ILEHEHM G432,

AT dmain.c X A#9SendToWorkstation() 2520 & AUSART AL £,

ATLUEIT I T 1Emain.c X7 Private define” (HMAEEN) EXHL1E:
#define NUMBER_OF _RANDOM_BITS_TO_GENERATE 512000

#define BLOCK_NUMBER 10

7ENIST SP800-22b:iz & i

THB| T{EuE EF, NISTZGiHMREEsts-2.1. 1218 STM32 RNGIMNE B4 4 ST REH
4,
BRI & £ 2 FiETEdataS K (sts-2.1.1\data) T~ .

BEZXTNISTS TR TERBAEMESR, F2 INISTXE A Statistical Test Suite
for Random and Pseudorandom Number Generators for Cryptographic Applications# BN ]
HIRET
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TENETEANISTSZ I & Bsts-2.1.15IESTM32 MCUAE i o H BIBEHL 1 R EHAT
LR

F2. EFNISTHR £/ — i H F IR RENKIER

BEHLH& 4 280 @

010101
1101..
finalAnalysisReport txt

NIST

NISTRER http-//csrc_nist.gov

USARTI&E

F—5: BENBLERE

ESTMI2MRHEIEE TR . WRIBIRG- BB TN T

o BEZT T ERETL/FLRS2324 4%

o BITAEMIN-BRIUSBL LS

STM32RNGE ZUARTEHIEIT, WERE 3.1.17: STM32MCU AR EmkgifEi & /8

PUTTY (RBFRLRFERE, RITEFEMNEXHERANARER) FLiniENRBERF
BRIEFEHELIFS L.

T4 NISTZHR

IREBNISTSE U £ 0 o B A 85 Fvisual CH+4iE S i Ests-2.1 1126, DI RA]
HITIZE.
BIINISTEHENIRERF 2 E, 2B R—RIIESIER, HAPERESHNEEURE
R FB Gz .

EiZNAZEIRH, NISTHITMNIRESE & Rassess.exe Nt 1THIFE, HERER
NIST_Test_Suite_OutputExampleXX R T~ . MEISCHTR, FEHLEE X A &7 45120001
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ENLRIFMREAIT :
1. BrRHE—TREEWUTHR.

El3. Ests-2.1.1RE

C:~8TMicroelectronicsss
GEHNERHA
[A] Input File
[4]1 Cubic Congruential
[8]1 Micali—Schnorr

Enter Choice: @

v CAWINDOWS\system32icmd.exe - assess 512000

1260688
CTION

[1]1 Linear Congruential

[2] Quadratic Congruential I [3]1 Quadratic Congruential II

[5]1 A0R

[6]1 Modular Exponentiation [?]1 Blum—Blum—5hub

[?7]1 G Using SHA-1

MRWAKIEO, BEFSERBAFMNXBEIRE 2R,

2. BIARBUTEHAT

B4, XHBMANFE

C-~S5TMicroelectronics s
GEN R A

[A1 Input File

[4] Cubic Congruential
[6]1 Modular Exponentiation [7]1 Blum—Blum—Shub

[81 Micali—Schnorr

Enter Choice: @

e CAWINDOWS\system32\cmd.exe - assess 512000

[1]1 Linear Congruential

[2]1 Quadratic Congruential 1 [31 andratic Congruential II

[51 HOR
[?7]1 G Using SHA-1

User Prescribed Input File: data“ascii.bin

ZNFAERRENESN RN REIBER N XHER, XHEREANISTEIMEIT X+

&R BIFSTM32 RNGH s 1Y -

—  ascii.bin: BHASCII OFn14B R HIF5
—  binary.bin: BIEXHIHENINEZTES8MNIEN

3

AN4230 Rev 1 [English Rev 5]

11/27




NIST SP800-22b iR &35 TR 4347

AN4230

3.

NISTIHUIRES ER AT BE A T RFESZITRN 5N

&S5, WA RE

AWINDOWS\system32\cmd. exe - assess 512000

STATISTICAL TES®&S

Fregquency [B82]1 Block Freguency

Cumulative Sums [B4]1 Runs
Longest Bun of Ones [B6]1 Rank

Dizscrete Fourier Transform [B8]1 Monperiodic Template Mat
Ouerlapping Template Matchings [18]1 Universal Statistical
Approximate Entropy [12]1 Random Excursions

Random Excursions Uariant [14]1 Serial
Linear Complexity

INSTRUCTIONS
Enter B if you DO HOT want to apply all of the

statistical tests to each seguence and 1 if you DO,

Enter Choice: 1_

4.

ERMERT, EFETVUEBBRASEITML.

A UEU T RESFHITSERE,

Ee. S¥AERE

[11]
[21]
[31
[4]
[51
[&]

. C:AWINDOWS\system32vcmd.exe - assess 512000

Block Frequency Test — bhlock length{M>:
MonOuerlapping Template Test — hlock length(m>: 9
Querlapping Template Test — hlock length{(m>: 9
Approximate Entropy Test — hlock lengthim>»: 1A
Serial Test — hlock lengthim>: 16
Linear Complexity Test — block length{M>: Laa

Select Test (A to continue): By

12127

K, SFEFRANRE, HRRFOCEEAT—2.
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3

H P EZERBALRE

E7. LA

CAWINDOWS\system32\cmd. exe - assess 512000

[11 Frequency Test — bhlock lengtht{M>:

[2]1 HonOverlapping Template Test — bhlock lengthi{m>: 9%
[2]1 Ouverlapping Template Test — bhlock lengthim):

[4]1 Approximate Entropy Test — hlock lengthim?:

[5%]1 Serial Test — block length{m>:

[6]1 Linear Complexity Test — bhlock lengthi{M>:

Select Test (B to continue): B

How many hitstreamz? 1A

NISTG MK EERMAELEERE: TEIZRFIPMA T 10, RRIEFE101512 KB
(5,12 MB) Hyk.

ba/E R P SUEE T RRiEEX 48 SRR UASCIE X F AT 2L ZHHIER
FHER T T F A .

E8. A&

CAWINDOWS\system32\cmd.exe - assess 512000

[1]1 Block Frequency Test — hlock length(M>:

[2] HonOverlapping Template Test — block lengthiml>:
[2]1 Overlapping Template Test — hlock length{m}:
[4]1 Approximate Entropy Teszt — block length(m>:

[5]1 Serial Test — hlock lengthim>:

[6]1 Linear Complexity Test — block length<M>:

Select Test (@ to continue>: @
How many bhitstreans? 18
Input File Format:

[A1 ASCITI — A =zequence of ASCII @'z and 1's
[1]1 Binary — Each byte in data file contains 8 hits of data

Select input mode: @

E5E T 0MERE A KA ZASCIER

AN4230 Rev 1 [English Rev 5] 13/27




NIST SP800-22bJlliX SRIZ1TFI 53 47 AN4230

7. HWAFTBLEBNG, NISTHIHNRESFIRIMASTHHITIH.

E9. Gtk IEAEFTH
CAWINDOWS\system32\cmd.exe - assess 512000

[1]1 Block Frequency Test — block length(M)>:

[2]1 NonOuverlapping Template Tezst — hlock lengthd{md:
[3]1 Owerlapping Template Test — hlock lengthi{m>:
[4]1 Approximate Entropy Test — bhlock lengthim}:

[5]1 Serial Test — block lengthim):

[6]1 Linear Complexity Tezt — bhlock length(M>:

Select Test (B to continue>: B
How many bhitsztreams? 108
Input File Format:
[@]1 ASCII - A sequence of ASCII B's and 1°'s
[1]1 Binary — Each byte in data file contains 8 bits
Select input mode: @

Statistical Testing In Progress

8. SERMIRRER, BERUTES.

E10. ZeitMiXFER
C:AWINDOWS\system32%cmd. exe

[1]1 Block Frequency Test — hlock length<M>:

[2]1 HonOverlapping Template Test — hlock lengthim):
[2]1 Overlapping Template Test — block lengthi{m>:
[4]1 Approximate Entropy Test — block lengthim>:

[5]1 Serial Test — hlock lengthim>:

[6]1 Linear Complexity Test — hlock length<M>:

Select Test <B to continue>: @
How many hitstreams? 108
Input File Format:
[B]1 ASCII - A sequence of ASCII B's and 1's
[1]1 Binary — Each byte in data file contains 8 hits of data

Select input mode: B

C=“STMicroelectronics sts—2.1.12>_

ZEitlin 45 R AT LA 7Ests-2.1.1\experiments\AlgorithmTesting F $% 2l .

3
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3.2.3 =5 MikipH
NISTZ MR R R D FIIEB B TX oS RFITRIE. SR TERE, SER—1T &
AfinalAnalysisReportfI 32, XHREFEAE R
sts2.1.1\experiments\AlgorithmTesting.
REC15TUNKWLRERBE (BRHMRA) -
NIST% it 5 A G UUNIK IR EHE AR S, MERFLER
sts-2.1.1\experiments\AlgorithmTesting\< J/iit £ & #> .
AT ARG STEENIST S Mt S 500 L R B AL T“NIST_Test_Suite_OutputExample T :
e Ascii_File_Format/rfjl, RN HX:
— Input_File: B&XMascit§NIRFAIFEN L ERE.
—  Final_Analysis_Report: S&&TFIZBAXHITENISTS IR MRS
LW ERBE AR BN K AR E .
e Binary_File_Format/=fil, &3
— Input_File: B&XRAZHHIRNIRENMHEIHELES.
—  Final_Analysis_Report: 8 &ETFIZMAXHFHITENISTS TN EMmERE .
LA RBHEUR BRI M AR E .

3
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4

4.1

4.2

4.2.1

JE:
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NIST SP800-90b;li &

515
TR L LR (RBG) XIRAMHELER (RNG) , FEEARFE~EEARMIEE
BRI L, XM TR AR DME.

NIST SP800-90b%t it ik R p4Fok A T BT Rt it IR R B EN G 7%, R TME
Rz R RIBEHE AR AR BB -

NIST—/ZE#rRE J5“Recommendation for the Entropy Sources Used for Random Bit
Generation" X ELHEN AT IZEMH-

NIST SP800-90blix &5 AR

IST SP800-90b%t it :Mix & AT LA M GitHubik  (https://github.com/usnistgov/SP800-
90B_EntropyAssessment) FI T,

SP800-90B_EntropyAssessment C++#2 5 €L 3L IR T 4355 H kit 49800-90B+ 6 & By & /1T 4%
HiEo

B EAAN 2R B 2E A -

o DMK, WIABIEEAID (JEZB5HIF5)

o FEIDAMK, AR RIBIRRHI &R

1% FAAE DN 3 STM32 AT A E A TRNGRE B R i T o

ENDIRER: IENDHUEEIEE T

HIEFFERREIREEGE~EIDML . EEHEXENFISSEEAITES. B2, &

BE T RERL T BB TSR,

SHFIENDEIE, »IutEBREFERMEMEMATBEFNSENEMETE ATiESE

WER) , BT IERERSN:

o BT ETAGHITEEN=fEITEL: HMAC., CMACHICBC-MAC

o DEXTIEBITETEGFITEEN=NERITEE: FIPS 1808(FIPS 202715 ERIFFH
ZHERIMS A E S, Hash_dffiBlock_Cipher_df

STM32 AT A ZEFITRNG & /F L # EFICMAC 1875214 (NIST CAVP 45C1327) .

AT PR IMEMERZEI B EIRAEITE

|

3
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3

T2 T

BEEREMT: MEABEETRERENLSpHELREEXE, RAERIBIZEEX
B p LRI BN ER R NG,

fiidEG: BFNERBEPE— NS EEWENREAR. 25 ERIBRIEE G TR
] e H BRI R .

ORAKMGT: FARKAERARBURTII—MEANE, FEiSDRAIKER A UE B
AT ESHEXENE. ENETREMNBIEENESEZ NEXEZRE, 1%
AR HEATFMHNEMTFI R EENBEN R NNEHITE, MARENMHENRNE
B fEIHE.

E4sfEit: ETHHRENESESE, BEEHMHITERTERER. 12 2B ERERN
FH#, REETZFEHE~SMEMENTHMARY, #TiHE. BEEFERZSET
MR EBHXMNFINESRAR TESER, WMARTTREHEER.

TrREMH: RERMAMABIREStTE (M- mEFK=TE) W%, HEFi%
SR EMMERNE.

BKEETH (LRS) fiit: A ZETHMAREETEEFE (ril) HKE, Hit
BRHRHER . XE—Mi i, BAEHMEN SR EXTAGTHEM S EAMTEKX

)

BOFZESER (multiMCW) Filfit: EF8EnMEY, ZESEREOFED
FINEE S EBMNT—NEE . multiMCWTN 2512 R8N F 70 28 IE # 75U ZEn N e B
WENEOTREEINNEARE. ETUNT—ME, FRA01EB TN & EBI TN

2,

RN ETEENHRE, FRTNENENFRNSETNE T—NMIE. i85
W RN RT, BTIEERENFINERERNOTUNRE, HEFN&EMTFR
MR FFNT—ME.

HHFELZED/RAIKER (MUliMMC) FililfGit: BZAPMMCTIUNESER. FREMMNMMC
FMIEEMA— N B RS AR IRSNER, HETANHEE P RENEEIMER
HITIM . n MPMMCFFNEE R E1 ZEnNMREFHITET, FAFNK S EMm—)

B T —ME.

LZ78YFNMET: BRIALES AN FHRPNFETRIFREETN S G, ZFHS
RECRMEANFERT &, HIXIEBEATE. SROBHEARN, SEnMERAFHED
FEHFBRESEHSRME|Fo,
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5.1

5.1.1

JE:

5.1.2

5.2

5.2.1

18/27

NIST SP800-90bllik & Z{ T 447

(&l 4t PR

EB E—PHHhaiRASTNISTS IR E, SEFRARINESY, —PEHALFSTM321
EHI28iE, B— ML FNIST SP800-90bilizt &% .

STM32 MCUix

RIFBEKEHEME. BXESZIFAREE, FHRASMBZELSHHERR.

ZFEF R IFEFSTM32RNGINE & ML E . IZFEF IR SX e B B T1Eus, LUEER
NISTZe it e 3 H 1Tl .

BMEHREFRATERM 64 KBRIFEHEIR. #3265 1,024,000 M FEHLAL, X LLfE
PR R ANISTSe it i #E4 T I -

AT dmain.c X #9SendToWorkstation() 540 & AUSART AL £

BTLET 4 I main.c X AT Private define” (RBEEX) BX#H1E
#define NUMBER_OF_RANDOM_BITS _TO _GENERATE 512000

#define BLOCK_NUMBER 2

NIST SP800-90b;llizt & i

THEITEwh A, NISTEGIHNRESSKIESTM32 RNGHME A STHHIREHLIE
BRI & 25 S0 B TEDINSI A 32 (....\bin\data) TN »

BENISTGITNRHN TERBENE ZFMES, 152 IGitHUbM ¥,
(https://github.com/usnistgov/SP800-90B_EntropyAssessment) 121t £S04 .

NIST SP800-90B;Mix £ &

F—5: FENBAERS
BT AFEMINi-BEIUSBL& 444 STM3 24 E IR T {Euk

STM32RNGIEHUARTEHIET, WA 5.1.17: STM32MCUZ#h FmiARIRE & . £
PuTTY (eB#BFELIHFERE, RITIEHEMMETHERNARER) SRIBHENBIES
BHIEEEET M L.
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AN4230 NIST SP800-90b iR &IZTTFI ST
5.2.2 F % NISTG MR
Makefile | T4miZI2RF, % 5.1.2 FhFridreadmes 4 ik,
sHFIENDAK, AP IUEEUL TN IFHS R :
1. fFAMakefile4miFiZR: make non_iid
2. ERUTHREEITIER:
Jea_non_iid [-i|-c] [-a|-t] [-V] [-] <index>,<samples> ] <file_name> [bits_per_symbol]
Hrh
- - RTAEEELFHHHREIMGEEG T GO .
-  -c "RABEBRERHN.
- -afEIrZ#HISCER R A RIRRE (BOA) .
- tFEIENBERRYAL B RNERT ABI1 MB.
- ARFEDRIIBEIXHYE (FF) EEBIEMEAR.
- -v: BTEZHREMNIFARIGE (FIE, AIZRER)
—  bits_per_symbol: MFSHUH. EMISNEEENFT.
mffl: ./ea_non_iid ../bin/I5.bin 1 -i -t -v
5.2.3 F=H: MRS
NISTZ MR R B S M BIFE B B T3t o #25 R i1 THRISE -
o XTFIEIDMIK, FERESMDUMANER, HESBRERLRNE.
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%R AEIRRNE T ERANISTS X ESP800-22revia (201044 ER) X SP800-90B
(20181 AkR) L&A STMI2MITHIEREN B& & 25 /MG BBV B ZFEHL M B9 = Z MM Fn

£,
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AN4230 NIST SP800-22b%:i1Mlik £
B RA NIST SP800-22b%:tillix £

HRUFIART, REHFQEPT, ofl, Heb:

o b, 1T, SETRAHGHRY

e q, 3% (q=13) , HHUWT:

- 11053 K F 101 P-valueHI 5=

- B1M%Z2&IT N FAchi-square test1145 i BPvalue

- 125 2B 8 Z#HI 5 ERT RO EE )

- SF13FIRX M HZ IR
UTRGIAMAERNE—BIMRE—87. EZIFEMER, 155 Msts-
2.1.1\experiments\AlgorithmTesting T~ BfinalAnalysisReport3Z {4
B85
P-VALUES —# 1% Si82/7 YL BIXT k7925 7R

%4 #% #9<data/ascii.bin>
Cl1 C2 C3 C4 C5 C6 C7 C8 C9C10 P-VALUE PROPORTION STATISTICAL TEST
012121110 10911413 10/10 Frequency
110130211 00534146 10/20 BlockFrequency
013301020 00.122325 10/20 CumulativeSums
113101110 10739918 10/10 CumulativeSums
202211010 10739918 10/10 Runs
1 01103110 20534146 9/20 LongestRun
121021100 20739918 10/10 Rank
301211010 10534146 9/10 FFT
11100212 0 20.739918 10/20 NonOverlappingTemplate
1100111 3 0 20534146 10/20 NonOverlappingTemplate
02104020 0 10.066882 10/10 NonOverlappingTemplate
0 0011 302 1 20.350485 10/10 NonOverlappingTemplate
01221112 0 00.739918 10/10 NonOverlappingTemplate
2 21020111 00.739918 10/10 NonOverlappingTemplate
1 0221110 1 10.911413 10/10 NonOverlappingTemplate
0 011002 3 1 20.350485 10/10 NonOverlappingTemplate
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20101210 2 10.739918 10/20 OverlappingTemplate
102102211 00739918 10/10 Universal
1100202 3 1 00.350485 10/20 ApproximateEntropy
0111100010 --- 5/5 RandomExcursions
1100200001 -- 5/5 RandomExcursions
0111000011 --- 5/5 RandomExcursions
0000011021 --- 5/5 RandomExcursions
1000300010 -- 5/5 RandomExcursions
0001100111 --- 5/5 RandomExcursions
1011020000 -- 5/5 RandomExcursions
1000111010 -- 5/5 RandomExcursions
2101100000 -- 5/5 RandomExcursionsVariant
2100110000 -- 5/5 RandomExcursionsVariant
1102100000 -- 5/5 RandomExcursionsVariant
1201100000 -- 5/5 RandomExcursionsVariant
1111000100 -- 5/5 RandomExcursionsVariant
1101100001 -- 5/5 RandomExcursionsVariant
0102100001 --- 5/5 RandomExcursionsVariant
0001010300 --- 5/5 RandomExcursionsVariant
0000002111 --- 5/5 RandomExcursionsVariant
0010001111 --- 5/5 RandomExcursionsVariant
0001002020 --- 5/5 RandomExcursionsVariant
0100111100 --- 5/5 RandomExcursionsVariant
1002011000 -- 5/5 RandomExcursionsVariant
1000210001 -- 5/5 RandomExcursionsVariant
0001101110 --- 5/5 RandomExcursionsVariant
0000202001 --- 5/5 RandomExcursionsVariant
0010121000 --- 5/5 RandomExcursionsVariant
0010022000 --- 5/5 RandomExcursionsVariant
110002 30 2 10350485 10/20 Serial
021031011 10534146 10/10 Serial
2111011 3 0 00.534146 10/10 LinearComplexity
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XPFA NN PN ZHFIFIIRIER, EXFH W FEHIHRE () Wit) FIRIRES
EAHE8.

XPFA NS N ZHFIFIIGIHEA, BEVIHFE () it IR IRIEL EAHES .
BRFERMFAIIER, BRAX RS FIEHIMNAPLE FE/7 i ATGE 11 7
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fiZB

24127

NIST SP800-90b%:i1;M)i &

AR 23UTIENDR B 7= 1
$ ./ea_non_iid ../bin/I5.bin 1 -i -t -v
FTAXFE: . [oin/I5.bin'
ZH#IFFE#: 1024000

175 F LR THE—17 S8/
IEFEETTFAID L.

BITREHERET...
MCV #5477 #&€zt= 530185, p-hat=0.51775878906249995, p_u = 0.51903071907139675
wEHEE T (f74) =0.946108/117

IEFEITABZ IHE T (IRIEE) ...
Gr#E 71 : X-bar = 2.4954732991667945, sigma-hat = 0.49998011778222412, p =
0.55717151750062044

M5 (fZ8) =0.843807/117
A& Tf: P_G0.4822412109375, P_10.51775878906249995, P_0,30.48618305677846313,

P_0,170.51381694322153693, P_1,0:0.47857068759018079, P_1,170.52142931240981927, p_max
=6.2798397734367098e-37

SRaE RS (fz5%) = 0.939536/11

[E4E 147 X-bar = 5.2113069751685934, sigma-hat = 1.0187463366852749, p =
0.035431813237513987

g ({2 ) = 0.803135/1 17

IEFEE{TITAAB T
tTZA1 3 t=16, p-hat_max = 0.53187518804173173, p_u = 0.53314533218239224
LRS/Z7#: u=17, v=238, P_{max,W} = 0.50423097749594759, p_u = 0.50550366496585808
TLA Wit gt (fiZ&) = 0.907399/1 fii
LRS it 133+ (1) =0.984207/11i7

IEA BTG ..
MultiMCW #ZJ/f%7#: N = 1023937, Pglobal' = 0.51634782805743162 (C = 527405) Plocal =
0.42674646958653317 (r = 21)

EOFZEREL MUtiMCW) ALt 151+ (fiz&) = 0.953585/1 (i

FEEFMETF: N = 1023999, Pglobal' = 0.50526439621655594 (C = 516087) Plocal =
0.40830971576974662 (r = 20)

TEETAE I (%) = 0.984890/1 1z

MultiMMC #7137 : N = 1023998, Pglobal' = 0.51899462537798435 (C = 530147) Plocal =
0.42674521449187308 (r = 21)

I EEFRAEERE (MUiMMC) FJGR 1531 ({2 8) = 0.946208/1 i
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LZ78Y A 1as7: N =1023983, Pglobal' = 0.51899440603936897 (C = 530139) Plocal =
0.42674552311446512 (r = 21)

LZ78Y #1553+ (fi4) = 0.946209/1 fii

H_original - 1.000000
H_bitstring : 0.803135

min (H_original, 1 X H_bitstring.) : 0.803135
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e
=3, EMARE
H#A |7 TE
2013£|5E|5H13 1 e
BT
— &
— F1TF: STMI2HFEHYZ5REH] $ 5 £ 75
20164E6 522 - L
g 2 - EB1F: EHES.
- BE321F: F—#: BHHLLERE.
— E322%: E=H: NISTH 1Mt
- FNT. B4,
T &2 : EARNG MR HISTM32 E 51,
BT
— BEAREL: BHAS
- 72 HARNG@EHSPRAISTMI2 E 51
— [ : STM32 ERNG &4
201941081 3 - #Fo7: HiE
H — H1RA : NIST SP800-22b % it list 5
T :
— 24 % NIST SP800-90b it &
— 257 NIST SP800-90b it 1517/ #7
— MR8 : NIST SP800-90b % 11t &
201%%0,5, 4 |EHTE: BEARNG B EHSTMIL 57,
BT
20204188 5 -5 1: BF~S
H — 7 2: H#ARNGEESIZAISTMI2 E 51
— & 51.17%: STM32 MCU##
4. PICCHERAT B
H#A 77 TE
20215E8R26 1 g ensrimaag.
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B SERRREFAR (ST (REREIIIS ST MM / A IHITEE, FiE. #EIR, ERFAS#HNF, 815
iTBM. EEETRZRRRIMXT ST =RIEHER. ST ~RIHERRBITRHIARIIMEX ST $HELK.

LFHBEITHRRS ST ~RyEFEMER, ST HARESHAMMR LS =mZITHEXEMSE.

ST A ZHEAT R =1 TAE T AR 7R S BA TR AR AN AT

HEW ST ~RMATE T ERIESHAE, ¥FB ST $ 3%/~ @i TR EMFRIELR.

ST #0 ST ##Ar2 ST MR, &E ST AN ES(ES, 5% www.st.com/trademarks, FrEHE =R RS &R HE
ZERBEERNMS.

AP EEBRR AT B RHRADRBMNER.
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