Ly

life.augmented

.
Wl

.

D

. STM32WB Offline
~»" Training 2021_Technical

N o——

—



LLL
| 11
r.'-lm
>=H

N\
‘ STM32WB {4143

‘ STM32WB 44143

\

‘ BLE &t

‘ BLE(EINEEG

[

‘ BLEEZA{L{L
‘ OTAN AN
/

Fori

life.augmented




STM32WB?E

1 REEMFE

2 RFSIFEN

(@0)
TT1
uy
Siny
MR
-
-

life.augmented



L. RFAHT=0E

life.augmented



ARG

/ CPU1 \ P

— PER1.1 cCPU2 ) /Radio system\ e 3 f?%é}‘ﬁ
CPU1 B [ ] B * CPUL Corex-M4 (RIE)
3 =
£ 5 « CPU2 Cortex-MO+ (f&2B)
S
E \_ Y ; 802.15.4 . Radio system (265)
QUADSP] = o
5 E "
i BLE » AR BRI (Green)

N /

N\ MZEIREER
Shared bus matrix ] * CRun

 CSleep
 CStop

T

-

s
o B
' ' - B RCCHRIfEREN D ECCPU
Shared / AN




SEs ]l

Radio
DMA1 DMAZ ® \When remapped

0 § é ® Default
= Omm mm * = -— - * = Adaptive Real Time Accelerator
‘ ‘ .
o
—0 O ® ® ® ®
oo o o o o f SRAM2a & b 64 KB
® ® ® ‘ AHB1 —I—IAPBl Peripheralsl
Peripherals —I—IAPBZ Peripherals |
AHB?2
o e
® AHBShared
f ? Peripherals
RIS o
> /4
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Cortex-M0+ Z&1t

- [NERY _E3FEZR9 R EEEH Cortex- - BT EFEE.
MO-+173(a]. .« BT RSENFSBRDFISBRSASGARIN
- LS IER=FSFDHISFSAEN. SRAMZ2a &3 &Eett

s IFEETEEIIFSNBRDFISNBRSASE
INSRAM2b_EEN L et

o RIFEITSYSCFGHEEIMERIZ M.

Cortex-MO+
SBRSA Cortex-M0+ SNBRSA cecure ——— A AES1
secure

FUS

Cortex-MO+
secure |

ITEIESS

Stack

SRAMZ2a SRAM2b

SFSA |

Peripheral
security enable

SYSCFG “

Secure
|

0 Non-secure
- EE
> /4




3

i}
=

2 RFETR

life.augmented



STM32WBEYSIENSE

« TRHABR:
« B ARIHIIER:
. ERREE, 6 dBMESIIHER, BEA1 dBmEHED
« TH5IMIEIXEIIMERPA, RIERIGEIFHVIHINER,
- EWCREE:
« BLE: -96 dBm @ 1Mbps, -94 dBm @ 2Mbps
» 802.15.4: -100 dBm @ 250Kbps

 Ih#E@ 3.3V:
e TX @ 0dBm: 5.2mA

« RX:4.5mA
» Stop2 with radio in standby (accurate clock LSI2): 1.8uA

o JHHIEFEES:
o BIEHEINUBLES RILCERF S22 FFIETIN) 28 1802 MbpsiE=R
Is77 IEEE 802.15.4: AR 3745 250KbpsiEE
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27169

STM32WB RFi

g -
|

] U

2%

VDD
IMP4
JP4
Jumper 2 54mm |Q|HEADER_1X2
P4(1-2)

C33

exo<a|—

100nF uUlA

C34

SR | L

100pF

VDDEF

RF1

VSSEF
J;-. STM3?WH=x (OFN&S

Meander Antenna
2 4GHz
(s=e AN3339 on waw.st.com)

Band Pazs Filter } .
LEB182G4SCGED436 RF switch Antenna Maiching Network
LQG15HSINTS02 FLTI = LQG1SHS3NGS02
L5 2.7nH L3
31 - Y - '—Bi_/ 3 i1l o VY ANT
1L & I V=
S ==c1 ¢ 2 36 c37
g ?G.SPF TG IpF &= HJ? ?Not Fitted ?l.lpf PCE Antenna
=
% GND GND % GND GND GND
o = GEMI1335CIHIR2WAOQID
= o
: -
=5 =
g :
50 Ohms Matching Network )
(Compents values will be updated after evaluation) Ama'ma Matching Network (for SMA Antenna)
Filter (for Eval/debug)
Patch trought (for Direct Connection)
C38 L4 12
_II —~ VYL - ~
w!fF't d J_ = J_ SMA
et b c39 c40
ot Fitted ot Fitted Vv
GND
GND GND
Default value PCB Antenna To connect S0ohms Antenna

(Cx populated and Cy not fitted)

or
To connect S0ohme Instrument
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IPD&&HE

- FERD
o [LHACKZE- 55327950 QB
o 1SRRI XIE R AT, 1IRERXREE

Antenna (50Q0)
MLPF-WB55-01E3/MLPF-WB55-02E3
. == +—>
Matching e (50Q)

Filter

Network

*|PD: Integrated Passive Device, EER#EENIES{4F

Kys | | y
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Bix:

B RITLECMBFIRIKESR, FHX

50 Ohms Matching Network Low Pass Fiter
J FLTI
g LQGBHS‘-‘;-‘]‘)SUI LFL212G45TC1A007 n
L1_2
VDDRE w2 P SMA_T_0.52 NF
L Lo A s
2 C3 4 2
g 0.8pF 03pF 2 1 X
VSSRF g(»\D GND 'g
TM32WBxx_QENGS 2 2 GND
g 4
B Z
- S

ZFEREIBITX/RXMERE,

BEFUPCECANIEIRC A
MLPF-WB55-01E3

e ula D

FLT1
3 | vDDRF fora ) LN auT
Cl (=] 5 z
z z
o o

. . 5
GND @D 32 | yesRF

J; STABIWE=_QFNes
GND

AL - i
)
}%200 o oo°0___
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@
B

VDDA

) o VDDRF
ADC
VREF+ m |_VREF buffer_|

- VREF buffer CPU1, CPU2 Radio RF
T SRAM1,2

VFBSMSP DIgIEL
1 Voltage Regulator Peripherals
T Radio sub-system

VDDSMPS
1
L

USB transceivers

VBAT

Reset block
Temp. sensor

2 PLL, HSI, MSI
VLCD VLCD buffer Standby circuitry

(wakeup, IWDG)

Backup domain

LSE, RTC, backup
registers
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SMPSHTF#{KVDDE)E.

SMPS JEFZOFNETSALDOMHE
=VDDEESTFBOR [1. 4]|ﬂ1§ﬁj‘ 1@ ISMPSIET.
- (KT IR EFEAZIETI. SFRIAT .
o« BEITHWHLHEHTRA, B SWEHHE.

SMPSKE R FE|

« ERunFStopOt=z{ ~F/ION.

+ 1EStopl,2, fFHStandbyFIXAShutdowntE =, SMPSEEKETHHHER,. EfEITS B 5
REHNBIERRRL.
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FEJREBC

- RiGiIFEREFN R A

=a

S IEREERSMPS
ISR NP IR, FR(ETIAE.

1EEEJZZIK1RL LDO.
BT FEZSMPSiA, LDOEZHVDDRMH. e SRR, (ELUSINEIIFEA.

SMPS

VDD

SMPS &

VAdSEE[1.62..3.6V]
{EBOM
Ry

Vdd3gE|[1.62..3.6V]

IR (>85%) T
HEEEET1.96VEY, BalHAE
BRARTL.
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VDD

OPEN if SMPS=0ON

/

LOSE if SMP=OFF

/

L1 10uH

Solder
Jumper

4.7uFi lOOnF; SB@

L2 10nH

[<] VDDSMPS

VLXSMPS

> VFBSMPS

4. 7uF
I—Eﬂ VSSSMPS

STM32WBxx

SMPS |RIEE

N TIRERIERITHERMERE, Mok
1EAMHz, BH— M OuHBYERR,

10nHAYEERE, 4.7uFRIERZSBRL.

N TIREENRIESEE, aILAGERE
8MHz, H— 2.2uHBJEERK,

10nHAYEERE, 4.7uFRIERZSBRL.
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STM32WBER{4 &

1 WBHEGE

2 AEES

3 (RINFEEE

4 TEREEE
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it

wsoode

_htrresc

Docurmentation
Dirivers

Middlewares

5TM32_TouchSensing_Library :
5TM32_USB_Device_Library !
STM32_WPAMN

_htmresc

ble

|
|
|
|
|
|
interface 1
mac_802_15_4 :
thread 1

|
utilities |

|

Third_Party 1
|

FatFs |
FreeRTOS :

Projects
Litilities |
Middleware
v Middlewares
— o e

—

Driver

~ Drivers

Adafruit_Shield
Components

STM32WEBwxe_Mucleo

Documentation
DSP_Lik
Include

Lik

|
|
Inc I
|
|

— BSP

— CMSIS

HAL Driver

STM32WB Middlewares

USB
BLE
Thread
Zigbee

TouchSensing

Application Utilities

TEGEHZ

Third party
* FreeRTOS
* FatFs

Projects

epr |

Projects
MUCLEQ-WEB55.Mucleo
Applications
ELE
BLE Thread
FreeRTOS
Thread
USE Device

Examples |
|
Examples_LL |
|
Exarmples_MIX |

Ternplates
Templates_LL
MUCLEQ-WE55.U5BDongle

STM32WB Application
« USB

BLE

e Thread

» Zigbee

/— e

Peripheral Examples

HEHFSTM32WB M4

https://www.st.com/content/st_com/en/products/embedded-software/mcu-mpu-embedded-software/stm32-

embedded-software/stm32cube-mcu-mpu-packages/stm32cubewb.html
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- ECPU2 Liz{THIFTE(CREBLANNG B VA n.

» ETM32Cube » Repository » =TM32Cabe FW WEB V1110 5 Projects = STM3I2WE_Copro_MWireless_Binaries

STM32WB1x

Marne Size

G Release_Motes htrnl qkEB
|| stm32wh1x_BLE_HCI_AdvScan_fushin 39kE
|| stm32wh1x_BLE_HCILayer_fur.hin TTkE
|| stm32whTx_BLE_LLD fur.bin 20KE
|| stm32whTx_BLE_Stack_full_fuw.bin 168 KB
|| stm32wh1x_BLE_Stack_light_fw.bin 120 KB

Lys

life.augmented

STM32WB3x

Marme

G Release_Motes.html

|| stm32uwb 3w BLE_HCI_AdwScan_fusbin
|| str32ub 3 BLE_HCILayer_fuv.bin

|| stm32uwhb 3 BLE_LLD fuvbin

|| strn32whb 3 BLE_Rac_802_15_4 fu.bin
|| stm32uwb 35 _BLE_Stack_full_fubin

|| strm32uwhb3x_BLE_Stack_light_fw.bin

|| strm32wb 3 FUS_fuebin

|| stm32uwb 3 FUS fin_1_0_2.bin

|| st 32wk 3w Mac_B02_15_4 fubin

|| strn32wb 3 Phy_802_15_4 fuv.bin

|| stm32uwhb 3 Thread_FTD_fur.bin

|| str32wb 3 Thread_MTD_fuv.bin

|| stm32wb3x_Zigbee_FFD_fu.bin

|| stm32whb 3 _Zigbee_RFD_fus.bin

Size

42 KB
I0KE
TTKE
20KE
252 KB
167 KB
120 KB
24 KB
24 KB
66 KB
g6 KB
67 KB
201 KB
308 KB
250 KB

G

STM32WB5x

Py
Marne

'E- Release_Motes.bitml

|| strn32uwhbSx BLE_HCI_AdwScan_fubin

|| strn32uwbSx BLE_HCILayer_fuv.bin

|| strm32wb S _BLE_LLD fww.bin

|| strm32uwb5x_BLE_Mac_B02_15_4 fue.bin

|| stm32wb5x_BLE_Stack_full_fus.bin

|| stm32wb5x_BLE_Stack_light_fun.bin

|| strn32uwhSx BLE_Thread_dynamic_fu.bin
|| strm32uwhSx_BLE_Thread_static_fww.bin

|| strm32whb5x_BLE_Zigbee_FFD_dynarnic_fuv.bin
|| strm32uwhb5x_BLE_Figbee_FFD_static_fuv.hin
|| stm32wh5x_BLE_Figbee_RFD_dywnamic_fw.bin
|| stm32wb5x_BLE_Zigbee_RFD_static_fw.bin
| st 3 2web S FUS funbin

|| st 32wk Sy FUS fue_1_0 2 hin

|| strm3 2wk Sx_hac_B02_15_4 fue.bin

|| strm32uebSx_Phy 802_15_4_fuv.hin

|| stm32wb5x_Thread_FTD_fw.bin

|| st 32uwbSx_Thread_MTD_fuebin

|| strm32uwbSx_Fighee_FFD_fws.bin

|| strm32wbSx_Zighee RFD_fwsbin

Size

g2 KB
39 KB
FTEB
20FKR
252 KB
167 KB
120 KB
527 KB
517 KB
403 KB
4071 KB
440 KB
433 KB
24 kB
24 KB
66 kB
8o kB
367 KB
291 KB
303 KB
250 KB
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s

s 5TM32Cube » Repository » 5TM32Cube_FW WEB V1110 5 Projects » P-MUCLEOQ-WESS.Mucleo » Applications

Marne Date rmodified Type Size
BLE 37372047 2:01 PR File folder
BLE _LLD 3372021 2:01 PrA File folder
BLE_Mac 3352027 2:01 PR File folder
BLE_Thread 3352027 2:01 PR File folder
BLE Fighee 27372021 2:01 PRA File falder
CKS 3352021 2:01 PR File folder
FreeRTOS 3352021 2:01 PR File folder
hac_B802_15_4 3372027 2:01 PR File folder
Phy_802_15_4 37352021 2:01 PR File folder
Thread 292021 201 PR File.falder
TouchZensing 3352020 201 PMA File folder
USB_Dewvice 37352021 2:01 PR File folder
Zigbee 37352021 2:01 Pr4 File folder

Lys
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Y= B

NAHBEZR

BLELZFE: Beacon, IME, 1L,
HIEEIE, MeshF:

BLESEftmMYIEFN

802.15.45thread\/FH

ZigbeeZFH
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BLEZR{AZRIEME S

P
3 « Cortex-M4 [ FH
= . : o WEMTEEEIYBLEAREREHEE.
oilidigio | B
5: « Xm T ivEERABRIN Fprofile, N FREFIBLEFRAYARSSFIAHIERE
Str YN
L KRIEETE.
SRAM2 IPCC - BIUEAREMEENHITIES (GATT).
4 - ™ + ETHCIY
BLE peripheral . (EEHESRAM2FIIPCC
| GATT
+ « BLEAMZCortex-MO+F0555mPHY
S
ol - pummroram— . OELERHISENLEEH,
é I:—j « FrERISCHEREMSIIPHY BERZE
\ Radio PHY /
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R RS R LA TFIE: T

conf
SE32MES o
N RS —_ LcD
IEKEFITRIESS g
— lpm arme -
EE;:I-{%*D'V\Xg{E% fw:Edia ' bt
N PC_Software ;ItmrTrESE
Round RObInlJa}E v sequencer € Release_Mates.htrml
_htrmresc — @stmﬂ_seq.c)

2MESMTHR (L0 > 1) - 2 seah
oIS
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UTIL_ SEQ Run()/UTIL _SEQ _Idle()

( UTIL SEQ Run(SuperMask) )
|  UTIL_SEQ_Run() #117Round robinfEZRAEH
Py
« UTIL_SEQ_ldle()FaJLALEMCUBNETHFEIRE,

BTaskE==ET (RiE
< SuperMaskSTaskMask#li7) BHig
EESIEERET

 Round RobiniEERHES
« (FTHROTaskS T A=
Round robinf@FiEEEZE, BT ¢ ﬁ_ﬁ[—:%é&, Task ID/J\EI‘JM:-:?E%&'IE_IE

HILAEREENEE, 7T

|"fl'
Y

Y

( UTIL_SEQ_Idle() )

Ky 2
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mERShER |
PO is higher priority than P1

\While loop FO() F1() F2() Evto Evii Evi2
i/ L]
| n UTIL_SEQ_SetTask| Fo, P1) | %wﬂ.—l: .

» I UTIL_SEQ_SetTask f1, p1) | (FEASHTICH,

| UTIL_SEQ_SetTask|F2, Po) |

FO() dbes not sfop %EFM‘:?E@&UEIFEO

sSSER.

Lys
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UTIL SEQ WaitEvt()/ UTIL_SEQ SetEvt()

(' UTILSEQ WaitEvt(evt id_bm) )

EHBRISESHI : : :
SEQ_SetEvt( UTIL_SEQ bm_t evt_id bm )

()

UTIL_SEQ_Run(UTIL_SEQ_DEFAULT]
EESESEE

et |= evt_id bm;

Ky 28
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FetO() UTIL_SEQ_Evtidle () Evi0

Jdinl

= (1/2)
1o fE SR

FctO()FFE=1H1dO,

UTIL_SEQ_WaitEvt (1d0)

fESEEA, EEMCEIdOEE, i .
. N - [HEVER.
N - CPUZEUTIL_SEQ Ewvtldle()®{E¥R, BEZ|
» UTIL_SEQ_SetEvt (1d0) uﬁéu I dO;Tg{q:o
i B HEABEHNE
ThEAEs . —
- MAELAZEUTIL_SEQ Evtldle() ST
(RS, B NIRRT

Ky 29
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Feld(} UTIL_SEG_Evtidie () Fetly  Evd

UTIL_SEQ_WaitEut (Id0)

UTIL_SEQ_WwaitEvt [191)

Ao

UTIL_SEQ_SetEvt (140]

/}n

|

' UTIL_SEQ_SetEvt (1)

Ewvti

i

4
H.
[linl

=5

diinl

=1 (2/2)
1o fE SR

UTIL_SEQ Evtidle () @117

FeA IR BT ITHYE

ISpSEdalEE s

=1
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{ERTO%

cm
R
vH
2T

LIT

(R ETRARIRALA TR
EIFERETEEIR(Sleep/Stop/Off 1) ot

_htrmresc
G Release_Motes.html

(BT o
BB BN

stm32_lprm_if_ternplate.h
32/ TG B
7N

_htrmiresc

CPU

Lys
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ZIMERDDFEIRETU
RUN (Rangel) at 64 MHz 117 (73) A [ MHz**

N Y
RUN (Range?2) at 16 MHz 109 pA / MHz** ﬁlﬁﬂglb%%j:lﬁgu
- BET
- 8 MEIIFEARIL, JLNFIRZL

. R

i
An EEMBC Benchmar
=4ee
= CoreMark 932% = 219
STANDBY + 32 KB RAM 320 nA/ 600 nA* JeIBimueits HEa e RAER

= ULPBbench 9524 = 303

I EE A E]

LPRUN at 2 MHz 103 pA [/ MHZz**

9 cycles SLEEP at 64 MHz 41 pA | MHz

9 cycles LPSLEEP at 2 MHz 45 pA [ MHz

1.7 us STOP O (full retention) 100 pA

4 ps (19 ps) STOP 1 (full retention) 9.2 yA /9.6 pA*

5 us (20 ps) STOP 2 (full retention) 1.8 uA /2.2 pA*
14 ps (25 ps)

STANDBY 110 nA / 440 nA**

14 ps (25 ps)

50 s SHUTDOWN 30 nA / 315 nA* HRFFISMPS[EIBTFIFFAT
0 ﬁﬁ!{%tsMPSTE Typ @ VDD =1.8V 2> M4 #ZIChNBFE = 53uA/Mhz
T @ 25 °C

*with RTC

"l ** from SRAM1
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cm
R
v
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( UT||_=LPM=EH1IEFLC:"|.-‘.'PD‘.’JE'F (] )

B SleeptET,

"l 34
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RS =R kS5 =e I

ERYeR RS aa et A ™S
Z1R2551 e ERTER (BT RAMBRHRLD)
BRFIESET
(E I EIAER s ER— N ERER EE S ER ES
oI INANAHIER
TR M1ZI(2732)-1 iEEs

=
= M-

E TR AT RN fERIFLE.

Ky 3
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HW TS Init()

{FFIRTC{E/OiTAYES
PRI UIE -
hw_ts_[nitMode_Full

MstandbytfBR\FEFRT, SRGERSSEFIBERNATHITIIRW
hw_ts_InitMode_Limited

MstandbytER\FEFR, ERSEAAIBRUCERN LT, REdn
HWEXRHESBD TR

N e =]

Lys

37
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HW_ TS Create()/HW TS Delete() I

HW_TS Create()

BIZFRELUTER:
Task ID
Timert2=,
EIPE[EEE
RELLIMMER:
= BIENIN
Timer ID

HW_TS Delete()
TimergIHIER :

{=1ETimer
"l MTimer TSP fER 38
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HW_ TS Start()

( HW T5 5tart) )

EIEEREE
timerBTiETE

time_elapsed

& HETimer M

{

FILRTCHE | g
EFF

' I

mEriEETimerlist

E;T.:aTimarCcr'text
=T gticks =eHE R, FEsF |-
Y
EEEEEEEATImer List, 7 ‘
EL B timerE 2Ll 30 SRR E
Etime elapsed End

"l 39
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HW TS Stop()

( HW T5 5topl) )

= FRTCSE, S8EEE

7

k. TimerList=BEETimer

=rTiEE

M= TimerList

¥
L

*=ERTC, =B
RTCrREinE

:
(e )
Ly ’
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BLEEA

1 LL(Link LayenEAXNE

2 GAP EARNZE

3 GATT &

Ky a
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1. LL(Link Layer)fi$iREE A N'E
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NSy
aE

+

f

—]

A/

s

L

\

BLE%

N
W I
= N
S b 3
S g
) M oo
N % i
o o O e o — 1 -
oX S i © HKHE ~
= Y ®
HA e S~— o ‘_} o
° ° °
—— ZHIN 08KZ
—— I ZHIN 812
— e ZHIN 92¥T
— ZHIN b LT
—— ZHIN 2T
— 4 ZHIN 022
» N ¢ ZHIN 89K2
F i — ZHIN 992
c e 67 ZHIN 9K
C ——ma 82 ZHW 292
.Muq — Wy ZHIN 09F2
o — ZHIN 85p2
— I ZHIN 95FT
O s ¥ ZHINPSHT
e ZHIN 25k2
O s 2 ZHWN 052
N~ ——eeaa 12 ZHIN VKT
O e 07 ZHIN 9¥T
.m — ZHIN PHrT
o i — BT, T K
L — UL
r — ZHIN 8EkT
c -—munnn S ZHIA 9EbT
C - ZHIN b
.Mua —— ZHIN Zeve
O —— At ZHIN 0SVE
—— ZHIN 8Z¥2
o — I
o — L ZHIN bTbT
= - © ZHIN ZTHT
T — IR T
> - ! ZHIN 8I¥E
T ——esms 9 ZHIN 9T
g G — ZHW b IvT
) —meeaRE b ZHIN 2T
—— I ZHIN 0T
e I ZHIN 80VT
— ZHIN 90KZ
— ZHIN FOFT
—— i ZHIN 2ove
711 Asusnbaiy

(f, + hop) mod 37

A

)

fn+1

- BEnE

Advertising
event
closed

39

ADV_IND
Adv_idx

<10 ms
Adv_idx = 38

ADV_IND

37

<10 ms
Adv_idx

ADV_IND

Advertising
event
started
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TR RIS

- SEREENX T MKEUMIERISME R EEEER, BIREE:

« MEREGEIETES
- & E(EE & & (Broadcast advertisements in advertising channels)

- #EENHE(Passive scanning)
- FFIHE(Active scanning)

Scanning

- &g SadvertiserfJiE#EE(Initiate connection to advertiser)

. KFEIEERIBE R EN(Initiator device will be in Master Role)
. TIRISRIEEZS ML (Advertiser device will be in Slave Role)

Advertising . Standby l Initiating

Connection
Slave Master

’l 44
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TR,

NIl

‘%]Lfﬁﬁuiiﬂjfﬂﬁ’]ﬁ%@ﬁﬁ
- SEMEBREE R
- FHHEABLEW TS 17
.- 53R 5 Advertiser T LLERE
-- e LLIE B R AR I R] 3R
- AXAE MNLLER H 1 B & I B BLE WS 7 2 G it A g gt AT A& 4.
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2.GAP BA94E
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GAP F8(1/2)

Broadcaster Observer
[ ]
GAP ROIeS Sends advertising events Receives advertising events
S Can include characteristics and service data Listens for characteristics and service data
[ J
r_ TE.E%Broadcaster Doesn’t need receiver Doesn’t need transmitter
. X)rlb%—g%O b server Can be discoverable if it does have receiver Can discover devices if it does have transmitter

Lys
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GAP At (2/2)

* GAP Roles Peripheral Central
« SM&Peripheral (Salve) - - - -
X p Has transmitter and receiver Has transmitter and receiver
ILAZ Always slave Always master
El:lgélx Central (MaSte I') Connectable advertising Never advertises

o=

—

—

57 - BiEE. T2, FRFLERR RIS IRBEFINIZS
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GAP RTINS
. BRI RIARET

» 127 ( Mode ) SRIER R E—ERITEREIR B ARMIRES
« #FE ( Procedure ) SREIRBARMRI( FHITHRLIGR(E
- MNEAMESETFERRSETH:

GAP IRV = ANE

) IS AE

AR URIANE

eIV



I & (Advertising) & F#E(Scanning) 2808 &

[ BFHIESHANRER AIBLEIRFHIRE,

- WREBHEERAIEEENIRE
Advertising Interval (20mS — 10.24 seconds for most packet types)
Scanning Interval (/\F10.24 #)
Scanning Window (/\F 10.24 ¥ LAR/NF31E1EI6R)

| arER |
| 3EEO
0msEI T 25ms 50mS 75mS 100msS 125ms r' fﬁ%ﬁiﬁﬁ
Scannmg chs7 ~ Scanning: Ch 38 S"a””'”g Ch 39 - Advertising Interval: 20mS
Scanner -
| HiESHsE.
Advertiser « Scan Interval: 50mS
A « Scan Window: 25mS
omS 20mS 40mS 60mS 80mS 100mS 120mS 140mS

R /
Discovery Events

Advertising on Ch 37; m--———
Advertising on Ch 38: m——
Advertising on Ch 39: m——

Lys
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IR

== SEi

ERES{FERR(3.75ms)
<_15m5 1 1.25ms 2 t = 4.4ms connection

Advertiser channel 37 Advertiser chnner[:B /‘\
AVD_IND AVD_IND - - StoM StoM
A - / - M#D [ Slave listening ° °

l R 3;2 < ! ) !
RieE — : . EQNNECT_REQ I, MtoS MtoS

| Initiator listening
NT—REESt T,

Y

L] L= —

A

ML

[ #&&

ADV_IND

l T IFS

P »
< >

ONNECT_RH

RIiEE EH

Lys
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2.GATTEARN
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» EXFNETERN/ 4 EUERTR

GATT Client

“Ok, what can you do for me?”

=) Discover services

m) Discover characteristics
+ descriptors

m) Read characteristic

m) Enable notifications
K’l

GATT

B

BEREMELE S EHGATT — Generic Attribute Profile

connected GATT Server q

SERVICE
CHARACTERISTIC

CHARACTERISTIC

SERVICE

CHARACTERISTIC
DESCRIPTOR

- ugmenfod R OIREENX (MR NIEE ARESBEER

E—

| ATTRIBUTES

= PROFILE




GATT Client ServerZ2f4 I
- BcEMRE

° g):lﬁ#-lﬁ(C“ent) @ Ggpo?il'lig&c:g%s )

* ﬁserverﬁﬁﬁé\(command)\ E%.I’A(C()nflrmatlon)*ui%E*(RequeSt) ' Attribute Protocol I Security Manager ‘

Logical Link Control and Adaptation
Protocol

« RS5im(Server)
« [AIClient&ZIX[EIE (Response). 157~(Indication)F0iEX](Notification)

Host-Controller Interface

Link Layer I Direct Test Mode

Physical Layer

Response

Notification

Indication

Client Server

r Confirmation
> /4
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ATTEARLS

- BlE
« TmHIrE, UHSURIEEE.
- 9JiR: TS
- BMESEE: A \FE’J&WRﬁE’\J%&EE%ﬂ
- BMHE: BTG
- BMFT: BIEFERIF, L)\u_titFEL BRRGFH,

implementation
2 octets 2 or 16 octets variable length (O to 512 octets) specific

A A A A

Attribute Handle Attribute Type Attribute Value Attribute

Permissions

Lys
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« $E%CharacteristicFH=MEAEZRAR;

+ FEBADeclaration: FEAE— RIS
o MR (BB NBRAERT BImSIERINIE)
- FEOW: FFEENFELE
- 4F%UUID
« {BValue
8 & I RYSERRE
« HAIATFDescriptors
EIART B LT R INE R EBt &.
- [FIER
- (HIEE
« (Rl
« AILARHENEFER

CharacteristicEAHES:




W&%MI

* MRS FRFIEZ BRIRER

Tempearature measurement
/_ Health thermometer service
(UUID: 1809) Handie : 1
Health thermometer profile e 2R osdarasiont
Temperaturs massurement Dots ULID. 2410
- - Dota Hondie: 2
GAP service Mandatory Dita Properties: Indicate
(UUID: 1800}
Temperature type
{ULID: 2A1D) Ei—
Optional umn:uic;;r:m value)
Health thermometer Flags: <uintf>
Intermediate temperature heasurement value: <floats
service {LUID: 2A1E) Time stameg: <date_times
[uuu}‘ Iml Optional Temperature type:  <temperature_types
— - Measurement interval
Device information [UUID: 2A21) y tondie: 3
service Optional WUID: 2903
# Clignt characteristics configuration
(UUID:180A) Properties: Resd, writs

Lys
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GATTA&INAE

- GATTRERENX TS, FENREEIAT AR ERRTNED A

RIATERIEERSS

(Discovery All Primary Services)

RS UVIDRIEERS
(Discovery Primary Service By Service UUID)

EXREERS

(Find Included Services)

IR HIRTETHE

(Discovery All Characteristics of a Service)

RIFTEIEERTT

(Discovery All Characteristics Descriptors)

ACI_GATT_DISC_ALL_PRIMARY_SERVICES()

ACI_GATT_DISC_PRIMARY_SERVICE_BY_UUID()

AC|_GATT_FIND_INCLUDED_SERVICES()

ACI_GATT_DISC_ALL CHAR_OF SERVICE()

AC|_GATT DISC_ALL_CHAR_DESC()




W

P

BEEZRTGATT APIHEXRAIREALISHANS2703 !

‘ﬁ ANS270
life.augmented

Application note

STM32WBx5 Bluetooth® Low Energy (BLE) wireless interface

Lys
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BLE{R

1 IFENETE

2 {RIDFEIRTV

3 SMPS

4 [ EETIEESE

\
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X-NUCLEO-LPMO1A

- BIRIFENE, FEEEITR
« OJRTEEREEEE:1.8v~3.3v

ES, N[E=E
' Eﬂ‘s’mi o JE E IE _ STM32L496VGT6 MCU @ 80 MHz
i nAez0oma S Rgae Aace s ) 3 x 12-bit ADC @ 3.2 Msamples/s
EBSBEl: 100nA~50mA | il -
100KHzT5EE, 3.2MspsSEiE=R
DHFENIESEE: 180nW~165mW

Power supply through USB

o ArduinoBiAZei == : 4-wire connector
- Bt 11 Fass g e § for any type of target board

- EEMBCge=alliv2.0

- H#FITEULPBench Local display:

EEMBC ULPBench score

Lys

life.augmented



CubeMonitor-Power

o AT HI STM32TFER =5 57 |
2 IFaITEENX WIS

| Sampling Frequency [Hz

\Time [s] 10.00 ) |

Current thresheld [pA] 1000

Trigger source sw -

Trigger delay [ms]

| Input Voltage [mV] 3000 750 . ‘

Functional Mode © optim -

5.6635 £.664 £.6645 5665 £.6655 5.666 5.6665

SELECTED TIME FRAME  0.005s

ADD DATALOG

\ < f o)

Lyy o
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VDDA 2 COMP
ADC
VREF+ VREF buffer CPU1, CPU2
SRAM1,2
VFBSMSP Digital
Voltage Regulator Peripherals
Radio sub-system

VDDSMPS

s

L

VDD /0 ring Reset block

Temp. sensor
2 PLL, HSI, MSI

VLCD VLCD buffer Standby circuitry
(wakeup, IWDG)

life.augmented

HERCE S

VDDRF

Radio RF

USB transceivers

VBAT
Backup domain

LSE, RTC, backup
registers



ZIMERDDFEIRETU
RUN (Rangel) at 64 MHz 117 (73) A [ MHz**

N Y
RUN (Range?2) at 16 MHz 109 pA / MHz** ﬁlﬁﬂglb%%j:lﬁgu
- BET
- 8 MEIIFEARIL, JLNFIRZL

. R

i
An EEMBC Benchmar
=4ee
= CoreMark 932% = 219
STANDBY + 32 KB RAM 320 nA/ 600 nA* JeIBimueits HEa e RAER

= ULPBbench 9524 = 303

I EE A E]

LPRUN at 2 MHz 103 pA [/ MHZz**

9 cycles SLEEP at 64 MHz 41 pA | MHz

9 cycles LPSLEEP at 2 MHz 45 pA [ MHz

1.7 us STOP O (full retention) 100 pA

4 ps (19 ps) STOP 1 (full retention) 9.2 yA /9.6 pA*

5 us (20 ps) STOP 2 (full retention) 1.8 uA /2.2 pA*
14 ps (25 ps)

STANDBY 110 nA / 440 nA**

14 ps (25 ps)

50 s SHUTDOWN 30 nA / 315 nA* HRFFISMPS[EIBTFIFFAT
0 ﬁﬁ!{%tsMPSTE Typ @ VDD =1.8V 2> M4 #ZIChNBFE = 53uA/Mhz
T @ 25 °C

*with RTC

"l ** from SRAM1

life.augmented
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MB1355C

12

STLIC (P vend]

AF,

5

000000

i

68



N
—
ot
111
cm

RUN (Rangel) at 64 MHz 117 (73) pA [ MHz**

I EE A () RUN (Range2) at 16 MHz 109 PA / MHZ**

LPRUN at 2 MHz 103 pA [/ MHz**

9 cycles

SLEEP at 64 MHz 41 pA [/ MHz

9 cycles LPSLEEP at 2 MHz 45 pA / MHz
( UTIL LPM_EnterLowPower ()
1.7 us STOP O (full retention) 100 pA
#ASleeptET,
4 ps (19 ps) STOP 1 (full retention) 9.2 yA /9.6 pA*
5 us (20 ps) STOP 2 (full retention) 1.8 uA /2.1 pA* A\ Stopkst
14 25 .
Us (25 ps) STANDBY + 32 KB RAM 320 nA /650 nA* RE 04€rat,on N
14 pis (25 ps) STANDBY 110 nA / 440 nA* 4—| ENOTES
v
30 ps SHUTDOWN 30 nA /315 nA* End -
() Typ. value for VBAT 2 nA / 300 nA* TYp @ Vpp =18V @25°C
SMPS mode * rwith RTC

m **: from SRAM1 -

life.augmented
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(EIhEEIE IERIS R FRd

Sleep =l Y las i \SleeptE
BI—1F

LowPower-Run TBRLPRA{ 5iHALP-Runf&=
ZHI—F

LowPower-Sleep  Hhlf/Z14 S5i#NLP-Sleept®
TLZBI—HF

Stop0/Stop1/Stop2 {F=EXTI, STOPWUCK=1,

FEIMEH HSI16

STOPWUCK=0,
MSI

Standby WKUPZS |B),RTCE{4, HSI16

LSECSS, NRST3|
ISR IWDGES

WKUPS [fil, RTCE{4, MSI 4 MHz
NRST3S |fIE1I

Shutdown

{ERTNFEIRT

RELEA

CPURTHHX[A]

XS ELth AT Fh AR RS £ R T
7

CPURTHX[F]

X BRI PR EIART SR TR

FrERdsXi4, BRTLSIFILSE

FrERTshRE, BRTLSE

70



HeartRate Demo: iﬂﬂiﬁﬁlﬁﬁ’gﬂﬁ%ﬁﬁ
-ESETAE

Projects » P-MUCLEO-WBSS.Mucleo » Applications » BLE » BLE_HeartRate » w |
Marne " Date rnodified Type iz
Binary 3320271 201 PRA File folder
%i**ni%% % Core 3732021 2200 P File folder
. EVVARMA 31652021 11:55 Ak File folder
_ FADK-ARR 332027 2207 PR File folder
% STR3Z2_WPan 37372027 2200 P File folder
# ) STM3ZCubelDE 332027 2207 P File folder
Q_J extSettings 3732021 2200 P EXTSETTIMGS File
ELE_HeartRate.ioc 3372027 2200 P STRAIZ Cubehdx
@] readrme, et 32027 200 PRI Text Docurnent

Ky n
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HeartRate Demo: NNXABEBITHEREL
AR

app_ble.c (8a753d4) < app_ble.c X

Projects » P-NUCLED 5.Mucleo > Applications > BLE > BLE_HeartRate » STM32_WPAN > App
APP_BLE Key Buttonl Action( APP_BLE Key Buttonl Action(
{
tBleStatus ret = BLE STATUS INVALID PARAMS; tBleStatus ret = BLE STATUS INVALID PARAMS;
ret = aci_gap clear_security db(}); ret = aci_gap clear_security db(};
if (ret == BLE_STATUS_SUCCESS) if (ret == BLE_STATUS_SUCCESS)
{ {

APP_DBG MSG{"Successfully aci gap clear sec ty db() ; APP_DBG MSG( "Successfully
1s 1s

APP_DBG_MSG("aci_gap clear_se ity _db() Failed , result: %d “n", ret); APP_DBG_MSG("aci_gap clear_se ity db() Failed , ®d \n", ret});
by h

d

STOP_MODE=8,
SLEEP_MODE=1

Hlpm flag;

if(1lpm_flag==5TOP_MODE){
UTIL LPM SetStopMode(1l << CFG_LPM _APP, UTIL LPM_ENABLE);
UTIL LPM SetOffMode(1 << CFG_LPM_APP, UTIL_LPM DISABLE);
1pm_flag = SLEEP_MODE;

lelse{
UTIL_LPM SetStopMode(l << CFG_LPM APP, UTIL LPM DISABLE);
UTIL_LPM SetOffMode(l << CFG_LPM APP, UTIL LPM DISABLE);
1pm_flag = STOP_MODE;

}

}

Lys
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Current (ph)

noon @ o=
=T = ]

I - T - - )

Lys
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Typ @ Vpp =

*

AL AN
S

SELECTED TIME FRAME ~ 10.000 s

1.8V @ 25°C

- with RTC

* . from SRAM1

WELSR: SLEEP*E'ZECI

[SWPEESEH

g g gy, T, S A e,

corbedin bl

e gy oo ol b Y A et 4 i STk

0.500 =

Energy:
3864.071

73



NELEER

- = B
n oG9 mo& om oo oW

00
00
00
00
00
o0
i)
00
00
000
500
000
500
o0

SELECTED TIME FRAME ~ 35147 s

Min: h Min: 4637475
Current: 0.000 735473 A 8 ) 0.000
SELECTED TIME FRAME 0.002 =

Encrg\,:

TYp @ Vpp = 1.8V @ 25 °C

* - with RTC
* - from SRAM1

STOP 2 (full retention) 1.8 pA /2.1 pA*

Lys 4
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BLE HeartRate Demo: XJEGRIIZSMPSFILDO
--REAHZ L

U M 2435 : VI SMPS domain
B IMP12
1|§&EE1¢1:]-9:FE?:?€ |>J—j S M PS .h.llglmpcr 2.54mm
L H IP6(1-2) Uls
SB31¥JH: SMPS}]F - . 4 | .
SB31%: SMPS%iH e = S
4-fak 100nF B | yixsmps
GND GND .| I [
2 | vsssMps

Open F STM32WBS5 QFN6S
GND

Close when SMPS=DFF
(Waming:
FW configuration needed)

Lys
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BLE HeartRate Demo: XJEGRIIZSMPSFILDO
R
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$FFHSMPS: STOP2{=RZ|

=l
T~

I
=1 T
s 04 & &8 &8 &8 &8 &8 &5 & & & & 505

wn
=1

e e
2

Current [ h)

=1

. sopa pa
@ Wm Gon
S 8 o a o

25 463745 4637475 46375
Time (s}
SELECTED TIME FRA_.  10.000 =

0.002 =

IMin:

Min: Max: Average: Energy:

Current: (O 207.990 A 797 ) 0.000 7537.842 207.990 A 7976.891 pJ

STOP 2 (full retention) 1.8 pA /2.1 pA* Typ @ Vpp =18V @ 25°C

* - with RTC
** - from SRAM1

78
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{SEFALDO: STOPZ*E;T:EI

Current {pd)

A 4 283 2835 2.86 2.865
N / =
Time (=)

0046 =

SELECTED TIMEFRA... 10.000 s
Iin: Max e
Current: 021

Energy:
0.220

STOP 2 (full retention)

1.8 pA /2.1 pA*

TYp @ Vpp = 1.8V @ 25 °C

* - with RTC
** - from SRAM1

life.augmented
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HeartRate Demo:IXAERS 1=
e

Current(pt)
Current (jh)

i}
@
wn
El
1
@
o
=
™
[}
P

Time (s) Time (=)
SELECTED TIMEFRA.. 10.000 s

Min: Manx: v e Energy: Min: Manc:

Current: 0.000 11444.09 . 0.000 11444.09

] =R ]
80ms~100ms 1s~2.5s

Ky o1
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—
n b

TRIEAIGER

G

TRIEAIGER

G

» Projects » P-MUCLEC-WEBS5.USBDongle » Applications » BLE » BLE_pZpServer »

P2P Demo: UiAEZE

o

\
\ A

==

- Marne Date rodified Type Size
Binary 33,2027 2:02 PRA File folder
% Core 3352027 2002 P File folder
EV AR 332021 2:02 P File falder
rADK-LRM 332021 2:02 P File folder
% STRA3Z_WPAN 332021 2:02 P File folder
% STh32CubelDE 332021 2:02 P File folder
@] readrme e 32021 202 PRA Text Docurnent g KE
v Projects » P-MUCLEQ-WBSS.Muclea » Spplications » BLE » BLE_pZpClient » w |
[’ Mame B Date modified Type S
Binary 332027 2:01 PR File folder
# Core 332027 2:01 PhA File folder
BRI 3732021 2:01 P File folder
hADK =L R kA 3372021 2:01 P File folder
. SThA3Z_WPAN 37372021 2:01 P File folder
% 3TM3IZCubelDE 3732021 2:01 P File folder
Q._J extSettings 37372021 2201 P EXTZETTIMNGS File
BLE_pZpClient.ioc 37372021 2:01 P FTR3ZCubehdx
@] readrme e 32021 207 PRA Text Docurnent

82



P2P Demo: i AEEESS]
PR

uMucleo » Applications » BLE » BLE_p2pClient > Core » Inc » app_confh »|E PUSH_BUTTON

W3_EXTIIRQHandler

1

EXTI4 IRQHandler
EXTI® IRQHandler

.Nucleo > Applications » BLE » BLE_p2pClient > Core > Src » stm32whio_it.c > P RTC_WKUP_IRQHandler{void)

PUSH_BUTTON_SW2_EXTI_IRQHandler(
{
HAL_GPIO_EXTI_IRQHandler(

¥

5.Mucleo » Applications » BLE » BLE p2pClient > Core > Src >

Button Init( )] Button Init(

BSP_PB_Init(BUTTON_SW1, BUTTON MODE_EXTI); BSP_PB_Init(BUTTON_SW1, BUTTON_MODE_EXTI);
BSP_PB_Init(BUTTON_SW2, BUTTON_MODE_EXTI);
BSP_PB_Init(BUTTON SW3, BUTTON MODE_EXTI);

#endl

life.augmented




P2P Demo: Mt AEIEZESEL
A

Lyy y
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P2P Demo: MdAREIEESZE]
v

APP_BLE_Key Button2_ Action( APP_ELE_Key Button2_ Action(

tBlestatus ret =

}conn_mode;
if{conn_mode == M
ret = aci_gap_start_connection_update(BleApplicationContext.BlefApplicationContext _legacy.connectionHandle,
Bx64, Bx64,
Bxee, 8x8ci38,
ex88,8x64}) ;
conn_mode =
}else
ret = aci gap start connection update(BleApplicationContext.BleApplicationContext legacy.connectionHandle,
Bx3E8, BOx3ES8,
Bx88, 8x8ci38,
8x088,8x64) ;
conn_mode =

}

if (ret ==

Lys
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P2P Demo: & A<[Gh&E#E

|

=

22888

Current ()
pA)

Current

Time (s)

ECTED TIME FRAME

10,000 s

Min:
Current: 0.000

£ 5 Min:
Current: 151 6 9 - 0.000

EEZIBIbR EEZIBIbR:
125ms 1250ms

) /4 86
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S{AI{LACBLEE TR

\
/

1 BLEHESEFIER

2 BLEEIFERMHERS

3 M TIFE=HI
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N

1.BLEIRiCEifl ==
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\
/

BLEE RS

One complete period

 ERmEE
BN, =
— A R

Lys
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BLEE TR
---BLE4.0/4.1

Packet Format

E > SZL e
* M%U@z * Preamble Access Address PDU CRC
e« 1Mb/s (1 octet) (4 octets) (2 to 39 octets) (3 octets)
* Length: __
° 5b|t, E%ksj.?:ﬁ_ PDU Format
e BE L = Header Payload MIC
° 1%5&52@[ . (2 octets) (up to 27 octets) (4 octets)

e 31—-4 (MICKE) =27=FT

" Header Format

LLID NESMN SN MD RFU Length RFU
(2 bits) | (1bit) | (1bit) | (Lbit) | (3bits) | (5bits) | (3 bits)

Ky %
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BLEBTHIES
---BLE4.0/4.1

Packet Format

& T—
r g
# —
I S
r -
e
s

o R@,EI’JE::':F'HTIEU
TEKE = 1(RISAE)+4 (A
k) +2 (PDUsL) +3 (CRC)

= 10345 |
/PDU Format
Payload MIC
(up to 27 octets) (4 octets)
° ?EEF'EY”E—_] : Header Format
1OByteS X 8pit LLID NESN SN MD RFU Length RFU
= 80us (2 bits) | (1 bit) | (1bit) | (1 bit) | (3 bits) (5 bits) (3 bits)
1M b/s

Ky 01
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BLEBTHIES
---BLE4.0/4.1

Packet Format
- TEHZHEIE:
- RAKE =1 (FISHE) +4 (&
AHtE) +2 (PDUSL) +27 (2

1) +4 (MIC) +3 (CRC) =

417—13 /' PDU Format

Header Format

o ZTHARYE]: up | Nesn| sn | mD RFU Length RFU
41Bytes X 8bit 308 (2bits) | (1bit) | (1bit) | (1 bit) | (3bits) | (5bits) | (3 bits)
1M b/s - us

Ky 02
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BLEE TR

4.0/4.1
80 s = o 1+ BAPE :
_ ..'_Iﬁ o |
150 ps 150 us
BREmKE (27 % 8)bits 216bits
322/,\ _ = ~ =
BILEAT = PNI— = (80 + 150 + 328 + 150)us _ 708us  0-305b/us = 305Kb/s

Ky 03

life.augmented



o JAHEER:
e 1Mb/s

* Length:

« 8bit, & K255
SEYESZ N
« 255 -4 (MICKE) =251=FT

[
. |

Lys

life.augmented

Packet Format

BLE

TETUEER
---BLE4.2

Preamble Access Address PDU CRC
(1 octet) (4 octets) (2to 257 octets) (3 octets)
PDU Format
Header Payload MIC
(2 octets) (up to 251 octets) (4 octets)

Header Format

LLID
(2 bits)

MESN SM
(1 bit) | (1bit)

MD
(1 bit)

RFU
(3 bits)

Length
(8 bits)

94



BLEE\:H:L—I—
---BLE4.2

. T@,EI’Jﬁ:':PHTIEU
EAKE =1 (AISE) +4 (& J

AMBtE) +2 (PDUsL) +251
(FHfr) +4 (MIC) +3 (CRC)
— 265?—_1%- :';PDU Format

i T
i T
i -----"
/
/
!
F, -
-

/" Header Format

Packet Format

o THARYE]: lup | NEsn| sn | mD RFU Length
265Bytes X 8bit 2020 2bits) | (@bit) | (@bi) | (@bit) | (3bits) (8 bits)
1M b/s - us

Ky o5
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BLEMEITUER
---BLE4.2

4.0/4.1
R | T T T R
80 ps 28 ps
150 us 150 us
4.2
R T T T R
80 ps 2120 ps
150 us 150 us
BRrI%E (251 x 8)bits 2008bits
l] %/\ v = - = A =
BHHEART PN (80 + 150 + 2120 + 150)us _ 2500us ~ 0-803b/us = 803Kb/s

life.augmented



BLEE TR
---BLE5.2(2M PHY)

4.2
R T T T R
80 us -+ - 2120 us '
150 us 150
5
R | T.IFs T TIFS | R
40 ps 1060 ps -
150 ps 150 us
B AR (251 x 8)bits 2008bits
l] %/\ v = - = A =
BHHEART PN (40 + 150 + 1060 + 150)us _ 1400us ~ 1-4blus = 1.4Mbls
JGCIE/RA

life.augmented
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16

14

1.2

40/41

Throughput (Mb/s)

4.2

® Throughput (Mb/s)

98



WBEFH B EERRSE

AN5604:STM32WB Series BLE interoperability report

Lys
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2 BLEE I EEMAES
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AL

o KiEEIT: - SRg:
o EAFIES: 1M/2M - {$EFH2M PHY
- PDUBREIRANIKE: 251F1H  hci_le_set data_length(con_handle, 251,
265*8)

- IEIN—TEEEE: 1400us (2M PHY)

Lys

life.augmented

101



REZ(L
--hci_le_set data_length()15i8H

Table 68. HCI_LE_SET_DATA_LENGTH input parameters

Parameter m Description Possible values

Connection_Handle Connection handle for which the command is given. 0x0000 ... OxOEFF

TxOctets 5 Preferred maximum number of payload octets that the local controller

iIncludes in a single link layer packet on this connection 0x0018 ... 0x00FB

i Preferred maximum number of microseconds that the local controller must
TxTime 2

use to transmit a single link layer packet on this connection 0x0148 ... 0x4290

- TEARIZHARTE]:
. E;Et;f 1 (AISAY) +4 (EAMBLE) +2 (PDUsL) +251 (Ffar) +4 (MIC) +3 (CRC) =265%F15
- ZRRAT(E]:

265Bytes X 8bit
1M b/s = 2020us

- 1EEMINEVER: hci le_set data_length(con_handle, 251, 2020)

Lys
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EESy R
--ATT%' T

« KIE)ER: - RIE:
 (ERHMAIM ATV EEEEE « NotifyagWrite without response/ =,
- WAFEERIEERAKE? « FEEDER: FHMERAKKE=251 (ZEHPDUHHEERAIE)

-4 (L2CAPEfL) -3 (ATTEGSL) =244
e IFEMAX_ATT MTU=251

Ky 103

life.augmented



3. i =&

life.augmented



iz wB xkﬁﬂi?
- HEFLE

v Projects » P-MUCLEQ-\MYBSS.Mucleo » Applications » BLE » BLE_DataThroughput » vl
i Marne Date modified Tepe Size
o Core 3372027 2207 P File falder
EWVARM 37252021 11:43 Ak File folder
TR MDK-ARM 3/3/2001 201 P File folder
O SThA3Z WRAN 3372021 20 PRA File folder
% SThA32CubelDE 332021 201 PRA File folder
. readrmetet 332047 207 PRA Text Docurment KB
v Projects » P-MUCLEQ-\MYBSS.Mucleo » Applications » BLE » BLE_DataThroughput » vl
i Marne Date modified Tepe Size
o Core 3372027 2207 P File falder
4PANSZ Mg S EWVARM 37252021 11:43 Ak File folder
W hADK-LARM 3372021 20 PR File folder
O SThA3Z WRAN 3372021 20 PRA File folder
% SThA32CubelDE 332021 201 PRA File folder
readrmetet 332047 207 PRA Text Docurment KB

105
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DTSHRSS I
S R G

CHAR1 Notify None EL%HE
CHAR2 255 Write None thlﬂz*&ﬂ%. RX
CHAR3 255 Notify None BIVEFHBIER (M)

’l 106
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|

i 5o | iTFE

| DTsmaEL . |oTsms s
e FH : e  |rarm

° DTSHE%?‘)J&‘I:'M‘K I T c
o FFEIHE i R
y }A*)-L: ZHE ¥ : Interval : 400ms
- DTSIRSHIaRL | Ctemeites [,
- FREIE |
o TR
- SW1: KIEFHEFX
« SW2: igE2M PHY

Lys
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4EE

=0 nd

IHie(E sSEEVE ST A BEAERL
(bits/s) (bits/s) (bits/s)

BLE 5.0 1M PHY =803000 775680 781440 =97.3%
BLE 5.0 2M PHY =1400000 1368960 1378570 =08.5%

K’[ 108
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BLERYZ 2451

1 REHEEFA

2 (N Bc) ey o o

3 Xy
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L FBSFARIRN I

ZE2REN: BhLENEHEE IREEEE(SE  IAME(Authentication):
« BRVEUE, BIRAHE=FEFR

TE=TE: CI1A
» Confidentiality ({RZ514%)

o Integrity (FEEEMH)
« Availability (B3E)

[GFA(Privacy): BALLIEER

life.augmented



L =B Z=HFRFA

- REM ( Confidentiality )

ARIELS
B: "ABCD1234"

2349: "ABCD1234’ ((<1>)) "ABCD1234"
CEXXX

Bob

life.augmented



ZE =B HIFRFA

-SSR ( Integrity )
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LT =B H=TFRFA
-BXE (Availability )

&
(& vcce)

life.augmented



LT =B H=TFRFA
--f2FA ( Privacy )

w
CEXIX)

() {R%F, Bob

life.augmented



T2 =BXMEFA
--TAUE ( Authentication )

.
* FZEAlice
{RY¥F, Bob,
“)

Bob
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WL FERSIRIFTalE I

Oy ——
RIS

(MITM)
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U s 4 e i

6T, 24bit
company ID+ 24bit
company assigned,

Public WIEE, FERIS
REHAERLS, — Lk

Address E RIS AES J
Static

Address

Non-
resolvable

Random ( )
Address Address

BLE Device

6=2%5, AR Private
£, B Address

Resolvable

( )

TERT ST,
AN

Address

’l 121
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( Initiator ]

|

[ Responder ]

Established LL connection

)

(
|
|
(

p—

-

- (Optional) Security_Request
Pairing_Request o| Phase 1
< Pairing_Response
Pairing over SMP:
~ Legacy pairing or Secure Connections »| Phase 2
Establishment of encrypted connection with key generated in phase 2
-
- Key Distribution
- Key Distribution -
Key Distribution |
A
v v

BCXy

=R

123




BeXd

-FFIEAS IR

Field Code 10 00B AuthReg (1 Byte) Maximum Initiator Responder
Sub- (1 Cap DF | BF | MITM | SC | KP | Reserved | Encryption Key Key
define | Byte) (1 (1 Key Size Distribution | Distribution EE&;_I-.I%E;}? /ﬂ[l‘J]
Byte) | Byte) (1 Byte) (1 Byte) (1 Byte) }—\— AZ—t
W BT
Bits* 8 8 8 2 1 1] 1 3 8 8 8 mﬂ_t

Table 1 Pairing Request/Response

*Bit order is L5B to M5B.

Local output capacity

No output Numeric output / iﬁ%ﬂ’ﬂ?ﬁéﬂ )\
No input | NolnputNoOutput | DisplayOnly E@Hﬂﬁgj]

Yes/No I'wlt;&ln[:lll.ltl‘dl:lnt:i'ut|:|u.4t1 DisplayYesNo

Local input
capacity

Keyboard | KeyboardOnly KeyboardDisplay

Ky 124
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. EENISA —
; OOB Set OOB Not Set | MITM Set MITM Not Set
1§ ffﬂﬂﬂjfi li 0OB Set Use OOB Use OOB
« {N8EI{E: Just Works § | 00BNotSet | UseQOB | Check MITM
R EHU )\M\%ﬁ - Passke . 5 Use Use
Hﬁ’l*mO B diOOB) =Hif g WITM Set IO Capabilities | 10 Capabilities
* ™. ut-or-Ban o
MITM Not Set :;':f% . ==
apabilities | Just Works
Initiator
2 AN 4T
TEIEE:
e OOB Set OOB Not Set | MITM Set MITM Not Set
- {NBETAF: Just Works OOB Set Use 00B Check MITM
=P
- BINEH: Passkey . § | 0OBNotSet | Check MITM | Check MITM
° -%"-9" . OUt-Of'Band(OOB\ _1@ § MITM Set Use Use
. = Numeric Comparison @ IO Capabilities | 10 Capabilities
x
Use Use
SRR IO Capabilities | Just Works
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BeXd;

>Z

m)pyvini

Initiator
Display Keyboard Nolnput Keyboard
Responder | DisplayOnly | YesNo Only NoOutput Display
Passkey Passkey Passkey Passkey
Entry: initia- | Entry: initia- | Entry: initia- Entry: initia-
tor displays, | tor displays, | tor and Just Works tor displays,
Keyboard responder responder responder Unauthenti- | résponder
Only inputs inputs inputs coted inputs
Authenti- Authenti- Authenti- Authenti-
cated cated cated cated
Nolnput Just Works Just Works | Just Works | Just Works Just Works
NoOutput Unauthenti- | Unauthenti- | Unauthenti- | Unauthenti- | Unauthenti-
cated cated cated cated cated
Passkey Passkey
Entry (For Entry (For
LE Legacy LE Legacy
Pairing): Pairing):
initiator dis- initiator dis-
lays, plays,
Passkey P Passkey
Entry: initia- :':sggnder Entry: ir:suptsm der
tor displays, P ' responder Just Works P '
Keyboard |  oqhonder Authenti- displays, ini- | Unauthenti- | Authenti-
Display inputs cated tiator inputs | cated cated
Authenti- Numeric Authenti- Numeric
cated Comparison | cated Comparison
(For LE (For LE
Secure Con- Secure Con-
nections) nections)
Authenti- Authenti-
cated cated

Lys
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Initiator
Display Keyboard Nolnput Keyboard
Responder | DisplayOnly | YesNo Only NoOutput Display
Passkey Passkey
Entry: Entry:
Displa Just Works Just Works responder Just Works responder
Onll; g Unauthenti- | Unauthenti- | 9iSPIays. ini- | oo ihenti- | displays, ini-
cated cated tiator inputs | o164 tiator inputs
Authenti- Authenti-
cated cated
Passkey
Just Works Egt:-v (For
(For LE Pairingegac): y
= responder
Eavina) Passkey displays, ini-
U“::"'e"“’ Entry: tiator inputs
Just Works | cat responder Just Works
Dlepaery Unauthenti- displays, it | Unoutent | cated.
YesNo
tiator inputs
cated = cated -
Numeric | Authenti- Sl
Comparison | cateq Comparison
(For LE (For LE
Secure Con- Secure Con-
nections) nections)
Authenti- Authenti-
cated cated
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—(EFEINT . ZEEEIN (Passkey Entry)

Passkey Entry Pairing, Pairing Feature Exchange. 1 TK:%FE@)\PaSSkey (%TK:OHj‘ I ng USt
) . Works, HTKEOOBRER, JIOOBHEXY)

Passkey Entry pairing algorithm select from parameters of Pairing Request and

l response on previous phase, Pairing Feature Exchange | o F$128b|tﬁiﬁ$ﬂ'§& * Mrand ) Srand
_

Create Mrand Create Srand

Set TK = User input passkey Set TK = User input passkey ° 2 }_“_ZEE128bItEm-I’A{E : Mconfl rm I Sconflrm (}_\‘_ZEE
' ' BREL: HTK, MUSFERNRA bR TE )

2. 4 |Generate Mconfirm Generate Scomfirm

S — - « 3.IGF: {EAMrandffiAMconfirm, {EFESrandff
/ : IASconfirm, WNRFHAKYE, NREIECIIAIL.

PairingRandom (Mrand)

N\ /7

A

.
>

3 Check forconfimvaluematch| o 4 STK ¢ yn% 'I,IE%BEJZI}J %B o{ L"'%STK #ﬂ:
= R AR

\ Check for confirm value match

~

4. - |

— —— * STKEE LA MERM
STK = s1(TK, Srand, Mrand) ]
1 1 * Mrand

STK is calculated by running S1 with the TK value as the key input
I I
K ’ l 127

and initiator and responder random numbers.
[ ]
Link is then encrypted using STK Srand
life.augmented



T SpabrS Ll

--ZE1ER . Numeric ComparisonF]Just Works

Initiating Reg):gg;ng
© REERFERHECOHBEIMFTINER L, R T7TEBALITHISR

Start computing DHEey |- 1b. PKb ] Srl—flg;c;mppzustg[lf?ﬁobﬁ;::} 14:—F§[I 1@%&%%5 TJJ\%EI}] rﬂ%ﬂo
DHKey = P256(SKa, PKb) o —= sl N
y 1. BT AHERPKa, PKb RIEECDHEEERDHKey
2. WITERBENEL
&b ThPKD, ok, Nb, 0 3. MMNANREEMIEASRCD,
e 4. ChRIXLERIBIRE
5. Ma .
6. b 5. KiRERIEMEHEINa
6. NIRIREAIEREHEIND
6a. Check if Cb = f4(PKa, PKb, Nb, 0) . . . _ N .
If check fails, abort 6a &@lﬁ%]&?j’ﬁlﬁl yu%*mﬂmug@iiﬁ 3':'5
Va and Vb are & digit numbers Justhrksiﬂ’l‘q‘iﬂﬁiﬁﬂE sl £
to be displayed or? each side. 7 . %)j XRE#:U Iiﬁva IEE|zz|<::—_|-Ea: Vb

7a.Va = g2(PKa, PKb, Na, Nb) Tb.Vb = g2(PKa, PKb, Na, Nb)

2b. Select Random
2a. Select Random Nb
Na

USER checks if Va = Vb L4 ?éi%j:g\] ust WOrkS : %gﬁiIE

Process if each USER confirm "OK',

Long Term Key Calculation

"[ 128
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—
n b

TRIFMIGER

E—

TRIEAIGER

G

JWBLEEEXT
S TE

v Projects » P-MUCLEO-WESS.Mucleo » Applications » BLE » BLE_p2pClient » v O
B Marme B Date modified Type =i
Binary 37372021 2:01 P File folder
Care 33027 201 P File folder
EWtiA R 3372021 2:01 PR File folder
RADK - R A 332021 2:01 PR File folder
o SThATZ_WPAN 332027 2:01 PR File folder
# STM3IZCubelDE 332021 2:01 PRA File folder
Q_J extiettings 332027 2:01 PR EXTSETTIMNGS File
BLE_pZpClient.ioc 3372021 2:01 P ST Cubehdx
Q_J readrme.td 332027 2:01 PR Text Docurnent
» Projects » P-MUCLEO-WES5.Mucleo » Applications » BLE » BLE_pZpServer w|
~ Marne B Date modified Type iz
Binary 3372021 2:01 P File falder
# Core 332021 2:01 PM File folder
EnSAR M 3372021 2:01 PR File falder
hADK- ARk 3372021 2:01 P File folder
% STRATZ_WPAN 3372027 2:00 PR File falder
% STM3IZCubelDE 3372021 2:01 PR File falder
Q_J extiettings 3372021 2:01 PR EXTEETTINGS File
BLE_p2pServerioc 3372021 2:00 P TR Cubehd

Q] readrme.td

31352027 2:01 PR

Tewt Dacurment
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BCXItHKAPI

Table 144, ACI_GAP_SET_IO_CAPABILITY input parameters

Parameter m Description Possible values

0x00: IO CAP DISPLAY OMNLY
. Dx01: 10_CAP_DISPLAY YES _NO
|0 Capability 1 |0 capability of the device. . 0x02: 10 CAP KEYBOARD ONMNLY
. 0x03: 10_CAP_NO _INPUT_NO _OUTPUT
. 0x04: 10 CAP KEYBOARD DISPLAY

o IRTFWANBEE?
- IREHHEEIA?

Ky 131
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Table 146. ACI_GAP_SET_AUTHENTICATION_REQUIREMENT input parameters

Parameter M Description Possible values

Bonding_Mode

MITM_Mode

SC_Support

KeyPress_Notification_Support

Min_Encryption_Key_Size

Max_Encryption_Key_Size
Use_Fixed_Pin

Fixed_Pin

Identity_Address_Type

Lys

life.augmented

1

Bonding mode. Only if bonding is enabled
(0x01), the bonding information is stored in
flash

MITM mode

LE secure connections support

Keypress notification support

Minimum encryption key size to be used
during pairing

Maximum encryption key size to be used
during pairing

Use or not fixed pin. If set to 0x00, then
during the pairing process the application is
not requested for a pin (Fixed_Pin is used).
If set to 0x01, then during pairing process if
a passkey is required the application is
notified

Fixed pin to be used during pairing if MIMT
protection is enabled. Any random value
between 0 to 999999

Identity address type

.

0x00: No-bonding mode
0x01: Bonding mode

0x00: MITM protection not
required

0x01: MITM protection required
0x00: Secure connections pairing
not supported

0x01: Secure connections pairing
supported but optional

0x02: Secure connections pairing
supported and mandatory (SC
only mode)

0x00: Keypress notification not
supported

0x01: Keypress notification
supported

0x00: use a fixed pin
0x01: do not use a fixed pin

... 999999

0x00: Public identity address

0x01: Random (static) identity
address

EEBEW LS

ERERTEER?
B\ PINFBRYEHE 2 S ERIXT /5 ?

BRI
R
Hyh A7

« BINTSIE
+ IGREMAIK:
* (DETHE: Just Works
BARH: Passkey a

« P Cu-of-Bana(O08)

Just Works

CORM S | Une 00N

e

i
“-nn-u-

Boxd 75 ki I

T L
0 Capatition |10

s | e
10 Capatiten | Jam Wores

| 008 5et

[ Totesm e 000

& s
i

[T ]
1

| comarama | 1

‘\,u
WGy | s
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BCXItHKAPI

Table 194. ACI_GAP_SEND_PAIRING_REQ input parameters

Parameter m Description Possible values

Connection_Handle 2  Connection handle for which the command is given. 0x0000 ... OXOEFF
i | i i i + 0x00: NO
Force_Rebond 1 If 1, pairing r-._alz_:quest IS sen_t even if the device was previously bonded,
otherwise pairing request i1s not sent. . 0x01° YES

EERNIZ R, JUAREEITRIE.

K’[ 133
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FCXTZ5ER
-Z3hg],

ATT Read By Group Type Transaction {1 - Max Handle, Primary Service: Generic Attribute » Generic Access)
ATT Read By Group Type Transaction (6 - Max Handle, Primary Service: 0000FE40-CC7A-43 24-9844-7F 2ED 5B 3E53F)

AR 55 RO4F M R I
ATT Read By Group Type Transaction (13 - Max Handle, Primary Service; Attribute Mot Found)
ATT Read By Type Transaction {12 - 17, Characteristic Dedaration: Read, Write w/o Resp, 14=0000FE41-8E22-4541-9D4C-21EDAES2ED 19) T
ATT Read By Type Transaction (14 - 17, Characteristic Dedaration: Motify, 15 =0000FE42-8E22-4541-904C-21EDAES2ED 19 T

ATT Read By Type Transaction (16 - 17, Characteristic Dedaration; Attribute Mot Found)

ATT Find Information Transaction (17 - 18: Client Characteristic Configuration)

ATT Find Information Transaction (18 - 18; Attribute Mot Found)
tifications=Enabled, Indications =Disabled) %;

SMP Authentication Stage 1 (Just Works / Mumeric Comparison » Ch=C2FC33A2:E590B 168: 1C23066C: 1IFE9FFEE)

SMP Authentication Stage 2 (E2=2E2443BB:F7FABS56: C78BSF83:ECO3A07F » EL=B3196167:6E755454:67234E588: 3C867561)
ﬁ LLCP Encryption Start (E00V =0x0000, SK0m=0xFFIEF86583C2ECE3, IVm=0xAG0BDC3D » SKD==0x63046EB66A4A2008, 1V ==0x82578C51)
= Encrypted ACL Link Layer Traffic (x 3, 6.755)

"l 134
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OTAMN BN

1 OTAE

2  Wo{EBLEN FHEROTAINEE?

3 OTA: Step By Step

K’[ 135
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STM32WBXUHZ[E {42814 I

CPU2
(Cortex MO+)

e

CPU1
(Cortex M4)

Bl 7 LAHOTARES

FoiEEHOTAEH
Ky 137
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OTA
--FAFPEREF

Flash |[EEEUSCAEE Tt AE+FUS T AR +FUS

----------- SFSA - oo GFESA oo GFESA
THEX AKX
AKX
- RS >
OTARRR OTARER OTARERE
PRI iGNV EFETAIN AR

’l 138
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OTA
--T?JWW s=2k5h

FUSE(4 FUSE(4
TN EV1.0 f TN AEV2.0 }

&t} i%v1.0

----------- SFSA rereeeeece GG oo

----------- SFSA-——

AKX AKX
OTATER OTAREFRR OTAIER
RS &k a“ﬁEl'J)Jl]"‘ 22 *Dﬁ&twﬁ

‘ﬁ -I-jJ‘-LM 2 E,J-UJ"LM | 139
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OTAQY

3 Reboot service

System reset

1 No
OTA client .) User app OTA request?
2 OTA request 4 Yes
OTA client ‘))) OTA app 5 OTA app active
6'User FW or 7 Update
wireless stack
update request
Application Wireless

update service

update service

FUS wireless
update service

MS51780V1

140




OTAEZF4F

BLERBFTER
RS #0 Table 1. Reboot request characteristics
" Service
I #0 One of the BLE
o UuiD -
user application
¢%,r$ #1 Characteristics
Function Request device reboot for OTA application
Size 3
Mode Write
UuiD 0000FE11-8e22-4541-9d4c-21edae82ed19
Base addres{
0x00 Application
0 Boot Mode:
oot ode 0x01 OTA application
Fields
p 1 Sector Index OxXX -> 0x080XX000
AR5 #n 3 Number of sectors to erase | 0x00 — OxFF

141
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Table 2. OTA Service and characteristics declaration

Service
SgdAalt::V uuibD 0000FE20-cc7a-482a-984a-7f2ed5b3e58f
Characteristics
Function Address to store the file
Size 4
Mode Write OTA *EIEEF%_
uuiD 000FE22-8e22-4541-9d4c-21edae82ed19 OTA HE%
Base address 0x00: STOP all upload
| 0x01: START wireless f.ile l‘JpIoad %ll‘il - Base address
Fiolds 0 Actions 0x02: START user application file upload

0x07: File upload finished
0x08: Cancel upload

=+ . :
1-3 Address 0x007000 Y542 File upload
Function Confirm the reboot of the application after file uploaded confirmation reboot
File upload Size !
confirmation Mode Indicate
reboot o= 5
uuID 0000FE23-8e22-4541-9d4c-21edae82ed19 M3 OTA raw data
Fields 0 0x01 Reboot
Function Data to transfer file (split by 20 bytes)
Size 20
OTA raw data | Mode Write without response
uuID 0000FE24-8e22-4541-9d4c-21edae82ed19

"l Fields 0-19  |Rawdata 142
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Table 3. AD structure - Main

AD Field Name AD Type AD Len Record size
TX_POWER_LEVEL 0x0A 2 3
COMPLETE_NAME 0x09 8 9
MANUF_SPECIFIC OxFF 13 14
FLAGS 0x01 2 3

Table 4. AD structure - Manufacturer specific field

Byte Name Value Comment

0 Length 8 -

1 Type OxFF Manufacturer specific

2 Version 0x01 -

3 ID 0x00 - OxFF 0x86 for OTA loader

4

. Feature group A Reserved

Bitfield

6

- Feature group B 0x20 for OTA enabled device
8-13 Public device address Bytes Optional

Table 5. AD structure — Group B features

Bit(s) Field
15 Reserved
14 Thread support
13 OTA reboot request
12-0 Reserved

OTARFIERY 15

o« | TREUE:
* OxFF

- [IBE:

. ID:0x86 (ZIFOTA)

* Feature Group B:
« 0x20: OTAfFEEIRE

*23%: AN5289
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4y
=t

&0

Heart Rate ea Remote
(Server) (Client)

Connection created
Discover Services & Characteristics

< Write Request Characteristic (reboot in OTA Mode, Delete Sectors
Response

Reboot
Characteristic

Reboot — Delete Sectors
-

Start OTA Application Scan & Connect

Search OTA Service
Search OTA
Characteristics

OTA Service &
Characteristics

Connection created
Discover Services & Characteristics

Write Base Address Characteristic (File Type, Base address

»
>

Write Raw Data Characteristics (Payload)

Response

Write Raw Data Characteristics (Payload)

Upload NEW

Write Raw Data Characteristics (Payload) Application

Write Base Address Characteristic (File Upload Finished CRC32

Indicate File Upload finished

Gy e
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Smart Phone App - ST BLE Sensor

) sTMicroelectronics - GitHub x =

(@] f] (& https:;//github.com/STM c-oe\:—:trcni:sl’:=ST+5LEfSer*.=:-

>
o *
I JJNH™J O Why GitHub? Team Enterprise Explore Marketplace Pricing

« https://github.com/STMicroelectronics | T eyt -

Ite.augmented  and into the future.

w.stcom

 https://github.com/STMicroelectronics/STBlueMS i10S
« https://github.com/STMicroelectronics/STBlueMS_Android "

[ STM32MPU_EmbSW_Overall Offer [ STM32Cube_MCU_Overall_Offer STM32MPU_EmbSW_Android_Overall O

STM32MPU_EmbSW._Overall_Offer This repo describes all STM32 MCU related GitHub frer
cts. The offer for the STM32 MCU STM32MPU_EmbSW_Android_Overall Offer
ucts

k #-1 e %o wio %1

[ STMems_Overall Offer

STMicroelectronics offers a full set of drivers and

configuration examples for using MEMS sensors with

different operating systems. This repository describes

all open source GitHub projects related.

w2 Y

‘ [ Q_ ST BLE Sensor o J Type = Language ~ Sort ~
2 results for repositories matching ST BLE Sensor sorted by last updated D Clearfitter

Top languages

@®C ®C++ @Java @ HIML Shell

STBlueMS_Android

“ST BLE Sensor" Android application source code.

Most used topics
android  stm32  ble  bluctooth-low-energy  stm32ode  bluestsdk

stm32cube-mcu-component  bsp
@k ¥4 6 (D5 110 UpdatedonFeb26

e bsp-component  hal-driver
stm32cube-meu-package
STBlueMS_iOS

“ST BLE Sensor" iO$ application source code.

@Objective-C ¥ 24 Y¥3s (D2 190  Updated on lun 22, 2020 People >

This organization has no public members.
You must be a member to see who's a part
of this organization.

146
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https://github.com/STMicroelectronics
https://github.com/STMicroelectronics/STBlueMS_Android

W Projects W Projects

OTAIREB=xR

v P-MUCLEQ-WES55.Mucleo P-NUCLEO-WB35.Nucleo

Lys
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BLE_BloodPressure
ELE_CableReplacement
BELE_DataThroughput
BLE_HealthThermometer
BLE_HeartRate

v Applications v P-NUCLEO-WE55.USBDongle
w BLE v Applications
BLE_Beacon BLE

BLE_HeartRate
BLE_pZ2pClient
BLE_p2pRouteur
BLE_p2pServer

BLE_HeartRate_ota

BLE_TransparentModeVC

P

BLE_HeartRateFreeRTOS
BLE_Hid
BLE_MeshLightingDemo

BLE_Ota

BLE_p2pClient
BLE_p2pRouteur
BLE_p2pServer

BLE_p2pServer_ota

BLE_Proxirnity
BLE_TransparentMode

MS52611V1
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YMe]{sEBLEMN FHEL S5 OTAIDEE?

-7 NIReboot RequestfH &

Flash |[EEEUSCAEE Tt AE+FUS T AR +FUS

----------- SFSA-—— e GEG A e GEG A
TRX TRX
AKX HeartRateW; 5
G (A0 Reboot
RequestfFit) >
W OTATERE OTAREF OTARERR
IR il SESEN Wz EGTRIN B

148
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QN{el{sEBLEN FHE SR OTATLIRE
---Link 314 1'%651

[*-CPU Vector Table- Without OTA support*/

define symbol __ ICFEDIT _intvec_start = 0x08000000;
[*-Memory Regions-*/

define symbol __ ICFEDIT _region_ ROM start = 0x08000000;

define symbol __ ICFEDIT _region_ ROM_end_ = 0x0807FFFF;
define symbol __ ICFEDIT _region_ RAM1_start = 0x20000000;
define symbol __ ICFEDIT region RAM1 end = 0x2002FFFF,;

[*-CPU Vector Table- With OTA application*/

define symbol _ ICFEDIT _intvec_start = 0x08007000;
[*-Memory Regions-*/

define symbol _ ICFEDIT _region_ ROM start = 0x08007000;

define symbol __ ICFEDIT _region_ ROM _end = 0x0807FFFF;
define symbol __ ICFEDIT _region_ RAM1_start = 0x20000004,
define symbol __ ICFEDIT region RAM1 end = 0x2002FFFF;

Ky 149
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3. OTA: Step By Step
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OTAFER: 5T\—
---ST BLE Sensor

+ FAiConnect To A Device, FFSATHE

> ‘ P2PSRV1
1 Hcieo 80:E1:26:00:50:D6

S - FiE5ehk/a, fEDevice ListP=HINST

A RBIRNIRES
e Service UUID
* Feature Group

CONNECT TO A DEVICE

CREATE A NEW APP ABdUT
ST BLE Sensor

Version:4.4.1
© 2019 STMicroelectronics

- FAhDevice ListPAViIRss, T Ti1ERE

Lys
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OTAHZ: FT—
---ST BLE Sensor

o
H

-Firmware Updatejsclin

=  Firmware.. STARTLOGGING } & Device List :

_ r STM_OTA
Reboot options 80:E1:26:00:50:D7

Select the sector to delete during

the reboot o ﬁj&%ﬂ _*EJ,_‘%_E%E

@ Application Coprocessor Binary

O Wireless Coprocessor Binary

O Custom

_ ° o —F =
Selected firmware: SELECT FILE ,lf—‘__l L E =

=ieanl

lml
L

T}

- B5fE, EFfmE:

- WNERBINSTM_OTARYS #Fixss, FIHE(HH
NTOTATER.

"l 152
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OTAHZ: FT—
---ST BLE Sensor

* BAERRE

Address

0x7000

(® Application Binary (O Wireless Binary ¢ ﬁj::%:)\_‘l . 1@*%1&1:]]: . OX7000

Selected firmware: BLE_HeartRate_
ota.bin

SELECT FILE

° @\L#_E)\_\L ] *EF%_

° &T%)L\L . *EI:'EJ% =] 14:

Uploaded 4060 bytes

& » Rt MK
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OTAHZ: FT—
--- ST BLE Sensor

— : . S etsEN
=  Firmware.. STARTLOGGING : <  Firmware Upgrade STM32WB o ﬁ/kﬁf}ﬁlx%

Address

0xf000

Reboot options

Select the sector to delete during

dispredioot O Application Binary @ Wireless Binary ﬁ%ﬁ]\i}‘dﬁ@ﬂﬂﬂt 0xf000

O Application Coprocessor Binary

Selected firmware: stm32wb5x_BL

@ Wireless Coprocessor Binary E Stack fw.bin

(O custom SELECT FILE

(A)viy vt UK B

Selected firmware: SELECT FILE

IR T MM AR E

Uploaded 141040 bytes

N 0 9 o ,If_"_l\
‘ﬁ 154
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OTAR: B
--- STM32CubeMonitor-RF (EZT{E)

Lys

life.augmented

P STM32CubeProgrammer ol ®@|[=
C »
g e SR O Yy x Ky
CubeProgrammer b .
=== Frasing & Programming @ Connected
I
,, ; Erase flash memory | Erase external memory
Dowr d
& File path ~ ble_transparent_ mode ' =~ Erase selected sectors | Full chip erase
[V
B Start address  0x08000000 —
OR | Select | Index Start Address Size
[ Skip flash erase before programming \ 0 0x08000000 4K
Vally i | 1 0x08001000 ax
s \ 2 0x08002000 4K
\ Run after programming —_—
U 3 0x08003000 4K
Start Programming 3 4 0x08004000 ax

« USB Dongle SW2FFxikZIIE1
» FFUSB DonglefE NEERXUSBL, {&EF3USBIES:E:
- TEEFTEYTransparent mode [E{4ZJUSB Dongle
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OTAFR: KT
--- STM32CubeMonitor-RF (USB DongleiZE#:s

8 STM32CubeMonitor-RF Setngs  Deice  Help oy < 4y

RF STM32CubeMonitor-RF

3 . -

Sellings Device Help n n ’ ‘},\. ‘1’

OTA Updater

CMO version : 1.0.0.3/e

Beacon Acl log Update ACI Commands Scripts Beacon RF Tests ACI Utilities Acl log Update [/ Autoscroll  [EEENINE
No Time Typ No Time Type
0 1456:3.. HCI_READ_LOCAL_VERSION_INFORMA..
Command Command 1 14:56:34.249 Command Complete
3 3 3 3 P [/~ 2 1456:34254 VS_HCI.C1_DEVICE INFORMATION
[v] select all [v] HCl HCltest [v|HAL  [v] GaP GATT L2CAP | Q| Selectall [v]HCl  [v] HCltest [v]HAL GAP GATT  [v]L2cAP | Q| R —— Complete

HCI_DISCONNECT ®
HCI_READ_REMOTE_VERSION_INFORMATION
HCI_SET_EVENT_MASK

HCI_RESET

HCI_READ_TRANSMIT_POWER_LEVEL
HCI_READ_LOCAL_VERSION_INFORMATION
HCI_READ_LOCAL_SUPPORTED_COMMANDS
HCI_READ_LOCAL_SUPPORTED_FEATURES
HCI_READ_BD_ADDR

HCI_READ_RSSI

HCI_LE_SET_EVENT_MASK
HCI_LE_READ_BUFFER_SIZE
HCI_LE_READ_LOCAL_SUPPORTED_FEATURE
HCI_LE_SET_RANDOM_ADDRESS
HCI_LE_SET_ADVERTISING_PARAMETERS
HCI_LE_READ_ADVERTISING_CHANNEL_TX_POWER
HCI_LE_SET_ADVERTISING_DATA
HCI_LE_SET_SCAN_RESPONSE_DATA
HCI_LE_SET_ADVERTISE_ENAELE

LN | C OCT ONAM DADARACTEDS

Command Parameters Details Command Parameters Details

[ | 0 . Start script recording Connect a device first | | 0 . Start script recording

) /4 156

life.augmented



OTAHZ: AT\
-- STM32CubeMonitor-RF (3 fEF0ERE)

EH ®

OTA Updater

OTA Updater

 SEARCH FOR DEVICES Advertising fiter
SEARCH FOR DEVICES Advertising filter
Scanning.... :

N -

Target CPU CPUT : M4 v —
ores | " ILE'“JEII..-T’U = .Wh_'_ b |

Image base address (hex)  (0x7000 |

Image base address (hex)  (0x7000 |

Image file path [ | BROWSE Image file path | BROWSE

Lys
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--- STM32CubeMonitor-RF (EHTFE

OTA Updater

SEARCH FOR DEVICES Advertising filter
0x80E1260050.. v

Target CPU

CPU1 - M4+

Image base address

(hex)  |0x7000 |

Image file path

|BLE_HeartRate_ota_bin | BROWSE

s UPDATE

Lys

life.augmented

OTAFtZ . 13\

EIEOTAIR SR

UEiEEFRCPU: CPUL M4+

PEEMEE: 0x7000

JPEFE R FH EHA

YARNY

Cli

i UPDATE
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OTAFHR: I —
--- STM32CubeMonitor-RF (EFNFE)

EIEOTAIR SR

X

OTA Updater

EEEFRCPU: CPU2 MO
Advertising filter

o JEEEEIMIE: 0xFO00

L
Target CPU CPUZ : MO
Image base address (hex)  (0xF000
\ sy >
. . o M REIE

Image file path |stm32wb Sx_BLE_Stack_fw.bin BROWSE

UPDATE o

« RGUPDATE

"l 159
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« Nucleotr #STLINKv2.1

Ay

life.augn

al number

Frequency

tage

Firmware v

Mot connected

066FFF39373842504311...

SWD

4000

Under reset

0

Hardware reset

Disabled

Firmware upgrade

@ STLinkUpgrade 3.3.5

STLINK/N2-1

0\/

Refresh device list

Open in update mode e

ST-link ID: 066FFF393738425043111452

Current Firmware:

Type: 5TM32 Debug+Mass storage +VCP

[] change Type (Require last USE driver from ST website, else do not use!)

Version: V213/M26

Update to Firmware: V2137M27 STM32 Debug+Mass storage +VCP

Upgrade o

P 4
®

Releasing your creativity

\?\

STLINKv2

WD3

Serial number
Port

Frequency

Shared

External loader

Targ

Firmware v

ZMSTLINK

-LIM nfiguration
srstoosssznates -1 G |
SWD -
4000

Under reset

Hardware reset

Disabled

2
Firmware upgrade

) STLinkUpgrade 3.3.4

” ST-LINK/VZ

oReFresh device list

Open in update mode e

ST-Link ID: 36FFEE0G4B46323632110843

Current Firmware:

Type: STM8/STM32 Debugger

Version: W2J2957

Update to Firmware: ¥213757 STMB|STM32 Debugger

o

o I

P 4
®

Releasing your creativify
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GUIEZEOption Bytes SFSA & SBRV

MO+IEfEIZ1TFUS MO+IEfEiE{Tstack

SBRV==0x3D800 (0x3D800*4==F6000) => MO+IEfFi={TFUS v0.5.3 SBRYV != 0x3D800 (0x3D800*4==F6000) &&
SBRV==0x3D000 (0x3D000*4==F4000) => MO+IEfFI={TFUS SBRYV != 0x3D000 (0x3D000*4==F4000) &&
v1.0.1/v1.0.2/v1.1.0/v1.2.1/v1.1.2 SBRV*4 == SFSA*0x1000

=> MO+1E{Ei={Tstack

Not connected PR &

CubeProgrammer
e | (4] —
ST-LINK == Option bytes
0
0G6FFF3... - | &
SWD hd
4000 hd
Under reset -
0 - Name Value Description
A
Value 0xf4 Address 0x08014000
TarilErT pIaT - _\ SFSA e Secure Flash start address
O —
N FsD B Unchecked : System and Flash secure
Disabled = — Checked :System and Flash non-secure
oos Unchecked : CPU2 debug access enabled
Checked :CPU2 debug access disabled
v Unchecked : SBRV will address SRAM2
c20eT . Checked  :SBRV will address Flash
If FSD=1: SRAM2b is non-secure
I If FSD=0:
e upgrade NERSD L
Unchecked : SRAMZ2b is secure
Checked  :SRAM2b is non-secure
SNERSA Value| 0x10 Address| 0x2003c000 SNBRSA[4:0] contains the start address of the first 1K page of the secure non-backup SRAM2b area.
If FSD=1 : SRAM2a is non-secure
If FSD=0:
BRSD
Unchecked : SRAM2a is secure
Checked  : SRAMZa is non-secure
SBRSA Value 0x0 Address| 0x20030000 SBRSA[4:0] contains the start address of the first 1K page of the secure backup SRAM2a area. : |
- o 0x3d000 Contains the word aligned CPU2 boot reset start address offset within the selected
memary area by C2OPT. x 162
< >
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=

.ZkDevinfoTableff#}

MO+ 1EfFStackBy

2SR I

MO+ IZ{TFUSHY

#pragma pack(1) Offset (the X" Bytes) The Xt Words typedef struct Offset (the Xt The X Words
typedef struct { { Bytes)

uint32_t DevicelnfoTableValid; /*0xA94656B9:Device info table valid*/ 0 il

uint8_t Reservedl; 4 2 MB_SafeBootInfoTable_t typedef PACKED_STRUCT

uint8_t LastFUSActiveState; SafeBootInfoTable; {

uint8_t LastWirelessStackState; uint32_t  Version; 0 1

uint8_t CurrentWirelessStackType; } MB_SafeBootInfoTable_t;

uint8_t SafeBootVersion_Branch_Build; 8 3 MB_FuslInfoTable_t typedef PACKED_STRUCT

uint8_t SafeBootVersion_SubVersion; FusinfoTable; {

uint8_t SafeBootVersion_Minor; uint32_t  Version; 4 2

uint8_t SafeBootVersion_Major; uint32_t MemorySize; 8 3
uint32_t  Fuslinfo; 12 4

[* Fus Info */ } MB_FuslInfoTable_t;

uint8_t FusVersion_Build:4; 12 4

uint8_t FusVersion_Branch:4; MB_WirelessFwinfoTable_t typedef PACKED_STRUCT

uint8_t FusVersionSub; WirelessFwinfoTable; {

uint8_t FusVersionMinor; uint32_t Version; 16 5

uint8_t FusVersionMajor; uint32_t MemorySize; 20 6
uint32_t  InfoStack; 24 7

uintl6_t FusMemorySizeFlash; /*< Multiple of 4K */ 16 5 uint32_t Reserved; 28 8

uint8_t FusMemorySizeSram?2A; /*< Multiple of 1K */
uint8_t FusMemorySizeSram2B; /*< Multiple of 1K */

} MB_WirelessFwinfoTable_t;

/* Wireless stack version */
uint8_t WirelessStackVersion_Build:4; 20 6
uint8_t WirelessStackVersion_Branch:4;
uint8_t WirelessStackVersion_Sub;
uint8_t WirelessStackVersion_Minor;
uint8_t WirelessStackVersion_Major;

} MB_DevicelnfoTable_t;

uintl6_t WirelessStackMemorySizeFlash;  /*< Multiple of 4K */ 24 7
uint8_t WirelessStackMemorySizeSram2A;  /*< Multiple of 1K */
uint8_t WirelessStackMemorySizeSram2B;  /*< Multiple of 1K */

uint32_t BLEInfo; 28 8
uint32_t ThreadInfo; 32 9
uint32_t Reserved4; 36 10
uint32_t UID64_32L; 40 11
uint32_t UID64_32H; 44 12
uintl6_t DevicelD; 48 13

}DevicelnfoTable_t;

lite.augmented MO+IZ1TFUSHIStackiy, 4135 B DevinfoTablefftT 4 ik & A —FkE
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B5FUS & Stack iRAEHEICHIA I

MO+ I&ZFFFUSHY MO+ j&fFStackld

HEE: WEMAZEITHFET (WIGPIO toggle) MNREJGZIMO+, FUS & StackhiAs & cizidRHuf! ! !

NERMARTFEF AR LURIRAS, SELUITAIEMFUS FISTACKR offsetib it tHFUSFIStack ixA{SEFFlash Memory G FRfER.

INREEFHRFUSEStack, BYMARSFERAJLURIRAT, ERRFUS_Operator.binF&%ELL ETT/EREEFUS & StackhiA, ALATEEFFUS_Operator LA E75i%.

STM32CubeProgrammer GUI j@2SWD LAHot PlugiEz{FISoftware resetlE(iERESTM32WB, MOx20030000iEX32bits BI—NWord,0x2003xxxx, HEHEEDevinfoTable?ZiERUME, FEMILIBHE
0x2003xxxxEEENZEP50BytesFIHEZIRFBEER(ER: MAFIEITHIREFR AR ET8E0x2003xxxx tEA—HEIN) ,

FNER0Xx2003xxxXAIE— N WordHIER0xA94656B9, 1RBAMOHZ{THIFUS, MNI&#EAN51850Table 5
Device information table3Zf#4T,

{R¥512BytestwordBNEE4 M wordfiY(E AFUSHRAS, (w5 /920Bytestword{EEP5E6- M word g Stackfy
hiRA (StackhR 4 /90x00000000F&7~iZW B AL #iiF mak EMIBRStack)

Memory & File edition

v

Addressecxzo-j;lm:d v (|Size 350 o Data width 32-bit°' Find Data
—r

Address 4 8 »

0
0x20030024 | A94656B9 6 00000001 01010000 01010000 6 |
0x20030034 00000006 00000000 €| 00000000 00000000
0x20030044 00000000 00000000 I 0000449D 0080E126
! 0x20030054 0496 Stack Version FUS Version 165



https://my.st.com/content/ccc/resource/technical/document/application_note/group1/c0/40/e9/04/c6/83/40/70/DM00513965/files/DM00513965.pdf/jcr:content/translations/en.DM00513965.pdf

B45FUS & Stack IR AN 18 5A

MO+ I&ZFFFUSHY MO+ j&fFStackld

HER: WEMAZITHRER (WGPIO toggle) ANREJAZIMO+, FUS & StackhiAs & TcizdRELf ! ! !

ANRMARRF AT LURIRES, SELAITIAMNFUS FISTACKRoffsetib#tfriHFUSHIStack MR AME S F0Flash Memory SFRER.
NS ETHRFUSE Stack, EYMARYFERFRTLAERBRAT, EIRRFUS_Operator.binfFSE LI ET5ERKEEFUS & StackhiA, ARLATERFUS_Operatorz LA ET5E,

STM32CubeProgrammer GUI j@idSWD LAHot PlugiEmtf1Software resetf® T iEESTM32WB, M 0x2003000015EEY32bits Bf—MWord,0x2003xxxx, EEEDevinfoTablefZi&HItbIE, FEMILHENE
0x2003xxxxEEENZEP50BytesFIHEZIRFBEER(ER: MAFIEITHIREFR AR ET8E0x2003xxxx tEA—HEIN) ,
FNER0x2003xxxxHI5E— 1 "\WordH{ERE0x00000000, HEAMOHZE{THIStack, N&#E
(STM32Cube_ FW_WB_V1.x.0\Middlewares\ST\STM32_WPAN\interface\patterns\ble_ thread\t\mbo
x_def.h)dAY MB_DevicelnfoTable_t3EfEtT, {mFE4BytesiwordBIEE2 M\wordfiE AFUSKRAS, {wiE
7916BytesfywordBPZE5 word{& /9 StackA9RR A,

Memory & File edition

v
L4
* Addressecﬂoasco_"d » || Size 50 e Data width 32-bit °' Find Data
P Address 0 4 8 C
0x20030024 00000000 o 01010000 o 10000006 00000000
0x20030034 01090002 11160029 00000001 00000000
00000000 00000000

‘_ Il 0x20030044 00000000 00000000
Y/ 0x20030054 0000 [Stack Version] Fus version] 6

life.augmented | ]




GUIAEIEEFUS & Stack ir4s I

- MO+ i&ZfFFUSHY

Memory & File edition

Reset made 3 Software reset =
Shared Disabled M T

Device memary | Open file +

2 4

0x20030000 | = ||Size Oxd Data width | 32-bit - |

Address 0 4 8 C
0x20030000 20030024 5..

Address

Firmware upgrade

Memory & File edition

L", Device memory | Open file
»
AddresseOXEOOSOO;’d v [|Size 50 o Data width 32-bit°v Find Data 0
e
Address 0 4 8 »

0x20030024 Woooooom 01010000 m

0x20030034 00000006 00000000 °—|00000000 00000000
Wl 0x20030044 00000000 00000000 0000449D 0080E126 [

0x20030054 0496 o T FUS Version | 168
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GUIAEIEEFUS & Stack ir4s I

Not connected

MO+ i&fTStackld

066FFF3... b

SWD -

4000 -

Hot plug

Software reset v
Shared Disabled ~

Bk Address 0x20030000 | + ||Size | Ox4 Data width | 32-bit b
- ]

Address 0 4 8 o
0x20030000 20030024

Addresse[:xzooscozd v |[|Size 50 e Data width | 32-bit ov Find Data

Address 0 - 8 C
0x20030024 00000000 e 01010000 e 10000006 00000000
0x20030034 01090002 11160029 00000001 00000000
m 0x20030044 00000000 00000000 \00000000 00000000 lg

0x20030054 0000 StackVersi0n| FUS Versiun|
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FUSFHERIRN I

e  FUSHAZE ®iE 2% AN5185 Table 1. FUS versions

-

+  FUSV0.5.3 =>FUSv1.0.2 => FUSV1.1.0 7] F}- 2k, #H#F

+  FUSVv1.0.1 => FUSv1.1.0 Aa] %%, %

>

+  FUSV1.0.2 => FUSv1.1.0 A] %%, %

— == == =y
— == == =y
— == == =y

FUSV0.5.3F 247128 FUSV1.0.2, FF+2¢%|FUSV1.1.0
FUSV1.0.1/FUSV1.0.2 2 J+ 2% $|FUSV1.1.0
FUSV1.1.0/FUSV1.1LAAREW TG 75 A2 2IFUSVL.1.0

FUSANE R RA B R T

"l 170
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GUIHAZFUS

o FUSYFE1£STM32Cube FW_WB_V1.x.x\Projects\STM32WB_Copro_Wireless_Binaries\STM32WB5x
e stm32wb5x_FUS fw 1 0 2.bin
« stm32wb5x_FUS fw.bin

FUSE’J%&ZIKEM\%D%TXT ANFEISTM32WBxx K] 525 il 2% Release Notes.html

|
btm?’z""b‘r’x FUS_Tw_1_ 02 et e 0X0809A000 0x0807A000 0X0803A000 v1.0.2 04/10/2019

Stm32wb5x FUS fw.bin  [OXe{0]=(ee]ele] 0x0809A000 0x0807A000 0x0803A000 v1.1.2 02/05/2021

FUSv1.0.1/v1.0.2 => FUSVv1.1.0

FUSv0.5.3 => FUSv1.0.2

Firmware Upgrade Services

mware Upgrade

File path STM32Cube_FW_WB_V1.11.0\Projects\STM32WB_Copro_Wireless_Binaries\STM32WB5x\stm32wb5x_FUS_fw_1_0_2.binjiikd 2  Browse
Start address | Ox080ECO00 o 6

|| Firstinstall

File path | TM32Cube FW_WE_V1.10.0\Projects\STM32WB_Copro_Wireless_Binaries\STM32WBS5x\stm32wb5x_FUS_fw.bin | v

|Stalt address | 0x080EC000 e

|:| First install

Verify download

il

U |_| Verify download

5  Firmware Upgrade |

171

9 Firmware Upgrade

~/7A
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GUIAFAZFUSY1.1.0/v1.1.1/v1.1.2

* Error: The FUS version you're trying to install is older/equal to the FUS version already installed !
[ Error >

Error: The FUS wversion you're trying to install is

olderfegual to the FUS version already installed !

Ky 172
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Stack<3=/E M)

« STM32WB55/50f]stackfF i FSTM32Cube FW_WB_V1.x.x\Projects\STM32WB_Copro_Wireless Binaries\STM32WB5x
« STM32WB35/30/stackf7it STM32Cube FW_WB_V1.x.x\Projects\STM32WB_Copro_Wireless_Binaries\STM32WB3x
¢ STM32WB15/10fstackff il T-STM32Cube_FW_WB_V1.x.x\Projects\STM32WB_Copro_Wireless_Binaries\STM32WB1x

¢ STM32WB5SxHISTM32WB3x H 3% T fJstackse B Al — R R B 44 1, (Hi2 ke 5 bl & A —FEr
« STM32WB1x[fIstack’5STM32WB5x & STM32WB3x2 A —FEfK], FIRERe S bk th A —F
o RlA]stackX} N T AN FISTM32WBXxx K68 5 itk i 2 % M B2 H 5% F [Release_Notes.html

JeEstackJHRAEIIIEMFUSHI TR TTIRZ —HEH), R XXMEAR, FEbIEAR!L 1!

K’[ 173
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STM32WB5xH]stack

STM32Cube FW_WB_V1.x.x\Projects\STM32WB_Copro_Wireless Binaries\STM32WB5x\Release Notes.htm|

ireless Coprocessor Binary ISTM32WB5xxG(1M) ISTM32WB5xx Y (640Kk) ISTM32WB5xXE(512K) ISTM32WB5xxC(256K)
stm32wb5x_BLE_HClLayer_fw.bin 0x080E0000 0x0808C000 0x0806C000 0x802C000 v1.11.0 02/05/2021
stm32wb5x_BLE_HCI_AdvScan_fw.bin 0x080EA000 0x08096000 0x08076000 0x8036000 v1.11.0 02/05/2021

32wb5x_BLE LLD_fw 0x080EC000 0x08098000 0x08078000 0x08038000 v1.11.0 02/05/2021

0x080B5000 0x08061000 0x08041000 0x08001000 v1.11.0 02/05/2021

stm32wb5x BLE Stack full fw.bin| 0x080CA000 0x08076000 0x08056000 0x8016000 v1.11.0 02/05/2021
stm32wb5x BLE_ Stack light fw.bin| 0x080D6000 0x08082000 0x08062000 0x8022000 v1.11.0 02/05/2021
stm32wb5x_BLE_Thread_dynamic_fw.bin 0x08070000 0x0801C000 0x00 0x00 v1.11.0 02/05/2021
stm32wb5x_BLE_Thread_static_fw.bin 0x08072000 0x0801E000 0x00 0x00 v1.11.0 02/05/2021
stm32wb5x BLE Zigbee FFD dynamic fw.binfl0x08077000 0x08023000 0x08003000 0x00 v1.11.0 02/05/2021
0x08079000 0x08025000 0x08005000 0x00 v1.11.0 02/05/2021
5tm32wb5x_BLE_Zigbee_RFD_dynamic_fw.bin [QXel{el{{[o] 0x08032000 0x08012000 0x00 v1.11.0 02/05/2021
stm32wb5x_BLE_Zigbee RFD_static_fw.bin 0x08087000 0x08033000 0x08013000 0x00 v1.11.0 02/05/2021
5tm32wb5x_Mac_802_15_4_fw.bin 0x080E3000 0x0808F000 0x0806F000 0x0802F000 v1.11.0 02/05/2021

stm32wb5x_Phy_802_15 4 fw.bin 0x080DE000 0x0808A000 0x0806A000 0x0802A000 v1.11.0 02/05/2021

0x08098000 0x08044000 0x08024000 0x00 v1.11.0 02/05/2021
OXOSOABOOO 0x08057000 0x08037000 0x00 v1.11.0 02/05/2021
MOXOSOA7000 0x08053000 0x08033000 0x00 v1.11.0 02/05/2021
OXOBOBSOOO 0x08061000 0x08041000 0x08001000 v1.11.0 02/05/2021

K’l 174
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STM32WB3xf1STM32WB1x[stack

STM32Cube FW_WB_V1.x.x\Projects\STM32WB_Copro_Wireless Binaries\STM32WB3x\Release Notes.htm|

TM32WB3x(512K ersion Date

stm32wb3x BLE HClLayer fw.bin  [o}<OL{e[{o]eo]0} v1.11.0 02/05/2021
stm32wb3x BLE HCI AdvScan fw.bin  [X0L[Ne[00 v1.11.0 02/05/2021
stm32wb3x BLE LLD fw.bin [kl elee)) v1.11.0 02/05/2021
stm32wb3x BLE Mac 802 15 4 fw.bin  [NOEI0RISe00) v1.11.0 02/05/2021
R R S TR O 00804A000 v1.11.0 02/05/2021
stm32wb3x BLE Stack light fw.bin  [SXeLIs0[000 v1.11.0 02/05/2021
stm32wb3x Mac 802 15 4 fw.bin [Nk v1.11.0 02/05/2021
stm32wb3x Phy 802 15 4 fw.bin  [ONEl=00) v1.11.0 02/05/2021
stm32wb3x Thread FTD fw.bin  [OXEI0NE:10000) v1.11.0 02/05/2021
stm32wb3x Thread MTD fw.bin  [XeLJ0RI=100 v1.11.0 02/05/2021
stm32wb3x Zigbee FFD fw.bin [XOE0R¥N) v1.11.0 02/05/2021
stm32wb3x Zigbee RFD fw.bin [ONOEIRIS000) v1.11.0 02/05/2021

STM32Cube FW_WB_V1.x.x\Projects\STM32WB_Copro_Wireless_Binaries\STM32WB1x\Release Notes.html

stm32wb1x BLE HClLayer fw.bin = [o}X0lekRleloo] v1.11.0 12/02/2021
AR O G A 0x0803B800 v1.11.0 12/02/2021
stm32wb1x BLE LLD fw.bin [OXEEI=00) v1.11.0 12/02/2021
stm32wb1x BLE Stack full fw.bin  [ONI0MM=E00) v1.11.0 12/02/2021
AR I R I 008027800 v1.11.0 12/02/2021
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Stm32wb5x BLE Stack full fw.bin 0x080CA000

-
sTmz2 W
CubeProgrammer

—
== Firmware Upgrade Services

Firmware Upgrade

File path ‘ STM32Cube FW_WB_V1.11.0\Projects\STM32WB_Copro_Wireless_Binaries\STM32WB5x\stm32wb5x_BLE_Stack_full_fw.bin | - |
Start address | 0x080CA000 |°

:| First install

\:| Verify download

4 Firmware Upgrade

Lys
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GUIZZEBLE_ Stack light

stm32wb5x BLE Stack light fw.bin 0x080D6000
STM \‘i
CubeProgrammer

== Firmware Upgrade Services

Firmware Upgrade

~,

. File path | STM32Cube FW_WB_V1.11.0\Prajects\STM32WB_Copro_Wireless_Binaries\STM32WB5x\stm32wb5x_BLE_Stack_light_fw.bin | v|
¥
—n

Start address | 0x080D6000 a

|:\ First install
=
SWV
1

:\ Verify download

4 Firmware Upgrade
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GUIZZE=Stack Zigbee FFD

stm32wb5x Zigbee FFED fw.bin 0x080A7000

-
sTmz2 W
CubeProgrammer

Firmware Upgrade Services

Firmware Upgrade

File path | STM32Cube FW_WB_V1.11.0\Projects\STM32WB_Copro_Wireless_Binaries\STM32WB5x\stm32wb5x_Zigbee_FFD_fw.bin | -

Start address | 0x080A7000 q

|:| First install

|:| Verify download

‘ 4 Firmware Upgrade

Lys
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GUIZZE=Stack BLE Zigbee FFD dynamic

Stm32wb5x BLE Zigbee FFED dynamic fw.bin [0x08077000

’
sTmz2 W
CubeProgrammer

— -
== Firmware Upgrade Services

‘ h ‘ Browse

[STM32Cube_FW_WB_V1.11.0\Projects\STM32WB_Copro_Wireless_Binaries\STM32WB5x\stm32wb5x_BLE_Zigbee_FFD_dynamic_fw.bin

Start address | 0x08077000
( o
|_\ First install

CPU |:\ Verify download

SWv
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GUIFAZRGEEEFFUS & Stack fr2A~
E “GUIFZRBIEEFFUS & Stack fraA”

~To MO+ IZ{TFUSHY

File edition

De'\m:e memaory - pen file . I I

Address 0x20030000 | w ||Size Data width | 32-bit v

94 8 C
5..

Memory &

Reset mode 3 TR iar e -
Disabled v K

Shared

Address 0
0x20030000 20030024

Firmware upgrade

Memory & File edition

- memory Open file .

KS

Address er“OO 0024 | » ||Size | 50 Data width | 32-bit o Find Data 0
mam
Address 0 4 8 C
0x20030024 W 00000001 01010000 m
0x20030034 00000006 00000000 ﬂ 00000000 00000000
(oIl 0x20030044 00000000 00000000 0000449D 0080E126 [
— 0x20030054 0496 Stack Version FUS Version 182
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GUIFAREEEFFUS & Stack [r2~
F “GUIAREIEEEFUS & Stack iR

I MO+ E47StackEd

SWD -

4000 -

Hot plug

Software reset A
Shared Disabled -

Bk Address 0x20030000 | + ||Size | Ox4 Data width | 32-bit b
- ]

Address 0 4 8 o
0x20030000 20030024

Device memony| 0x495_FUS_Operator.bin | +

Address eOXEOOSOO;’d v [[Size 50 e Data width | 32-bit ov Find Da

Address 0 < 8 C
0x20030024 00000000 €|01010000 6_—| 10000006 00000000
0x20030034 01080001 o 1116002A 00000001 00000000
"l 0x20030044 00000000 \ 00000000 00000000 00000000 3
life.augmented 0x20030054 0000 Stack Version FUS Version
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