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Cyber Security & Network Monitoring 
 Accolade IP Powers Xilinx Alveo

• ANIC Packet Processing Engine 

• Common API for all Alveo adapters 

• ANIC Shell  Support 

• PF_RING, DPDK and Libpcap 

• nTOP, Suricata, Zeek, Wireshark

INTRODUCTION
Alveo accelerator cards are now powered by Accolade’s  
ANIC  Packet Processing (APP) engine to accelerate  
cyber security and network monitoring applications. APP 
leverages Xilinx high bandwidth memory (HBM), enabling  
line-rate packet processing and table lookup features such 
as deduplication, flow classification and packet filtering.  

SOFTWARE SUPPORT
• Software development kit (SDK) that includes drivers for 

Linux and FreeBSD with a  common  API across all 
supported Alveo cards.  

• Middleware support includes PF_Ring, Libpcap, and 
DPDK enabling rapid development of applications.  

• PF_Ring enables ntop applications such as packet 
capture, NetFlow export and  deep packet inspection. 

• Libpcap support allows integration with open source 
applications such as Snort and TCP Dump.  

• IPS/IDS application support for Suricata is available from 
Accolade. 

TARGET APPLICATIONS
• Cyber Security (IPS/IDS)   
• Application Performance Monitoring 
• Deep Packet Inspection (DPI) 
• NetFlow/IPFix Export

• Packet Capture and Network Forensics 
• Packet Deduplication 
• Black/White List Processing 
• GTP Filtering & Correlation
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XILINX INTERNAL

ALVEO PACKET PROCESSING PIPELINE

Learn more about Alveo accelerators 
Learn more about Partner 
Reach out to Accolade Technology: info@accoladetechnology.com

The table below details some of the value-added functions customers can take advantage of with 
supported Alveo cards.

TAKE THE NEXT STEP

The following is a comprehensive diagram which depicts the processing pipeline as packets enter 
the Alveo card from the network interfaces on the left and proceed to the PCIe bus on the right. The 
ANIC Shell block enables rapid insertion of customer specific packet processing functions using  
Verilog, C++, HLS & P4/SDNET. 
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